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How to use QRM+ to manage your devices?

QRMH+ is a centralized remote device management solution from QNAP designed for IT teams,
home users, production line managers, or anyone who wants to monitor and manage computer
devices (such as: computers, servers, etc).

QRM+ is a web-based solution that provides basic device management capabilities such as device
discovery, mapping, monitoring, or management of all critical computing devices on the network,
such as servers, computers, embedded computers, or compact computers.

Centralized management of QRM+ improves the manageability of IT infrastructure and computer
equipment, and reduces the time required to troubleshoot and analyze system resource
performance.

Browser support

QRM+ supports most modern web browsers. For the best user experience, we recommend using
the latest version of Google Chrome. QRM+ also supports the latest versions of:

® Safari

® Microsoft Edge

® Firefox

Requirements for installing QRM+

Supported hardware:
® QNAP NAS that support QTS 4.3.0 (or later): TS-x53B, TVS-x73, TS-x85

® QNAP NAS that support QTS 4.2.2 (or later): SS-x53, TES-x85U , TS-x53U, TS-x53A, TS-x51U,
TS-x51A, TS-x51+, TS-x51, TS-x80, TVS-x63+, TVS-x63, TS-x63U, TS-x70, TS-X89U, TVS-x71,
TVS-x82, TVS-x82T, TVS-x82ST, X51, X53, X63, X70, X70U , X71 , X80, X80U , X82, X82T,
X82ST , X82U ,TS-x79 Pro, TS-x79U-RP, TS-ECx79U-RP, TS-ECx79U-SAS-RP, SS-ECx79U-SAS-RP
IEl QGW Series that support QTS 4.2.1 (or later): TANK-860-QGW, TANK-760-QGW

® The NAS/QGW must have at least 4GB RAM.

Container Station and QRMAgentPack must be installed before using QRM+.



Installing Container Station, QRMAgentPack and QRM+:

Step 1: Open the App Center, go to "Recommended"” and download "QRM+". Container Station
and QRMAgentPack will be automatically downloaded as well.

App Center -+ X

€& AppCenter Q Ca

New & Updated Apps

Mo,  myapps
IQNAP Store My Licenses

All Apps

Qcontactz

QTS Essentials [ ————

Recommended

Betalab

Partners B -

B Backup/ Sync

B Business

2 content Management

2. Communications QRM+
1.0.0

A Developer Tools Utilities

3 pownload + Install

@ Entertainment
O surveiliance

2, utilties

' Home Automation

®5 Security

Separately installing Container Station, QRMAgentPack and QRM+:
Step 1: Open the App Center and search for "Container Station". If you have not installed
Container Station then an "+ Install" button will appear. Click the "+ Install button".

App Center -+ X
€& AppCenter Q Ci# i

New & Updated Apps
g‘ﬂ My Apps 4
QNAP Store

My Licenses

Al Apps

Qcontactz

QTS Essentials

Recommended

Betalab

Partners B -
B Backup/ Sync &
& Business -

2 content Management

2. Communications Container
Station

A, Developer Tools Utilities

¥ Download + Install

@ Entertainment
© Ssurveillance
A, utilties

& Home Automation

3 Security




Step 2: Open Container Station and follow the installation wizard. After selecting a folder to store
images and containers, click “Start Now”.

Container Station - X

© 3
- | @

@y ContainerStation =

Jocker,build with all container technologies

Container

Step 3: Return to the App Center and search for "QRMAgentPack". If you have not installed
QRMAgentPack then an "+ Install" button will appear. Click the "+ Install button".

App Center J -+ X
€5 AppCente Q ¢l

Moy  myaps
QNAP Store My Li -

New & Updated Apps

All Apps
Qrs Essentials

[&] Photo Station

Recommended

BetalLab

Partners B -

B Backup/ Sync
g %
2 content Management

2. Communications f{lR(:/l(»;gentPack

A, Developer Tools Utilities

¥ pownioad + Install

@ Entertainment

© surveillance

%, utilties

' Home Automation

F <




Step 4: Return to the App Center and search for "QRM+". An app called "QRM+ " will be listed. If
you have not installed QRM+ then an "+ Install" button will appear. Click the "+ Install button".

App Cecter ey iR

€5 AppCent Q Cme

New & Updated Apps

AN Apps
QTS Essertials
Recomemended
Betalad

Patness

B Backap/ Syne

& Business

S Content Management

% Communications

1.0
Developer Tools Lriities
Downicad + el |

o >

Entertanment

Survellance

Uniities

® /,ae

Home Jctomation

3¢

Security
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1. Device Discovery

With QRM+, you can use the Device Discovery feature to discover the network you're in. Device
Discovery allow users to discover computer devices on the current network based on the scan
range they set up and quickly incorporate them into QRM+ Management.On the Device Discovery
page, users can start scan, stop scan, reset, query scan history, filter scan results, add devices,
generate scan result reports, and send current view as Email.

QRM+ supports the following two search types:

1. IPrange
2. Subnet

Dashboard
LA 1Pmikvm

Q:). Device Discovery

n System Log x

Device Discovery

Search condition:

© 1P Range

IPMI Events Log X | QRM+ Alerts L.. X | Historic Data.. X | Device Discov.. X | All Devices X | Network Topol.. X n

Q All devices @

Hostname IP Address Role 0s Status Progress

@ Subnet

4t i
te] Device Management Start Address

oz L]0 ||

End Address
K3 EEN D 3

Start Scan

No device found.

All Devices

Network Topology

B

" Alerts Configuration

Logs

{@} Settings

[ Scan only IPMI devices

History Page of 0 No devices to display

1.1 Start Scan

If the user clicks the "Start Scan" button, QRM+ will start scanning all the devices within the IP
range or in the subnet.During the scan, discovered devices are placed in order from the top down,
and the user can add the discovered device to QRM+ without waiting for the scan to finish. Details
are described in the section "Adding a Device to a QRM+ During Scan".

To scan a specific IP range, follow the steps below:
Step 1: Select the IP range

Step 2: Enter the starting IP address

Step 3: Enter the ending IP address

Step 4: Click "Start Scan"



(<) n System Log X | IPMIEventsLog X = QRM+AlertsL.. X | HistoricData.. X | Device Discov.. ¥ | All Devices X | Network Topol.. X n

Dashboard Device Discovery Q All devices - @
LA iPMikvM Search condition: Hostname IP Address Role 0s Status Progress
. IPR:
Q:). Device Discovery L ange
@ Subnet
4t i
*e] Device Management Start addrens
All Devices u No device found.
End Address
Heterk fepeloay 152 J1o0 Jo_] 255 ]
m Alerts Configuration
— Start Scan
Logs
{@} Settings
[ Scan only IPMI devices
History Page of 0 Mo devices to display

To scan a specific subnet range, follow the steps below:
Step 1: Set the subnet

Step 2: Enter the CIDR, default is 24

Step 3: Click "Start Scan"

& CRM: & 0 -

Dashboard Device Discove.. X
©

Device Discovery l Hostname, IP Address and ¢ Supported devices - P A 2 @

Searsh condition: Hostname IP Address T Role 0s Status Progress

@ 1P Range
© Subnet 1

Subnet ID:

No device found
192.168.0.1 ] 2 0

B Scan only IPMI devices

History

© 2017-0504 11:06:35

O 2017-050410:59:14

® 2017-050217:37:11 Page of 0 No devices to display

Note: QRM+ uses ICMP protocol to search for devices within a specified IP address range. If the
target device does not allow ICMP requests, QRM+ will not be able to find the target device.To
support QRM+ search, enable ICMP requests on the target device.



Control Panel Hi : P !
pkibiaini s Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
& Change notification settings How does a firewall help protect my computer?
r@ Turn Windows Firewall on or What are network locations?
off = =
= [ H (~)
&) Restore defaults l a Home or work (private) networks Connected (&)

Advanced settings o Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active home or work (private) networks: R Network 2

Notification state: Notify me when Windows Firewall blocks a new
program

g‘ Public networks Not Connected (%)

See also
Action Center
Network and Sharing Center

@Ov‘ﬂ » Control Panel » Systern and Security » Windows Firewall v | + [ | Search Control Panel Pl |

3’ e e Security
File: Action View Help

|2

&3 Inbound Rules

&3 Outbound Rules

% Connection Security Rules
1 % Monitoring

Name Group Profile Enabled Action Owerride Program Local Address Rerote Address

File and Printer Sharing Domain No Allow No Any
File and Printer Sh: -

gand 4 harin g Beguest - JChPwd-Tn
[ reommrrsemss SRl
T File and Printer Sharing (Echo Request - IChFyvd-Tn)

g Private, Public

& gqrmplus All Yes Any

@ qrmplus Al Yes Any

@ qrmplus All Yes Any

@ qrmplus Al Yes Any

@ qmplus Al Yes Delecs Any

@ qrmplus Al Yes Properties Any

@ qrmplus Al Yes Any

@ qrmplus A Yes Help | Any

@ qrmplusrdp Al Yes Allow  No Any Any

@ BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... Al No Allow  No SYSTEM Any

@ BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cach... Al No Allow  No SYSTEM Any

@ BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... Al No Allow  No %syster...  Any Local subnet
Connectto a Netwark Projector (TCP-In) Connectto a Network Proje...  Private, Public  No Allow  No %System... Any Local subnet

@ Connectto a Network Projector (TCP-In) Connect to a Network Proje... Domain No Allow  No %System... Any Any

.Connect to a Network Projector (WSD Events-In) Connect to a Network Proje...  Private, Public  No Allow No System Any Local subnet

@ Connectto a Network Projector (WSD Events-In) Connect to a Network Proje... Domain No Allow  No System Any Any

@ Connectto a Network Projector (WSD EventsSecure-In) Connectto a Network Proje...  Private, Public  No Allow  No System  Any Local subnet
Connect to a Netwark Projector (WSD EventsSecure-In) Connect to a Netwark Proje... Domain No Allow  No System Any Any

@ Connectto a Network Projector (WSD-In) Connect to a Netwaork Proje... Al No Allow  No %System... Any Local subnet

@ Core Networking - Destination Unreachable (ICMPv6-In) Core Networking Al Yes Allow  No System Any Any

@core ing - Destination L F ion Need... Core Networking Al Yes Allow  No System Any Any

@ core Networking - Dynamic Host Configuration Protocol (DHCP-... Core Networking Al Yes fllow  No %System... Any Any

@ Core Networking - Dynamic Host Canfiguration Protocol for IPv6.. Core Networking Al Yes Allow  No %System... Any Any

@ Core Networking - Internet Group Management Protocal (GMP-In) Core Networking All Yes Allow  No System  Any Any

@ Core Networking - IPHTTPS (TCP-In) Core Networking Al Yes Allow  No System Any Any

@ Core Networking - IPv6 0Pv6-In) Core Networking Al Yes Allow  No System  Any Any

@ Core Networking - Multicast Listener Done ICMP6-In) Core Networking Al Yes Allow  No System Any Local subnet

@ Care Netwarking - Multicast Listensr Oueny ICMPy-Tn) Care Netunrking A Ves Al Na Sustern Anw Lncal subnet

P Windows Firewall with Advance BRCTIG LU

Prot
1M

IcM

IGM

IPv6
IcM
M

Note: MS Windows firewall rules will also affect QRM+ and treat target device as unsupported

device. To solve the problem, go to Control Panel> System & Security> Windows Firewall. Click the

"Advanced Settings" button to set up (as shown below).

10
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@Ov‘ﬂ » Control Panel » Systern and Security » Windows Firewall

Control Panel Home

# Advanced settings 0 Networks at home or work where you know and trust

Troubleshoot my network
Windows Firewall state:
Incoming connections:
Active home or work (private) networks:
Notification state:
. @ Public networks
See also

Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
& Change notification settings How does a firewall help protect my computer?
@7 Turn Windows Firewall on or What are network locations?
off
~ ] ":
& Restore defaults . @ Home or work (private) networks Connected (&)

the people and devices on the network

On

Block all connections to programs that are not on the
list of allowed programs

2 Network 2

Notify me when Windows Firewall blocks a new
program

Not Connected (v)

~ [ 43 ||[ Search Controf Panet

nd
File Action View Help

|2

B2 Inbound Rules

3 Outbound Rules bame Craup
¥4 Connection Security Rules @ Google Chrome (mDNS-In) Google Chrorne
» B, Monitoring @ HomeGroup In HomeGroup
@ HomeGroup In (PNRP) HomeGroup
iSCSI Service (TCP-In) iSCSI Service
iSCSI Service (TCP-In) iSCSI Service

.Media Center Extenders - HTTP Streamin... Media Center Extenders
@ Media Center Extenders - Media Streami... Media Center Extenders
@ Media Center Extenders - gWave (TCP-In)  Media Center Extenders
@ Media Center Extenders - gWave (UDP-In)  Media Center Extenders
.Mzdia Center Extenders - RTSP (TCP-In) Media Center Extenders
@ Media Center Extenders - SSDP (UDP-In) ~ Media Center Extenders
@ Media Center Extenders - WMDRM-ND/R... Media Center Extenders

Media Center Extenders - XSP (TCP-In) Media Center Extenders

ce
Network Discovery

@Netwovk Discovery (LLMNR-UDP-In) MNetwork Discovery
@ Network Discovery (NB-Datagram-In) Metwork Discovery
@ Network Discovery (NB-Datagram-In) Network Discovery
@Netwurk Discovery (NB-Datagram-In) MNetwork Discovery
@ Network Discovery (NB-Name-In) Network Discovery
@Nemovk Discovery (NB-Name-In) Network Discovery
@ Network Discovery (NB-Name-In) Network Discovery
@ Network Discovery (Pub-WSD-In) Network Discovery
@Network Discovery (Pub-WSD-In) Metwork Discovery
@ Network Discovery (SSDP-In) Netwark Discovery
@ Network Discovery (SSDP-In) Network Discovery
@ Network Discovery (UPnP-In) Network Discovery
@ Network Discovery (UPnP-In) Network Discovery
@ Network Discovery (UPnP-In) Network Discovery
B e hnrk Disrnvers WS Fuents-Tnd Nehwnrk Discavens

Profile  Enabled  Action  Override  Program

Al Yes Allow No Ci\Progr...
Private  No Allow  No Yesystemn...
Private No Bllow No osystem..,
Domain  No Allow No %Systemn...
Private.. No Allow No YSystem...
Al No Allowe No System

All No Allow  No System

Al No Allow No FSystem...
Al No Allow No FSystem..,
All No Allow No YSystem...
Al No Bllow No YSystem...
Al No Allow  No %System...
All No Alloww No System

\ | ] ' - Ho System
ottt Jou o iy,

Cut iow No FSystem...
G pw  No System
i ow N System
ow No System
Properties Jow No System

low Mo System

Help low  No System

Domai.. No Allow No YSystem...
Private  Yes Allow No %System...
Private  Yes Allow No YSystem...
Dornai.. Mo Allow Mo %Systemn..
Private  Yes Allow No System
Domain  No Allow No System
Public No Allow No System
Puhlir Nn Allrsar Nn Sustem

Local Address  Remote Address  Protocol

Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

Ay

Any uoP
Local subnet TCP
Local subnet upP
Any Tcp
Local subnet TCP
Local subnet TCP
Local subnet TCP
Local subnet TCP
Local subnet upp
Local subnet TCP
Local subnet uop
Local subnet upp
Local subnet TCP

Any TCP
Local subnet upp
Local subnet ubp
Local subnet upp
Any uop
Local subnet uop
Local subnet upp
Local subnet ubp
Any uDP
Local subnet upp
Local subnet uop
Local subnet upp
Local subnet ubp
Local subnet TCP
Any TCP
Local subnet TCP
Inral suhnet TCP

@ Windows Firewall with Advance BEUTITE LU

Local Port
5353
3587
3540

3702
3702
1900
1900
2869
2869
2869
5357

Remote

Any

Lny
Any

11
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1.2 Stop scanning

During a scan, the user can click the Stop Scan button to stop the scan.

€  Dashboard Device Discov.. ¥

@

Dashboard Device Discovery

IPMI KVM

Search condition:

JC RN

Device Discovery

4t i
te] Device Management Start Address

All Devices

End Address

Network Topology
@' Alerts Configuration
Logs

Cancel Scan

{§} Settings

Scanning (10%)

1.3 Resetting

Hostname IP Address Role
192.168.0.1 192.168.0.1
192.168.0.100 192.168.0.100
192.168.0.101 192.168.0.101
192.168.0.102 192.168.0.102

Page 1 of1 1-40f4

Q

All devices

0s

Status

click to add.

Progress

Scanning

Scanning..

Scanning

Scanning..

No need to wait for scan complete. Just

The user can reset the settings after the scan is completed or after having clicked on the scan
history.When the Reset button is clicked, the contents of the table on the right side of the screen

will be cleared.

<] Dashboard Device Discov.. ¥

@

Dashboard Device Discovery

IFADGYE Search condition
© IPRange

@ Subnet

JICAR N

Device Discovery

-

” Device Management Start Address

AllDevices 10 o J1

End Address

Network Topology u

" Alerts Configuration

B:

Start Scan

Logs

<2

Settings

Reset All

B Scan only IPMI devices

Scan Completed (100%)
|

Hostname

192.168.0.1

192.168.0.100

192.168.0.101

192.168.0.102

Page

IP Address Role
192.168.0.1 [ NAS
192.168.0.100 | Device
192.168.0.101 Unknown
192.168.0.102 | Device

1 of1 1-40f4

Q

All devices

0s

Qrs

IPMI Managemen...

Unknown

IPMI Managemen...

Status

MNew Device

New Device

MNew Device

Already Added

B =2 0
Progress

Completed
Completed
Completed

Completed

12
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1.4 Steps to add the device to QRM+

Users can select a device from the list of discovered devices and click "Add Device to QRM+"
button to add one or more devices to QRM+. Different types of devices have different add
methods:

1. Users of IPMI device must provide administrator account and password to allow QRM+ to
establish IPMI connection. After successful installation, QRM+ will be able to monitor and
manage the device.

2. Users of Linux device must provide administrator account and password to allow QRM+ to
install the QRMAgent on the remote device. After successful installation, QRM+ will be able
to monitor and manage the device.

3. Users of MS Windows device must download QRMAgent to the machine to be installed and
extract the QRMAgent archive on the machine to run the installation program. After
successful installation, QRM+ will be able to monitor and manage the device.

Step 1: Select the device you want to add from the list of discovered devices, you can select
multiple devices.
Step 2: Click the "Add device to QRM+" button.

Dashboard Device Discov.. X o

Dashboard Device Discovery Q. Alldevices B2 ®
LA iPMikvM Search condition Hostname IP Address Role 0s Status Progress
. IPR:
) Device Discovery @ 17 Range 192.168.0.1 19216801  [E@ NAS aTs New Device Completed
@ Subnet
& .
441 Device Management Start Address 192.168.0.100 102.168.0.100 B Device IPMI Managemen...  Mew Device Completed
All Devices 192 j 168 § !
--u. 1 192.168.0.101 192.168.0.101 Unknown Unknown New Device Completed
End Address
Network Topology | I |
n 192.168.0.102 192.168.0.102 & Device IPMI Managemen...  Already Added Completed
@ Alerts Configuration
— Start Scan
Logs
{é} Settings
Reset All
W Scan only IPMI devices
Scan Completed (100%)
e Page 1 of 1 1-40f4

13



Step 3: Select the devices to be added in the device list screen.

5 Add Devices to QRM+

T S S K S T

. 192.168.0.106 192.168.0106 [@ Device

Unknown

New Device

IPMI

Step 4: Different device types (Windows device, Linux device, or IPMI device) have different
installation methods:

Step 4-1: If Windows device is selected in Step 3, a QRMAgent download window will be displayed.
Click "Download Windows QRMAgent" button to download the installation package.

If you have enforced secure connections in your QTS settings and want to install QRMAgent on a
device with a 64-bit version of Windows XP or Windows Server 2003, follow these steps: Go to
"Control Panel" > "Internet Options" > "Advanced" and ensure that "Use TLS 1.0" is enabled.

| Internet Options E]gl

Seltings:

‘QE

curity A
Allow active content from CDs to run on My Computer 1
Allow active content to run in files on My Computer
Allow software to run or install even if the signature is invalid
Check for publisher's certificate revocation
Check for server certificate revocation (requires restart)

Check for signatures on downloaded programs

Do not save encrypted pages to disk

Empty Temporary Interet Files folder when browser is closed
Enable Integrated Windows Authentication (requires restart)
Enable Profile Assistant

UseSSL 20

Use SSL 3.0 ‘

W% about invalid site certificates -

KEKKEKE T KIS 11

Wan if changing between secure and not secure mode v
>

Restore Defaults

[ ok ][ cencel |

14



Step 4-1-1 : Users can select the appropriate QRMAgent installation package.

. . o — &

How to Add Select Device Type Deployment

Download QRMAgent

Install QRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download QRMAgent:

. Download Windows QRMAgent

32-bit

{y Download and install Microsoft .Net Framework (For Windows 7, Windows XP and 64-bit

NET Windows Server 2003)

Download Linux QRMAgent

QRMAgent must be installed before the device can be added.
View step-by-step instructions

l Previous ‘ l Next ‘

Step 4-1-2 : Copy the installation package to the device to be managed.

Add Devices to QRM+
v v

How 10 Add Select Device Type

Download QRMAgent

Install QRALAGENT 0N the WINOWS/LINUK Gevice you wan Once installed, you Can proceed 10 the next step

Download QRMAGent

Oownload Windows QRMAgent

N Download and install Microsoft Net Framework (For Windows 7, Windows XP and
NET Windows Server 2003)

Download Linux QRMAGent

QRMAGent must be nstalled before the device can be added

View step-by-step instruct

L QRMAgent Wind_zip ~

15



Step 4-1-3 : Unzip the installer, right click on the installer and select "Run as administrator".

(=] = | Application Tools  QRMAgent_Windows_1502682681468 - m] x
Home Share View Manage - @
- = Cut B - o n - Select all
B[O ¢ B X= Y U 5o 8
Pin to Quick € Ty el Move € ‘ Delete R N o Propertie: d = A
to Qui =
m_,fml;( woed b [#] Paste snoreut |:'.! [:p.r E. © reneme |°S:, Dv : @ History {7 invert selection
Clipboard Organize New Open Select
+ » ThisPC » D » QRMAgent ) 1502682681468 v O Search QRMAgent_Windows_... 0
[ Documents # ™  Name h Date modified Type Size
] Pictures  # ) config /147201711551 AM  Text Document 1 KB
. online help - - 1,147 KB
| QRM+ - —
| Sereenshots o = ]
= Troubleshoot compatibility
i n Pin to Start
@ Onebrive Share with >
[ This PC @ @ ORMAgent-AMDG4-Setup.exe LI B3 ME R MR RAE(V)
B Desktop Pin to taskbar
B Documents Restore previous versions
¥ Downloads Sendto >
b Music
& Pictures Copy
W Videos Create shortcut
= BEEFEHO) Delete
= DATA (Dx) Rename
= DATA (D:) . Properties
2items 1 item selected 30.4 MB E=

Step 4-1-4 : Click "Yes" to allow the installer to make changes to your device.

__J] QRMAgent-AMD64-Setup.exe

Verified publisher: QNAP Systems, Inc.
File origin: Hard drive on this computer

Show more details




QNRAP

Step 4-1-5 : Click "Next".
[g QRMAgentService Setup =

I

Welcome to QRMAgentService
Setup

Setup will guide you through the installation of
QRMAgentService,

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer,

Click Next to continue,

[ Next » I [ Cancel }

Step 4-1-6 : Choose the IP address and click "Next".

Q QRMAgentService Setup o] @ [

(]

=

QRM+ Server [P or Hostname:
QRMPlus_Server
QRM+ Clent IP Address:

192.168.0. 105 v

!7 < Back H Next > ]] Cancel

17



Step 4-1-7 : Enter the Username and Password of QRM+.
D QrMAgentsenice Setup = =
h‘ler Usemame & Password m

Enter your QRM+'s username and password to continue,

Please enter your username and password before continuing. ..
Enter Username and Password
Username:

Password:

[ <Back [ nNext> ] [ cancel |

B Qrlgentsenice Setup S
2-Step Verification

The first level of authentication is successfully completed.

Please enter the security code to proceed.

[ Enter ]

Lost phone?

Step 4-1-8 : If 2-step Verification is enabled then you must enter the security code.

18
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Step 4-1-9 : The QRMAgentService will be installed.

QQRMAgentService Setup fre| @ || 2 [

nst|Jing
Please wait while QRMAgentService is being installed. g

Extract: keys.h

Step 4-1-10 : Click "Finish" and you will see the installation status in the device list.

, QRMAgentService Setup o] & = ]
Completing QRMAgentService
Setup

QRMAgentService has been installed on your computer,
Click Finish to close Setup.

Note: You mush dick Finish to complete the installation
process.

|V Run QRMAgentService




O Dashboard All Devices x KVM Manager X

Dashboard

Device Management / All Devices

A 1Pmikvm etwork Hostname
& 192.168.0.0/24 (3)
R Device Discovery & & Dynamic Groups ® 10110168
: B Al (6)
141 Device Management B 1PMI(2) ® QRM-Win7SP1
IR o B QRMAgent-Windows (1)
(1) Alerts Configuration E
B QRMAgent-Linux (1) ® Ubuntu1404
Logs Bm Windows Devices (1)
I Linux Devices (3) ® 1921680100

{§} Settings

B Others (0)
® 1021680102

® 1010101

Page 1

IP Address

10.1.10.168

192.168.0.105

192.168.0.104

192.168.0.100

192,168.0.102

10.10.10.1

of1

£}

IPMI Events Log %

Device Tag

HQ2F

123

CN 6F

1-60f6

Managed...

QRMAgent

QRMAgent

PMI

PMI

Q
Brand

Unknown
Bochs
Bochs

IEI Techno,
IEI Techno.

Unknown

Action ¥ @
Operatin...

Linux
Microsoft
Ubuntu
IPMI Man.
IPMI Man.

Linux

Role

Device

Device

Device

Device

Device

Device

c ®

Status
B Not Monitored
E3 Monitored
B3 Monitored
3 Monitored
B3 Monitored

B Not Monitored

Step 4-2 : If IPMI device is selected in Step 3, you must enter the administrator's User ID and

Password then click "OK".

Set device password

Hostname:
IP Address:
0s:
Managed by:

User 1D:

Password:

Enter device user ID and password

192.1658.0.106

192.1658.0.106

Unknown

IPMI

View step-by-step instructions

Cancel

Q

2]

e

Apply the same user D and password to all devices.
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Step 4-3 : If Linux device is selected in Step 3, you will be prompted to download QRMAgent for
Linux. Click "Download" next to "Download Linux QRMAgent".

Add Devices to QRM+
v ‘ (5} —®
How to Add Select Device Type Deployment
Download QRMAgent

Install QRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download QRMAgent:

Download Windows QRMAgent

N Download and install Microsoft .Net Framework (For Windows 7, Windows XP and 8
Marosott: ( Download

NET Windows Server 2003)

Download Linux QRMAgent

Ubuntu
QRMAgent must be installed before the device can be added CentOS
View step-by-step instructions

Debian

Previous | | Next

S E% 4-3-1 : After the QRMAgent installation package has been downloaded, copy it to the Linux
device to be managed.

Add Devices to QRM+

‘ ‘ o — &

How to Add Select Device Type Deployment

Download QRMAgent

Install QRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step

Download QRMAgent:

Download Windows QRMAgent Download v )

n Download and install Microsoft .Net Framework (For Windows 7, Windows XP and
Moot Download
Windows Server 2003)

.NET

Download Linux QRMAgent

QRMAgent must be installed before the device can be added.
View step-by-step instructions

Previous

B QRMAgent _Linux...zip » Show all X

21
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5 E% 4-3-2 @ In the Linux shell, unzip the QRMAgent installation package.

@ @ & ubuntu@ubuntul4: ~

ubuntu@ubuntul4:~$
ubuntu@ubuntu14:~$
ubuntu@ubuntu14:~$
ubuntu@ubuntul4:~$ unzip QRMAgent_Linux_1504145467412.zip |

Use the following command to run the QRMAgent installation program:
“sudo bash InstallUbuntuQRMAgent.sh <Client IP Address>"

M — X

ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

ubuntu@ubuntul4:~/QRMAgent_Linux_1installer$
ubuntu@ubuntul4:~/QRMAgent_Linux_1installer$

ubuntu@ubuntul4:~/QRMAgent_Linux_1installer$
ubuntu@ubuntul4:~/QRMAgent_Linux_1installer$
ubuntu@ubuntu14:~/QRMAgent_Linux_installer$ sudo bash InstallUbuntuQRMAgent.sh 192.168.100.95 [j

% 4-3-3 : Enter the QRM+ Username and Password.

€ & & ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

ubuntu@ubuntuil4:~/QRMAgent_Linux_1installer$
ubuntu@ubuntu14:~/QRMAgent_Linux_1installer$
ubuntu@ubuntui14:~/QRMAgent_Linux_1installer$
ubuntu@ubuntuil4:~/QRMAgent_Linux_1installer$ sudo bash InstallubuntuQRMAgent.sh 192.168.100.95

Please enter your QRM+'s usename and password to continue.
Please enter your QRM+'s usename:

test

Please enter your QRM+'s password:

test

- EF 4-3-4 : Confirm your sign in with 2-step Verification (if enabled).

@ © @ ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

--2017-09-11 17:14:45-- http://192.168.100.1:8080/qrmplusapi/api/vi/account/login
Connecting to 192.168.100.1:8080...connected.

HTTP rgquest sent, awaiting response... 200 OK

Length: 105 [application/json]

Saving to: ‘response.json’

2017-09-11 17:14:45 (14.9 MB/s) - ‘response.json’ saved [105/105]

The first level of authentication is successfully completed. Please enter the security code to proce
ed.

1) Security Code

2) Lost phone

2 |

Please enter security code.
Security code:
123456
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7 E% 4-3-5 : The installation process will be displayed.

@ @ & ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

--2017-09-11 17:16:04-- http://192.168.100.1:8080/qrmplusapi/api/v1/account/login
Connecting to 192.168.100.1:8080...connected.

HTTP request sent, awaiting response... 200 OK

Length: 936 [application/json]

Saving to: ‘sec_answer_response.json’

2017-09-11 17:16:04 (133 MB/s) - ‘sec_answer_response.json’ saved [936/936]

Python 2.7.6
* INFO: PYTHON_PATH: Jusr/bin/python
* INFO: PYTHON_VERSION: 270

INFO: System Information:

INFO: CPU: Genuinelntel
INFO: CPU Arch: x86_64

INFO: 0S Name: Linux

INFO: 0S Version: 3.13.0-32-generic
INFO: Distribution: Ubuntu 14.04

B2 4-3-6 : You will see the device status in the list.

& 192.168.0.0/24 (1)

B AlL2)

I QRMAgent-Windows (0)
[m QRMAgent-Linux (1)

lm Windows Devices (0)
[ Linux Devices (1)

I Others (0)

Page 1 of1 1-20f2

Dashboard Device Discov.. X | Application Se.. X | All Devices X | Network Topol.. ¥ | QRMAgentRe.. X  User Manage..
Device Management / All Devices Q Action
@ My Network Hostname IP Address Device Tag Managed by Brand Operating Syst...

B &= Dynamic Groups 192.168.0.100  192.168.0.100 [& & IPMI El Technology .. PMI Manageme..

B 1PMI (1) Ubuntu1404 192.168.0.105 # QRMAgent Bochs Ubuntu

Notification S.. X

c @

Role Status
Device  [EE Monitored

Device [ Monitored
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1.5 Add device to QRM+ during the scan

Step 1: During the scanning process, select the device to be added as labeled 1 and click the
button "Add device to QRM+" as labeled 2.

Dashboard Device Discov.. X o
. Dashboard Device Discovery Q, Al devices @
LA 1PMIKVM - Hostname IP Address Role 0s Status Progress
Q:). Device Discovery 192.168.0.1 192.168.0.1 Scanning
19 i
t41 Device Management 192.168.0.100 192.168.0.100 Scanning..
All Devices . .
Scanning (10%) 192.168.0.101 192.168.0.101 Scanning
-
Network Topology

192.168.0.102 192.168.0.102 Scanning...
@ Alerts Configuration

Logs
{@} Settings

No need to wait for scan complete. Just
click to add.

Page 1 of1 1-40f4

Step 2: Refer to "Add device to QRM+ Step 3"

1.6 Scan History

QRM+ maintains a scan history. Users can view the last 5 scans in the history pane of the left
column and select the device to install in QRM+ from the list of discovered devices. Just follow the
"Add device to QRM+" tutorial step by step.
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2. Main Dashboard

The Main Dashboard is the main page of QRM+. In the Main Dashboard, you can add multiple
widgets to monitor the health of your device or server. This page allows users to add, remove,
reorganize, choose layout, export as PDF, email current view and update widgets.

Note: Devices need to be added to QRM+ before they can be monitored using gadgets in the
dashboard

2.1 Add Widget

Watch the video
Users can add gadgets to the dashboard to continuously monitor the health of the device or server.

The following information can be monitored:

CPU Usage

Memory Usage

Disk Usage

Network Usage

Health Status

IPMI system information and more

1.
2.
3.
4.
5.
6.

Users can customize their own Master Dashboard to monitor multiple devices at the same time.

Setup steps:
Step 1: Go to the Dashboard page and click the "Add Widget" button

Dashboard All Devices X
Dashboard Dashboard 2 columns c @r &3 @
A 1PMIKVM v . ) Add Widget
@ Server Health Overview @ Device State Change Log @
Device Discover i I
h Y Hostname IP Address State State Cha...
441 Device Management v/ QRM-Win7SP1 192.168.0.105 Tl o06/14/20170
@ e e o i X @®on 192.168.0.100 1921680100 & (O 06/14/20170
@ off 192.168.0.102 192.168.0.102 = B 061420170
Logs v = y
B ot feachable Ubuntu1404 192.168.0.104 B osn14/20170
{C}} Settings v
i o o s s
[z Memory Utilization (Top 10) @ Co,) Disk Utilization (Top 10) @
Hostname IP Address % Utilization Hostname IP Address % Utilization
Ubuntu1404 192.168.0.104 57% | | QRM-Win7SP1 192.168.0.105 8.03%
QRM-Win7SP1 192.168.0.105 23.8% | | Ubuntu1404 192.168.0.104 18%

Step 2: Select the type of data you want to monitor:

Step 2-1: Select the data type you want to monitor in the left column. There are six types: CPU
usage, memory usage, disk usage, network usage, health status and IPMI system information.
Step 2-2: Select the method of data presentation that matches your needs

Step 2-3: Click "Next"
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https://youtu.be/NbTobTYn1ps?t=8s

Add new widget to dashboard

o ID_DASHBOARD_METRIC_TYPE

{ﬁ:} CPU o = cPU Utilization (Top 10)

This widget displays Top 10 devices by their respective Average CPU Utilization, in Grid/Table
format. This widget will help you to know which of your servers are having maximum CPU

Memol 8
o Utilization. The grid will refresh every 60 seconds

Disk

W~ CPU Utilization (24H)

Network . . .
This widget displays the Average CPU Utilization values from last 24 hours for a single device being

managed, in an Area Chart format. This Area Chart will keep updating every 5 mins so that always

user can see the values from last 24 hours till the current moment
General

IPMI
k2 CPU Utilization (Live) e

This widget displays the Live Average CPU Utilization for a single device being managed, in an Area
Chart format. This Area Chart will keep updating with Live Data Polling frequency, set by the QRM+
admin.

Step 3: After selecting the device you want to monitor, click "Next"

Add new widget to dashboard

0 ID_DASHBOARD_METRIC_TYPE e CPU Utilization (Live)

{"g‘} cPU Hostname IP Address Device Tag Managed by Operating System

QRM-WIn7SP1 192.168.0.105 TP 2F QRMAgent Microsoft Windows...
Memory

Ubuntu1404 192.168.0.104 o TP 3F QRMAgent Ubuntu

L) 3

@ Disk

=]

980 Network

irﬂ General

1PMI

===

Previous ’I‘ Next ﬂ




Step 4: After selecting the type of chart, click the "Add Widget" button to complete the operation

Add new widget to dashboard o

e Ubuntu1404

0 ID_DASHBOARD_METRIC_TYPE

e CPU Utilization (Live)

General

)
IPMI
-

Widget Type

Area Chart o

Network

I Previous

Add Widget

Step 5: When the setup is complete, the widget will be added to the last position in the Dashboard
X % admin v

& CRML

'>) Dashboard All Devices x
Dashboard 2ems - @ C WM A B @
Hostname IP Address % Utilization IP Add Shutdown Time
Ubuntu1404 192.168.0.104 2%
QRM-Win7SP1 192.168.0.105 0%
No data could be shown
ot s oo .
{é} CPU Utilization (Top 10) & ‘ e CPU Utilization (Live) D&
Hostname IP Address % Utilization Ubuntu1404
[ 100
‘ Ubuntu1404 192.168.0.104 2%
c 80
QRM-Win7SP1 192.168.0.105 0% -2
@ 60
N
'5 40
s 20
o o
17:44:20 17:44:30 Time: 17:44:30 17:44
Time Value: 1.9
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2.2 Delete all widgets in the Dashboard

Watch the video
Setup steps:
Go to the Dashboard page and click the "Delete All Widgets" button

CRML

'>) Dashboard All Devices x
Dashboard 2coms + @ C m h=2 ®
4 % Delete all widgets & |
‘ @ Server Health Overview @ Device State Change Log 3
H; IP Add State State Change Time
QRM-Win78P1 192.168.0.105 [ v | 05/11/2017 03:53:10 PM
®on 192.168.0.106 1921660106 o [ 05/04/2017 03:07:37 PM
® o Ubuntu1404 102.168.0.108 [ v | 05/02/2017 05:18:49 PM
Not reachable || | ybunty 102.168.0.101 | v | 04/24/2017 02:58:30 PM
=7 e A
‘ [z55" Memory Utilization (Top 10) @ @ Disk Utilization (Top 10) @
Hostname IP Address % Utilization Hostname IP Address % Utilization
QRM-Win7SP1 192.168.0.105 742% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 389% | | QRM-Win7SP1 192.168.0.105 8%
ubunty 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 19%

2.3 Refresh all widgets in the Dashboard

Setup steps:
Go to the Dashboard page and click the Refresh Widgets button

> Dashboard All Devices x

Dashboard 2 columns ¥ @ E m [B &3 @

Refresh

‘ @ Server Health Overview @ Device State Change Log @
H IP Add State State Change Time

QRMAWin7SP1 102.168.0.105 [ v | 05/11/2017 03:53:10 PM

®on 192.168.0.106 1921680106 ﬂ 05/04/2017 03:07:37 PM

@ off Ubuntu1404 192.168.0.108 n 05/02/2017 05:18:49 PM

Not reachable ubuntu 192.168.0.101 n 04/24/2017 02:58:30 PM

‘ @T Memory Utilization (Top 10) @ @' Disk Utilization (Top 10) &
Hostname IP Address % Utilization Hostname IP Address % Utilization

QRM-Win7SP1 192.168.0.105 742% | | ubuntu 192.168.0.101 223%

Ubuntu1404 192.168.0.108 389% | | QRM-Win7sP1 192.168.0.105 8%

ubuntu 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 19%
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https://youtu.be/NbTobTYn1ps?t=1m30s

2.4 Select the layout mode

Watch the video
User can adjust the layout of the Main Dashboard according to their requirements. QRM+ Main
Dashboard provides:

® 1 column display
® 2 columns display
® 3 columns display

After selecting one of the three layout modes, all widgets will be adjusted accordingly.
Setup steps:
Step 1: Go to the Dashboard page and click the Layout Mode button

[>) Dashboard All Devices X
L ®cum Rz o
Select Layout

‘ @ Server Health Overview @ Device State Change Log @

Hostname IP Address State State Change Time
QRMAWin7SP1 192.168.0.105 [ v | 05/11/2017 03:53:10 PM
eon 192.168.0.106 1921660106 o [N 05/04/2017 03:07:37 PM
@ off Ubuntu1404 192.168.0.108 n 05/02/2017 05:18:49 PM
Notreachable || | ubuntu 192.168.0.101 | v | 04/24/2017 02:58:30 PM

ot s ay =

[z55" Memory Utilization (Top 10) & @ Disk Utilization (Top 10) o

Hostname IP Address % Utilization Hostname IP Address % Utilization
QRM-Win7SP1 192.168.0.105 74.2% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 38.9% | | QRM-Win7SP1 192.168.0.105 8%
ubuntu 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 1.9%
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https://youtu.be/NbTobTYn1ps?t=1m52s

Step 2: Select "1 column", "2 columns" or "3 columns"

> Dashboard All Devices X | Device Discove.. X | Network Topol... X
Dashboard 2 columns ¥ + (& m B 28 @
‘ @ Server Health Overview @ Device State Change L 1 column @
v 2columns

Hostname IP Addrg 3 columns ate State Change Time
QRMAWin7SP1 1021680705 Ll 05/11/2017 03:53:10 PM
®on 192.168.0.106 1921680106 n 05/04/2017 03:07:37 PM
® o Ubuntu1404 102.168.0.108 [ v | 05/02/2017 05:18:49 PM
Not reachable || | ubuntu 192.168.0.101 [ ue | 04/24/2017 02:58:30 PM
‘ @]‘ Memory Utilization (Top 10) @ @' Disk Utilization (Top 10) &

Hostname IP Address % Utilization Hostname IP Address % Utilization
QRM-Win7SP1 192.168.0.105 63.7% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 39.7% | | QRM-Win7SP1 192.168.0.105 8%
ubunty 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 19%

2.5 Export as PDF file

Watch the video
You can export view from the current dashboard as PDF files and download them to your local
computer.

Setup steps:

Step 1: Go to the Dashboard page and click the Export as PDF File button

'>) Dashboard All Devices X
Dashboard 2cnms ~ @ C T . 2 ®
- & ‘ Export as PDF
@ Server Health Overview Device State Change Log -
H IP Add State State Change Time
QRM-Win7SP1 192.168.0.105 | v | 05/11/2017 03:53:10 PM
®on 192.168.0.106 1921680106 o [ 05/04/2017 03:07:37 PM
® o Ubuntu1404 102.168.0.108 3 05/02/2017 05:18:49 PM
Not reachable || | ybunty 192.168.0.101 [ v | 04/24/2017 02:58:30 PM
=7 S A
‘ [z Memory Utilization (Top 10) @ @ Disk Utilization (Top 10) @
Hostname IP Address % Utilization H; IP Add % Utilization
QRM-Win7SP1 192.168.0.105 736% | | ubuntu 192.168.0.101 23%
Ubuntu1404 192.168.0.108 389% | | QRM-Win7sP1 192.168.0.105 8%
ubuntu 102.168.0.101 10% | | Ubuntu1a04 192.168.0.108 19%
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https://youtu.be/NbTobTYn1ps?t=2m24s

Step 2: Showing "Generating View as PDF"

Dashboard All Devices X
Dashboard 2 columns ¥ @ (& m‘ Ia 28 @
@ Server Health Overview @ Device State Change Log @
H IP Add State State Change Time ‘
QRMAWin7SP1 192.168.0.105 K3 05/11/2017 03:53:10 PM
®on 192.168.0.106 1921680106 o [ 05/04/2017 03:07:37 PM
® o Ubuntu1404 192.168.0.108 [ v | 05/02/2017 05:18:49 PM
Not reachable bu 192.168.0.101 [ ue | 04/24/2017 02:58:30 PM

E,ﬁj Memory Utilization (Top 10) @ @' Disk Utilization (Top 10) &
Hostname IP Address % Uil ; IP Add % Utilization

\ QRM-Win7SP1 192.168.0.105 73.4% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 30.1% | | QRM-Win7SP1 192.168.0.105 8%
ubuntu 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 1.9%

All Devices x

Dashboard

Dashboard

Step 3: Download the view to the local computer

2columns ¥ @ c m @ % @

@ Server Health Overview

Device State Change Log

&

®on

@ off

Not reachable

IP Add!

QRM-Win7SP1
192.168.0.106
Ubuntu1404

ubuntu

192.168.0.105

192.168.0.106

192.168.0.108

192.168.0.101

5]

State

State Change Time ‘
05/11/2017 03:53:10 PM
05/04/2017 03:07:37 PM
05/02/2017 05:18:49 PM

04/24/2017 02:58:30 PM

@T Memory Utilization (Top 10) & @‘ Disk Utilization (Top 10) &
Hostname IP Address % Utili H; IP Add % Utilization
‘ QRM-Win7SP1 192.168.0.105 73.4% ubuntu 192.168.0.101 223% ‘
‘ Ubuntu1404 192.168.0.108 39.1% QRM-Win7SP1 192.168.0.105 8% ‘
‘ ubuntu 192.168.0.101 10% Ubuntu1404 192.168.0.108 19%
| | &
Showall | X
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2.6 Email current view

Watch the video

You can export the view from your current dashboard as PDF files and email them to a custom
Email address.(Note: This function requires SMTP-related settings to be set up in the "Settings'
page)

Setup steps:

Step 1: Go to the Dashboard page and click the "Email current view" button

> Dashboard All Devices x
Dashboard 2 columns ¥ @ (& '[@' @ E @
Export and email as
@ Server Health Overview @ ||ED| Device State Change Log PDF document
H IP Add State State Change Time ‘
QRM-Win7SP1 192.168.0.105 “ 05/11/2017 03:53:10 PM
@on 192.168.0.106 1921680106 n 05/04/2017 03:07:37 PM
@ off Ubuntu1404 192.168.0.108 [ up | 05/02/2017 05:18:49 PM
Not reachable ubuntu 192.168.0.101 [ v | 04/24/2017 02:58:30 PM
@T Memory Utilization (Top 10) o @' Disk Utilization (Top 10) &
Hostname IP Address % Utilizati H IP Add % Utilization ‘
QRM-Win7SP1 192.168.0.105 73.4% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 39.1% | | QRM-Win7SP1 192.168.0.105 8%
ubunty 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 1.9%

Step 2: After entering the mail address, click the "Send" button

X

Email

Enter the email address of the person to send the report to. The
report will be converted to a PDF document and attached to the
email.

o Email Address: ‘ admin@gmail.com I

el Send l ‘ Cancel |
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Step 3: When "Sending email..." message appears, the mail is being sent in the background

D CRM

> Dashboard All Devices X
Dashboard 2ems - @ C W B =2 @

@ Server Health Overview e Device State Change Log &

Hostname IP Address State State Change Time
QRM-Win7SP1 102.168.0.105 [ v | 05/11/2017 03:53:10 PM
®on 192.168.0.106 1921680106 [ v | 05/04/2017 03:07:37 PM
® off Ubuntu1404 192.168.0.108 [ up | 05/02/2017 05:18:49 PM
Not reachable | 192.168.0.101 | v | 04/24/2017 02:58:30 PM

@ Sending email
4 - A

[57" Memory Utilization (Top 10) o ‘ G,) Disk Utilization (Top 10) &

Hostname IP Address % Utilization Hostname IP Address % Utilization
QRM-Win7SP1 192.168.0.105 734% | | ubuntu 192.168.0.101 223%
Ubuntu1404 192.168.0.108 39.7% | | QRM-Win7sP1 192.168.0.105 8%
ubunty 192.168.0.101 10% | | Ubuntu1404 192.168.0.108 1.9%

2.7 QRM+ provides both real-time and historical data
presentation
1. Real-time Data Widget: Updates your data every 10 seconds after you have added the
widget.

2. 24 Hours Data Widget: displays historical data trends of the last 24 hours at any time,
updated once every 60 seconds.

Note: All widgets can be dragged and moved within the Main Dashboard.
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3.Device Management
3.1 Device List

The Device Management page provides a list of all the devices currently managed by QRM+, along

with their brief information and associated status. Users can quickly find the device and find out
their current status using the Device Management page.

Dashboard Device Discovery X | All Devices X Logs X  NetworkTopol. X | KVM Dashboard X | KVM Manager X = KVMPlajback X | 172173117 X | 172173120 X | 106420262 X | Alerts Configur. X B
@ Dashboard Device Management / All Devices Acwon -~ @ (&)
L3 1PMikvM 1P Address Device Tag Managed by Brand Wodel Operating System Role Staws
) Device Discovery 1721730169 ’ Unknown Unknown Unknown
411 Device Management 172173120 P 1 Techology Corp Unknown Unknown Dewce
Gy Alerts Configuration @
B toss 17217310 Pl €1 Techn now u o E2 Monitored
& Setiings =
17217.30.130 12121 Pl P Unknown Unknown Devce [ Monitored
@
1041411 P Supemicro Unknown Linux Dewce  EZ3 Monitored
1]
172173168 QRMAgent tel64 Family 6 Model 4. Microsoft Windows 10 ... D £ Monitored
17217 Pl nown r

172173119 P I Technoiogy Corp. Unknown Unknown Device [ Monttored

2

17217.30.146 known  Unknown Dew
17217201 " Dew
10642024 7 K Unknox o D

172 Know K Wind Devic

Device Name:

Device Name not only differentiates the different devices, through different light colors, it also
shows its current connection status with QRM+.

Status :

Users will know whether the device is currently being monitored by QRM+ by looking at the Status
column. For a non-IPMI device, additional QRMAgent must be installed for it to be monitored via

QRM+.

Add Device:

Users can add devices to QRM+ management via the Add Device feature
Add Device steps

Step 1: Click the "Add Device" button

Step 2: Choose how you want to add the device

1. Quickly add the specified device
2. Search the network to help you find the install method
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<5 Add Devices to QRM+

1] ’ 3

Step 1 Step 2 Step 3

Add devices to QRM+

Step 4

How would you like to add a device?
« You know exactly which device you wantto manage

Scan your network and then select

o 2 3

]

4

Step 1 Step 2 Step 3

Add devices to QRM+

Step 4

How would you like to add a device?

+ You know exactly which device you wantto mnnagn]

Scan your network and then select

Step 3-1-1: Select "Windows Device", and click the "Next" button

% Add Devices to QRM+ o

v 0 3

Step 1 Step 2 Step 3

Add devices to QRM+

4

Step 4

Device type

LinuxDevices

M

« Rrevious

Step 3-1: Select "Quickly add the specified device" and click the "Next" button

<5 Add Devices to QRM+ &
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Step 3-1-2: Click the "Download Windows QRMAgent" button to download the installation
package

Add Devices to QRM+ o

‘ ‘ o — &

How to Add Select Device Type Deployment

Download QRMAgent

Install QRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download QRMAgent

. Download Windows QRMAgent (__ Download v )

32-bit

N Download and install Microsoft .Net Framework (For Windows 7, Windows XP and 64-bit

NET Windows Server 2003)

. Download Linux QRMAgent ( Download Vv |

QRMAgent must be installed before the device can be added.

View step-by-step instructions

| Previous l ‘ Next ‘

Step 3-1-3: Copy the installation package to the device you want to manage. After decompressing

and running the installation program, you can check the installation status in the device list

Refer to " Steps to add the device to QRM+" to know installation instructions.

(<] Dashboard All Devices X | KVM Manager X | IPMI Events Log %
Dashboard Device Management / All Devices Q  atonr @ c ®
[2A iPMIKVM @ My Network Hostname IP Address Device Tag Managed.. = Brand Operatin.. | Role Status
& 192.168.0.0/24 (3)
‘Zl Device Discovery & &= Dynamic Groups ® 10110168 10.1.10.168 HQ 2F 4 Unknown Linux Device [ Not Monitored
i B AlL ()
441 Device Management B PMI(2) QRM-Win7SP1  192.168.0.105 # QRMAgent  Bochs Microsoft . Device  EZ Monitored
S X ) B QRMAgent-Windows (1)
() Alerts Configuration B QRMAgentLinux (1) ) Ubuntu1404  192.168.0.104 # QRMAgent  Bochs Ubuntu Device [ Monitored
foos B Windows Devices (1)
B Linux Devices (3) ® 10216801 192.168.0.100 @ £ PMI IE Techno.. IPMIMan.. Device  EZ3 Monitored
{§} Settings [ Others (0)
) 1021680102  192.1680.102 @ 123 Z Pm IEl Techno..  IPMIMan.. Device [ Monitored
® 1010101 10.10.10.1 CN6F Vd Unknown  Linux Device [ Not Monitored
Page 1 of1 1-60f6
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Step 3-2-1: Select "Linux Device", and click the "Next" button

. . o — &

How to Add Select Device Type Deployment

Download QRMAgent

Install QRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download QRMAgent:

Download Windows QRMAgent ( Download v |

N Download and install Microsoft .Net Framework (For Windows 7, Windows XP and
Mot \ Download
NE Windows Server 2003) e
Download Linux QRMAgent (__ Download v )
Ubuntu
QRMAgent must be installed before the device can be added. Cent0s
View step-by-step instructions
Debian

Previous ‘ ‘ Next

Step 3-2-2: You can view the progress of installation or press the "Finish" button to go to the
device list page. Subsequent results of installation status will also be displayed in the device list
screen.

Refer to " Steps to add the device to QRM+" to know installation instructions.

@  Dashboard All Devices X | KVMManager X | IPMIEvents Log X
Dashboard Device Management / All Devices Q  atn- @ c ®
LA 1PMIKvM Hostname IP Address Device Tag Managed.. | Brand Operatin Role Status
‘u Device Discovery B & Dynamic Groups ® 10110168 10.1.10.168 HQ2F rd Unknown Linux Device [ Not Monitored
7 B ANl 6)
411 Device Management B PMI(2) ORM-Win7SP1  192.168.0.105 # QRMAgent  Bochs Microsoft Device  EZ3 Monitored
N ) B QRMAgent-Windows (1)
'Y Alerts Configuration
o 9 B QRMAgent-Linux (1) Ubuntu1404 192.168.0.104 # QRMAgent  Bochs Ubuntu Device B Monitored
oa Bm Windows Devices (1)
B Linux Devices (3) 1921680100 192.168.0.100 @ &£ 1Pmi IEI Techno, IPMI Man Device B Monitored
8% Settings B Others (0)
192168.0.102 192.168.0.102 & 123 £ M IEI Techno IPMI Man. Device B Monitored
® 1010101 10.10.10.1 CN 6F rd Unknown Linux Device &= Not Monitored
age 1 1 1-6

Step 3-3-1: Select "IPMI Device", and click the "Next" button
Step 3-3-2: Enter information about the target device

Enter the target device IP address

Enter the account number

Enter the password

After confirming the password, press the "Next" button

b S



Add Devices to QRM+

s v

Step 1 Step 2 Step 3 Step 4

Add a single device using an IP address

Please input the device information of :
IP Address:

UserlD:

Password:

Confirm Password:

View step-by-step instructions

« Frevious

Step 3-3-3: You can view the progress of installation or press the "Finish" button to go to the
device list page. Subsequent results of installation status will also be displayed in the device list
screen.

Refer to " Steps to add the device to QRM+" to know installation instructions.

(<] Dashboard All Devices x KVM Manager X IPMI Events Log %
Dashboard Device Management / All Devices Q action @ cC ®
A PMmikvM @ My Network Hostname IP Address Device Tag Managed.. | Brand Operatin.. | Role Status
%, 192.168.0.0/24 (3)
‘Zl Device Discovery & &= Dynamic Groups ®101.10168 10.1.10.168 HQ 2F Unknown Linux Device  [EM Not Monitored
; B All(6)
441 Device Management B 1PMI(2) ORM-Win7SP1  192.168.0.105 # QRMAgent  Bochs Microsoft .. Device  EZ Monitored
g . B QRMAgent-Windows (1)
(Y Alerts Configuration
(0} Config B QRMAgent-Linux (1) Ubuntu1404 192.168.0.104 # QRMAgent  Bochs Ubuntu Device  EZ Monitored
tags B Windows Devices (1)
B Linux Devices (3) 192.168.0.1 192.168.0.100 & $IPMI IEI Techno. IPMI Man. Device [ Monitored
6% Settings B Others (0)
192.1680.102 192.168.0.102 @ 123 # Pml IEI Techno 1PMI Man. Device B3 Monitored
® 1010101 10.10.10.1 CN 6F g Unknown Linux Device (&M Not Monitored
Page 1  of1 1-60f6

Remove Device:

Users can use the Remove Device function to remove devices from the list of QRM+ managed
devices, and remove the related data as well.

Reinstall:

If a user's device fails during installation due to an unexpected error, such as a sudden network
interruption, the user can click the "Reinstall" button to quickly reinstall it.

Modify remote management account:
If a user's device fails to install due to a wrong password, the user can click the "Modify Remote
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Management Account" to quickly re-set the account password.

Power Control:

You can power control the remote unit, such as performing power-on, power-off, restart, and
power cycling (only applicable to IPMI devices).

Note

If all devices show turned off, the default gateway may have changed. Confirm the network

settings on the NAS.
S CRM?

Device Management / All Devices

@& My Network Hostname
& 192.168.0.0/24 (4)
B &= Dynamic Groups ® 101.10.168
B All (6)
B IPMI (2) ® QRM-Win7SP1

B QRMAgent-Windows (1)

B QRMAgent-Linux (1) ® Ubuntu1404

[ Windows Devices (1)
B Linux Devices (3) ® 192.168.0.100

Bm Others (0)
® 192.168.0.102

® 10.10.101

Page 1

Step 1: Log in to QTS and open "Network & Virtual Switch".

© Dashboard All Devices X | User Managem.. X

IP Address

10.1.10.168

192.168.0.105

192.168.0.104

192.168.0.100

192.168.0.102

10.10.10.1

of 1

&

Device Discove.. X

Device Tag

HQ 2F

TP2F

TP3F

CN 6F

1-60f6

Hostname, IP address

QRMA.

QRMA.

IPMI

IPMI

Step 2: Check the network ports that can reach the Internet.

Step 3: Manually select the network port that can reach the Internet.

Device tag

Brand

Unkn

Bochs

Bochs

IEI Te...

IEI Te.

Unkn

Action ¥
Model | Oper...
Unkn Linux
Intel( Micro
Intel( Ubunt
Unkn IPMI
Unkn IPMI
Unkn Linux

Role

Device

Device

Device

Device

Device

Device

@ admin v
cC @
Status

[ Not Monitored

E3 Monitored

E3 Monitored

B3 Monitored

E& Monitored

&= Not Monitored

The default gateway has changed, please

confirm the network settings on the NAS.
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3.2 Network Topology

QRM+ provides visual network topology to quickly present the managed device's network
structure, automatically groups devices based on device information, and changes status icons
according to the current real-time status.

€@  Dashboard All Devices X | Device Discove.. X | Network Topol... X
Dashboard Device Management / Network Topology ¥ Hostname ! IP Address ¥ Ping Status 7 1, De Q C' % @
2 1PMiKkvM @ My Network
& 192.168.0.0/24 (4)
'Q Device Discovery B & Dynamic Groups

B IPMI (1)

411 Device Management B QRMAgent-Windows (1)

B QRMAgent-Linux (2)

All Devices
Bm Windows Devices (1) e
S b
Network Topology It Liomox Devices (7) irl
B Others (0) 192 16%0 108
Ubuntli1404
[ Alerts Configuration |
| —
g — e §.2
6% Settings ‘ 192.168.0.101
192.168.0.106 | ubuntu
|
e
i g
192.168.0.105
QRM-Win7SP1
1. My network shows different subnet groups
2. Dynamic Groups will automatically sub-group according to subnet, operating system and
other information
3. Device Name
4. IP address of the device
5. Current status of the managed device (Power On, Power Down, or network outage)
6. Device Discovery
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4.Single Device Management

QRM+ currently supports two types of device management:

Type 1: QRMAgent management

Type 2: IPMI protocol management

Monitoring and management functions of QRMAgent single device page is described below

4.1 QRMAgent Single Device Dashboard

QRMAgent Single Device Dashboard provides detailed information about a specific managed
device, including:

QRMAgent version

Device Information

Operating system information
Network information

PwnNpE

0 Dashboard 192.168.0.105 X

Device Management (192.168.0.105) / Show Dashboard - Tools v 2 columns v @ & m @

Device Information Operating System Information

[ =
i .- anaged By gQRMAgen( v2016.11.3 r 0S Family Windows IPv4 Address IPv6 Address MAC

Device Summary e

Network Information

.- Hostname QRM-Win7SP1 0s: Microsoft Windows 7 23 k5
QRM-Win7SP1 OS Release 7 192.168.0.105 fe80::3cfc:5ebs 52:5{
Windows v6.1.7601
7
tanufacturer Bochs
Mode Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz

Host is powered on

32-bit
1023 MB
2

W CPU Utilization (Live) (OF e Memory Utilization (Live) 0@
100 100

c 80 c 80

o= =

T 60 © 60

N N

ER ER

8% 20 8% 20

In QRMAgent Single Device Dashboard, users can add or remove widgets, select layout modes,
and use the tools in the tool set to manage QRMAgent devices.

4.2 Add Widget

Watch the video

Users can add multiple widgets to customize QRMAgent Single Device Dashboard to monitor CPU
usage, memory usage, disk usage, network usage and more, there are also multiple chart types at
the user's disposition.

Setup steps:

Step 1: Go to QRMAgent Single Device Dashboard page and click the "Add Widget" button
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https://youtu.be/6x4KC0vnf2Q?t=10s

> Dashboard Device Discove.. X | 192.168.0.105 X

Device Management (192.168.0.105) / Show Dashboard v Tools v

2columns  ~ C m @

) 1 -
' aed & Managed By Barmagent v2016.11.3 0s Family: Windows 1Pv4 Address Add Widget | MAd
] - QRM-Win7SP1 0s: Microsoft Windows 7 S35 H%
L QRM-Win7SP1 0S Release 7 192.168.0.105 fe80::3cfc:5eb5:. 52:5
Kernel Windows v6.1.7601
7
Hostispoweredon Loz
Intel(R) Xeon(R) CPU E3-1246 v3 @
32-bit
1023 MB
2
»
M CPU Utilization (Live) 0 & e Memory Utilization (Live) 0 &
100 100
c 80 < 80
oL ]
T 60 T 60
) N
ER = 40
8% 20 8% 204
0 4 | 0 |
16:48:28 16:48; 16:48:28 16:48
Time Time

Step 2: Complete the settings of data type and data range to be monitored:
1. Select the type of data you want to monitor. There are four types: CPU usage,

disk usage, and network usage.
2. Select the data range (real-time data or last 24 hours of historical data)

3. Click "Next"

Add new widget to dashboard @

0 Metric type e Memory Utilization (Live)

ﬁ]&cpuo

Memory

Disk

=)
580 Network

[l

Memory Utilization (24H)

from last 24 hours for a single device being
will keep updating every 5 mins so that always user

Memory Utilization (Live) o

This widget displays the Live Memory Utilization for a single device being managed, in an Area Chart
format. This Area Chart will keep updating with Live Data Polling frequency, set by the QRM+ admin

Device Memory Information (Live)

This widget displays the detailed Memory information for a device being managed, in Text Format. This
Grid will keep updating with Live Data Polling frequency, set by the QRM+ admin

O -

Step 3: Complete the chart type setting
1. Select the type of chart
2. Click the "Add Widget" button to complete the operation

»

memory usage,
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’ Metric type o Memory Utilization (Live)
{@} cPU Widget Type
Area Chart o
Memory
Q) oisk
=]
580 Network

2

| Previous ‘ ‘ Add Widget ‘

Step 4: When the setup is complete, the widget will be added to the last position in the Dashboard

© Dashboard Device Discove.. X | 192.168.0.105 X
Device Management (192.168.0.105) / Show Dashboard - Tools v 2 columns v @ & @ @
Device Summary "
. Device Information Operating System Information Network Information
o Managed By. Barmagent v2016.11.3 0S Family: Windows IPv4 Address IPv6 Address MAC
Hostname: QRM-Win7SP1 0s Microsoft Windows 7 H3ik
Localhost QRM-Win7SP1 OS Release: 7 192.168.0.105 fe80::3cfc:5eb5:.. 52:5:
Device Tag Kernel Windows v6.1.7601
7
. Manufacturer Bochs
Host is powered on
CPU Model Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
CPU Architecture: 32-bit
Physical Memory: 1023 MB
Number of CPUs:! 2
4 »
lﬂ CPU Utilization (Live) oF e Memory Utilization (Live) oF
100- 100-
c 80 c 80
2 o
T 60 T 60
N N
3 2 3* 20
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4.3 Delete all widgets in the QRMAgent Single Device Dashboard

Watch the video
Setup steps:

Go to the QRMAgent Single Device Dashboard page and click the "Delete All Widgets" button

D CRM?

Dashboard Device Discove.. X

Device Management (192.168.0.105) / Show

192.168.0.105 X

Dashboard Tools v

£} admin v

2e0ums v] @ C ®

‘ Device Summary

Delete all widgets

Device Information

Operating System Information

Network Information

ol | Barmagent v2016.11.3 0s Family Windows |Pv4 Address |Pv6 Address MAC
5] . QRM-Win7SP1 Microsoft Windows 7 38Rk
QRM-Win7SP1 ease 7 192.168.0.105 fe80::3cfc:5eb5:. 52:5
4 Windows v6.1.7601
g
. Bochs
Host is powered on
o | Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
CP! 32-bit
1023 MB
2
»
CPU Utilization (Live] o0& Memory Utilization (Live OF
Y
100 100
c 80 c 80
K] °
T 60 T 60
N N
54 5
*® 20 ® 204 z

4.4 Refresh all widgets information in the Dashboard

Setup steps:

Go to the Single Device Dashboard page and click the "Refresh" button

0> Dashboard Device Discove.. X | 192.168.0.105 X
Device Management (192.168.0.105) / Show Dashboard Tools - 2 columns ©) mw ®
' i Refresh ]
‘ Device Summary efresh = .
Device Information Operating System Information Network Information
ard Barmagent v2016.11.3 Windows IPv4 Address IPv6 Address MA(
5] . QRM-Win7SP1 Microsoft Windows 7 3Rk
QRM-Win7SP1 7 192.168.0.105 fe80::3cfc:5eb5:. 52:5{
3 Windows v6.1.7601
Z
s ire Bochs
Host is powered on
CPU Model Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
(o 32-bit
1023 MB
2
»
‘ ua CPU Utilization (Live) 0 & ‘ e, Memory Utilization (Live) 0 &
I
100- 100
c 80 c 80
i) k=]
© 60 T 60
N N
ERU ERU
® 20 & 99 <
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https://youtu.be/6x4KC0vnf2Q?t=1m18s

4.5 Select the layout mode

Watch the video

Users can customize the layout of QRMAgent Single Device Dashboard, and the widgets will re-
arrange themselves accordingly.

® 1 column display
® 2 columns display
® 3 columns display

Setup steps:
Step 1: Go to QRMAgent Sin

gle Device Dashboard page and Click the "Select Layout" button

[5) Dashboard Device Discove.. X | 192.1

Device Management (192.168.0.105) / Show

68.0.105 X

Dashboard Tools

[==Jecuo

Host is powered on
]

3.50GHz

i Select Layout ]
Device Summary 23
- Device Information Operating System Information Network Information
- & == >
ol | BarMAgent v2016.11.3 0s Family Windows IPv4 Address 1Pv6 Address MA(
=] . QRM-Win7SP1 0s: Microsoft Windows 7 B3R
QRM-Win7SP1 OS Release: 7 192.168.0.105 fe80::3cfc:5eb5:. 52:5
Windows v6.1.7601
7
A er Bochs

Intel(R) Xeon(R) CPU E3-1246 v3 @

lﬁ CPU Utilization (Live)

=)
S

8 3 8

% Utilization

n
S

Step 2: Select "1 column", "

32-bit
1023 MB
2
»
D& M Memory Utilization (Live) 0@
100
c 80
o
T 60
N
= 40
3% 20 4 b

2 columns" or "3 columns"

Dashboard 192.168.0.105 X
©

‘ [& CPU Utilization (Live)

Device Management (192.168.0.105) / Show Dashboard v Tools v 2 columns v
Device Summary Ticolumiy A
v 2columns
3 columns
= Device Information Operating System Information jation
aml Barmagent v2016.11.3 0S Family: Windows iPudAddiese 1Pv6 Address MAd
2 . QRM-Win7SP1 Microsoft Windows 7 SZ/R
QRM-Win7SP1 7 192.168.0.105 fe80::3cfc:5ebs: 52:5/
A Windows v6.1.7601
I
g e Bochs
Host is powered on
CPU Model Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
C 32-bit
1023 MB
2
ol
0@

o ‘ [! Memory Utilization (Live)

g

@
S

5 8

% Utilization

N
S

g

®
S

% Utilization
8 8

} I

n
S
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https://youtu.be/6x4KC0vnf2Q?t=1m36s

4.6 Tools - Browse Device

Watch the video

The IP address of this device is used as URL to open a new browser tab. If the device is currently
Power Down or is not a web server, it will not be able to connect and a connection error message
will be displayed.

Setup steps:

Step 1: Go to QRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Browse Device"

o Dashboard 192.168.0.105 X o
Device Management (192.168.0.105) / Show Dashboard . Tools - 2 columns - ® C W ®
[ Device Summary Browse beviee e "
Ping
Traceroute ;
Device Information Operating System Inf Network Information

Remote Desktop »

¥ ==
al Barmagent v2016.11.3 LG ot IPv4 Address IPv6 Address MAC
> W »
EI=] QRM-Win7SP1 0 KRR
QRM-Win7SP1 ADE;Settings 192.168.0.105 fe80::3cfc:5ebs..  52:5)
P WIUUWS VI T ToUT
. Bochs
Host is powered on
Intel(R) Xeon(R) CPU E3-1246 v3 @
32-bit
1023 MB
2
»
‘ M CPU Utilization (Live) 0@ M  Memory Utilization (Live) 0 &
100 100
c 80 < 80
R (=
T 60 T 60
L N
=] = a0
o =
8% 20 & 50 ] <

This site can’t be reached

192.168.0.105 took too long to respond.

Try:
® Checking the connection
e Checking the proxy and the firewall

ERR_CONNECTION_TIMED_OUT


https://youtu.be/6x4KC0vnf2Q?t=2m12s

4.7 Tools - ping

Watch the video
QRM+ provides Ping monitoring function to test whether a packet can reach a specific device
through IP protocol and to view the connection status of QRM+ with the device

Setup steps:

Step 1: Go to QRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Ping"

@ CGRM:

© Dashboard 192.168.0.105 X | All Devices x o
Device Management (192.168.0.105) / Show Dashboard  ~ Tools - 2umns ~ @ C W @
Device Summary Browse Device A
Ping
Traceroute :
_ Device Information Operating System Inf Network Information
f @ Remote Desktop  » ——
ol Garmagent v2016.11.3 ey s IPva Address | IPv6 Address | MAC
1= QRM-Win7sP1 C i KR
QRM-Win7sP1 ROR;Setings 102.168.0.105 feg0:3cfc:5ebs...  52:5|
f Kernel: WIUUWS VO.1.7T0UT
. Bochs
Host is powered on
Intel(R) Xeon(R) CPU E3-1246 v3 @
32-bit
1023 MB
2
»
e CPU Utilization (Live) (oR ) ‘ ‘ M Memory Utilization (Live) o)
100 100
c 80 c 80
o oS
T 60 T 60
= N
S Lo
® 59 20 as

Step 3: A window pops up and displays the Ping command execution result

Ping Device .

Ping Results

icmp_seq=0, Waiting to connect...

icmp_seq=1, 64 bytes from 192.168.0.105: seq=0 ttI=128 time=0.161 ms

icmp_seq=2, 64 bytes from 192.168.0.105: seq=0 ttI=128 time=0.182 ms

icmp_seq=3, 64 bytes from 192.168.0.105: seq=0 ttI=128 time=0.220 ms

Step 4: Click the Ping Device button to Ping agai

X

Ping Device

icmp_seq=6, 64 bytes from 192.168.0.105: seq=0 ttl=128 time=0.189 ms
icmp_seq=7, 64 bytes from 192.168.0.105: seq=0 ttl=128 time=0.154 ms
icmp_seq=8, 64 bytes from 192.168.0.105: seq=0 ttI=128 time=0.146 ms
icmp_seq=9, 64 bytes from 192.168.0.105: seq=0 ttI=128 time=0.283 ms

icmp_seq=10, 64 bytes from 192.168.0.105: seq=0 tt|=128 time=0.221 ms
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4.8 Tools —traceroute

Watch the video
QRM+ provides Tracerout monitoring, which displays the IP addresses of the routers throughout
the IP network in a new window.

Setup steps:
Step 1: Go to QRMAgent Single Device Dashboard page and click the "Tools" button
Step 2: Select "Traceroute"

> Dashboard 192.168.0.105 X | All Devices X o
Device Management (192.168.0.105) / Show Dashboard v Tools v 2 columns v @ C E]' @
Browse Device A |

{ Device Summary
Ping

Traceroute ° ]
Network Information

= Device Information Operating System Inf
— 8] = Remote Desktop  » |
aml Barmagent v2016.11.3 0S Family SR IPv4 Address IPv6 Address MAC
> W »
EIE] QRM-Win7SP1 KRR
QRM-Win7sP1 ease ROR ey 192.168.0.105 feg0::3cfc:5ebs..  52:5]
P WINUUWS VoI T:ToUT
. Bochs
Host is powered on
Intel(R) Xeon(R) CPU E3-1246 v3 @
cP 32-bit
1023 MB
2
»
[ M CPU Utilization (Live) 0@ M  Memory Utilization (Live) 0 &
100 100
c 80 c 80
R 2
T 60 T 60
NN N
S Sw
8% 20 3% 20 i

Step 3: A window pops up and displays the Traceroute command execution result

X

Traceroute

Traceroute Result

192.168.0.105 (192.168.0.105)
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4.9 Tools - Remote Desktop

Watch the video - RDP

Watch the video - VNC

Watch the video - SSH

QRM+ provides integrated remote desktop functionality, you can select the appropriate remote
access method according to different device types:

1. Windows device: RDP or VNC remote desktop
2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client program)
3. IPMI device: KVM over IP remote computer management program

Note: The remote device must enable the option to allow users to connect to the computer
Setup steps:

Step 1: Go to QRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Remote Desktop"

Step 3: Select the appropriate remote access method according to different device types

1. Windows device: RDP or VNC Remote Desktop (users need to install VNC server program

on Windows device)
2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client program)
3. IPMI device: KVM over IP remote computer management program

> Dashboard 192.168.0.105 X | All Devices X 0

Device Management (192.168.0.105) / Show Dashboard E Tools . 2 columns - ® C I ®

Device Summary Browse Device A

Ping

Traceroute

Device Information Operating Sys' Netwnrk Information
(— o Remote Desktop  » o
Managed By IQRMAgent v2016.11.3 0S Family RDP
amEl 3 oG > dress IPv6 Address MAC
.. o me QRM-Win7SP1 os: VNC
ocalhost QRM-Win7SP1 0S Release RDP Settings ) 0.105 feg0::3cfc:5eb5:..  52:5
De Tag . {ernel. WWINTUUWS VO. 1.70UT

4

anufacturer Bochs
CPU Model Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
CPU Architecture 32-bit
1023 MB
2

Host is powered on

ua CPU Utilization (Live) 0 & e  Memory Utilization (Live) 0 &
100 100
c 80 c 80
i) k=]
© 60 T 60
N N
5 e
*® 20 ® 20 =
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F>) Dashboard 192.168.0.105 X All Devices x 192.168.0.106 X o
Device Management (192.168.0.106) / Show Dashboard - Tools - 2 columns - ® C m ®
‘ Device Summary Power Control » A
o- Remote Desktop  »
IPMI KVM
ZBs Device Information Network Information snapshot
- 4 IPMIv2.0 DHCP Address
IPMI Unknown (0xAC08) 192.168.0.106
44040 255.255.255.0
> 00:18:7d:3b:9f:fd
L AMI
1.8
. 1
Host is powered on
32
55042 (0xd702)
yes
>
‘ E IPMI Monitor (All Parameters) & ‘ e IPMI Monitor (Single Parameter - Live) - CPU_TEMP1 D&
Metric Name Status Value ‘
| 100
CPU_TEMP1 r 38°C
[ 80
CPU_CORE Lower Non Recoverable 0.591 Volts £
L 60
+5V 4.879 Volts 2
Tt 40
+12v ! 12.047 Volts £
2 20 -

Step 4: A security check window will pop up, asking the user to enter the remote device account
number and password
Step 5: Select the "Apply" button, or click the "Reset" button to re-enter

X

| Security Check

You must confirm your username and password.
o User Name: admin

Password:
Reset Apply

Step 6: The browser opens a new page to display the remote desktop. If the connection is
successful, the remote desktop will be displayed. If the connection fails, an error message will be
displayed and the user can try to reconnect.

Displays the remote desktop screen upon successful RDP connection
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Displays the remote desktop screen upon successful SSH connection

Displays the remote desktop screen upon successful KVM connection

colg

If the connection fails, an error message will be displayed and the user can try to reconnect.

CONNECTION ERROR

The remote desktop server encountered an error and has closed the
connection. Please try again or contact your system administrator.

Reconnecting in 13 seconds...
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Step 7: Press CTRL + SHIFT + ALT in the new browser tab to open the on-screen keypad
@ 172.17.3065: *) 4 i 4 o .

Q v S

F10||F11 ||F12 On Off | Reset
= Back Ins Home PgUp

\ Del End PgDn

Shift

Menu  Ctrl

4.10 Tools - Power Control

Watch the video
There are two control modes for device power control via QRMAgent:

1. Power Off
2. Restart

Setup steps:
Step 1: Go to QRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Power Control"
Step 3: Select "Power Off" or "Restart"

o Dashboard 192.168.0.105 X | All Devices X o
Device Management (192.168.0.105) / Show Dashboard Tools - zenms - @ C MW @
’ Device Summary Browse,Device A
Ping
Traceroute 3
= Device Information Operating System Inf Network Information
—— Remote Desktop  » |
| @ Managed By BarmAagent v2016.11.3 0s Family dress IPv6 Address MAQ
=- QRM-Win7sP1 Power Control »
5 Power Off
QRM-Win7SP1 ROPSentings e m— 10105 fe0:3cfc:5ebs...  52:5)
P Kernel WiuuWS vo.1. 10Ut
. Manufacturer. Bochs
Host is powered on
CPU Model Intel(R) Xeon(R) CPU E3-1246 v3 @
3.50GHz
32-bit
1023 MB
2
»
‘ ua CPU Utilization (Live) o0& ‘ e Memory Utilization (Live) (OFc]
100 100
c 80 < 80
o =2
© 60 T 60
N N
'§ 40 g 40
8% 20 3% 20
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Monitoring and management functions of IPMI single device page is described below

4.11 IPMI Single Device Dashboard

IPMI Single Device Dashboard provides detailed information about a managed device, including:

IPMI version

Device Information
Network information
Remote Snapshot

PwnNpE

In IPMI Single Device Dashboard, users can add or remove widgets, select layout modes, and use

the tools in the tool set to manage IPMI devices.

4.12 Add Widget

Users can add multiple widgets to monitor IPMI devices,
IPMI server's internal sensors
Setup steps:

which can assist in displaying data of the

Step 1: Go to IPMI Single Device Dashboard page and click the "Add Widget" button

Step 2:

IPMI Monitor (All Parameters)

IPMI Monitor (Single Parameter - Live)
IPMI Monitor (Multiple Parameters - Live)
IPMI Monitor (Single Parameter / 24H)

b N .

[>) Dashboard 192.168.0.105 X 192.168.0.108 X | All Devices X 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard Tools 2 columns v c m @
Device Summary o daed o
Device Information Network Information Remote Snapshot
. Managed By IPMI v2.0 jurce:  DHCP Address
IPMI Unknown (0xAC08) 192.168.0.106
44040 255.255.255.0
2 00:18:7d:3b:9f:fd
g mmunity  AMI
evision: 1.8
Host is powered on !
32
55042 (0xd702)
yes
»
E IPMI Monitor (All Parameters) &
Metric Name Status Value
CPU_TEMP1 38°C
+5V 4.879 Volts
+12V 12.047 Volts
DDR3 1.295 Volts

Select the widget type, there are four types in total, including IPMI Monitor (All Parameters)
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Step 3: Click "Next"

% Add new widget to dashboa

0 Metric type

IPMI
==

IPMI Monitor (All Parameters)

This widget displays all the IPMI Parameters supported by the device’s BMC alongwith each
parameter's value and status. This widget will display all this information in a Grid/Table. All these
parameters will be polled with Live Data Polling frequency, set by the QRM+ admin.

e k2 IPMI Monitor (Single Parameter - Live)

This widget displays the value of single IPMI parameter of the device being managed, in an Area
Chart format. User can select the Device/Server and then single IPMI parameter of that device to be
displayed. This parameter will be polled with Live Data Polling frequency, set by the QRM+ admin.

€2 IPMI Monitor (Multiple Parameters - Live)

This widget displays values of multiple IPMI parameter of the device being managed, in Gauge

format. Each parameter value is represented by a gauge. User can select the Device/Server and then

Multiple IPMI parameters (upto 3 max) of that device to be displayed. These parameters will be

polled with Live Data Polling frequency, set by the QRM+ admin. -

(s .

Step 4: Select the type of sensor to be monitored in the IPMI device
Step 5: Click "Next"

% Add new widget to dashboard

o Metric type e IPMI Monitor (Single Parameter - Live)

IPMI Sensors

+3.3V
+5VSB
DDR3
+12V
+5V

CPU_CORE

o ~/ CPU_TEMP1
Note: Please select any one device/server. [ Previous | | Next |q

Step 6: Select the type of chart
Step 7: Click the "Add Widget" button to complete the operation

% Add new widget to dashbo :

a Metric type e IPMI Monitor (Single Parameter - Live)

PMI Widget Type

Area Chart °

o

Previous ‘ J Add Widget ‘
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Step 8: When the setup is complete, the widget will be added to the last position in the Dashboard

o Dashboard 192.168.0.105 X 192.168.0.108 X | All Devices x 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard v Tools v 2 columns v @ C E]' @
‘ Device Summary A
== Device Information Network Information Remote Snapshot
f > A ; IPMIv2.0 ource:  DHCP Address
IPMI Unknown (OXAC08) 192.168.0.106
44040 255.255.255.0
2 00:18:7d:3b:9f:fd
L AmI
1.8
. 1
Host is powered on
32
55042 (0xd702)
yes
»
‘ E IPMI Monitor (All Parameters) @ b |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 0 &
Metric Name Status Value
100
CPU_TEMP1 38°C e
(S
+5V 4.879 Volts ®
£ 60
+12V 12.047 Volts T 40
Q.
DDR3 1.295 Volts E 20*‘ 3

4.13 Delete all widgets in the IPMI Single Device Dashboard

Setup steps:
Go to the IPMI Single Device Dashboard page and click the "Delete All Widgets" button

o Dashboard 192.168.0.105 X | 192.168.0.108 X | All Devices X 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard E Tools - 2 columns - ® C m ©)
‘ Device Summary Delete all v?:idgets
> Device Information Network Information Remote Snapshot
= ' IPMI v2.0 DHCP Address
| p M | Unknown (0XACO08) 192.168.0.106
44040 255.255.255.0
~ 00:18:7d:3b:9f:fd
4 AMI
1.8
Host is powered on !
32
55042 (0xd702)
yes
»
‘ E IPMI Monitor (All Parameters) & ua |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 oF:)
Metric Name Status Value
100
CPU_TEMP1 38°C szag
(S
+5V 4.879 Volts ®
£ 60
+12v 12.047 Volts ®
S 40
DDR3 1.295 Volts E 20
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4.14 Refresh all widgets in the IPMI Single Device Dashboard

Setup steps:
Go to the IPMI Single Device Dashboard page and click the "Refresh" button

0> Dashboard 192.168.0.105 X | All Devices X | 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard . Tools v 2 columns - ® mw ®
‘ Device Summary Refrech JEE
= Device Information Network Information Remote Snapshot
r—
IPMIv2.0 DHCP Address
l P M I Unknown (OXACO08) 192.168.0.106
44040 255.255.255.0
2 00:18:7d:3b:9f:fd
L AMI
1.8
Host is powered on )
32
55042 (0xd702)
yes
»
‘ E IPMI Monitor (All Parameters) @ ua |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 D&
Metric Name Status Value
100
CPU_TEMP1 T 38°C s
(-]
CPU_CORE Lower Non Recoverable 0.847 Volts b=
S 60
+5V lorma 4.879 Volts T 40
(=N
+12V N :| 12.047 Volts § 20 _
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4.15 Select the layout mode

Users can customize the layout of IPMI Single Device Dashboard, and the widgets will re-arrange

themselves accordingly.

® 1 column display
® 2 columns display
® 3 columns display

Setup steps:
Step 1: Go to IPMI Single Device Dashboard page and Click the "Select Layout" button

o Dashboard 192.168.0.105 X 192.168.0.108 X All Devices x 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard v Tools v @ & m @
[ A Select Layout ]
Device Summary 4 o)
> Device Information Network Information Remote Snapshot
LJ g IPMIv2.0 IP Address Source:  DHCP Address
IPMI Unknown (0xAC08) 1P 192.168.0.106
44040 255.255.255.0
= 00:18:7d:3b:9f:fd
g munity  AMI
1.8
Host is powered on 1
32
55042 (0xd702)
yes
»
E IPMI Monitor (All Parameters) @ . |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 D&
Metric Name Status Value
100
CPU_TEMP1 orma 38°C s
O 80
+5V lorma 4.879 Volts b4
£ 60
12V a 12.047 Volts T 40
g
DDR3 1.295 Volts o 20

Step 2: Select "1 column", "2 columns" or "3 columns"

o Dashboard 192.168.0.105 X | All Devices X 192.168.0.106 X
Device Management (192.168.0.106) / Show Dashboard - Tools v 2 columns v @ & @
Device Summary 1 column A
v 2columns
__ Device Information Network Information B colime t
' 3 IPMIv2.0 DHCP Address
IPMI Unknown (0xAC08) 192.168.0.106
44040 255.255.255.0
= 00:18:7d:3b:9f:fd & ]
4 munity  AMI
1.8
1
Host is powered on
32
55042 (0xd702)
yes
»
IPMI Monitor (All Parameters) u IPMI Monitor (Single Parameter - Live) - CPU_TEMP1
Metric Name Status Value
100
CPU_TEMP1 Norma 38°C szt
O 8o
CPU_CORE Lower Non Recoverable 0.527 Volts ®
5 60
a / ©
+5V 4.879 Volts g a2 °
+12V lorm 12.047 Volts § 20
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4.16 Tools - Power Control

There are four power control modes for IPMI devices:

1. Power On

2. Power Down
3. Restart

4. Power Cycle

Setup steps:
Step 1: Go to IPMI Single Device Dashboard page and click the "Tools" button
Step 2: Select "Power Control"
Step 3: Select "Power On", "Power Down", "Restart", or "Power Cycle"

) Dashboard 192.168.0.105 X
Device Management (192.168.0.106) / Show

Device Summary

All Devices x

192.168.0.106 X

Dashboard Tools

Power Control

Device Information

Remote Desktop  »

Network Information

IPMIv2.0 DHCP Address
Unknown (0XAC08) 192.168.0.106
44040 255.255.255.0

= 00:18:7d:3b:9f:fd
L AMI
1.8

1
32
55042 (0xd702)

2 columns

® CcC m o

A

Power Off
1apshot

Restart

Power cycle

>

4.17 IPMI KVM Remote Desktop

Ava yes
E IPMI Monitor (All Parameters) & ua |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 oF:)
Metric Name Status Value ‘
| 100

CPU_TEMP1 38°C szar

O 8o
CPU_CORE Lower Non Recoverable 0.527 Volts b4

£ 60

2
+5V 4.879 Volts S a0 P
+12v 12.047 Volts E 20

The IPMI KVM feature allows the user to monitor and operate the remote IPMI device on the
desktop. (Note: IPMI KVM currently only supports Supermicro and IEl Technology Inc. models)

Setup steps:

Step 1: Go to IPMI Single Device Dashboard page and click the "Tools" button
Step 2: Select "Remote Desktop"

Step 3: Select "IPMI KVM"
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[>) Dashboard 192.168.0.105 X | All Devices X | 192.168.0.106 X o
Device Management (192.168.0.106) / Show Dashboard Tools 2enms - @ C WM @
Device Summary Power Control A
= Remote Desktop = =
1PMI KVM Q
Device Information Network Information »napshot
f IPMIv2.0 P Ad Source:  DHCP Address
IPMI Unknown (0xACO08) 192.168.0.106
44040 a 255.255.255.0
2 jdre 00:18:7d:3b:9f:fd B
4 ommunity  AMI
r 1.8
= 1
Host is powered on
D 32
Product ID; 55042 (0xd702)
yes
»
E IPMI Monitor (All Parameters) @ b |PMI Monitor (Single Parameter - Live) - CPU_TEMP1 0 &
Metric Name Status Value
100
CPU_TEMP1 38°C s
O g0
CPU_CORE Lower Non Recoverable 0.527 Volts :
5 60
v 9 Ve ©
+5! 4.879 Volts S a0 °
+12V 12.047 Volts § 20 _

Step 4: When finished, the browser will open a new window to display the desktop screen of the

remote IPMI device

[l © 172

- oS
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5.KVM Dashboard

KVM Dashboard provides centralized remote monitoring, where each widget represents an IPMI
KVM device that can be set up for remote control and monitoring.

5.1 Add Widget

Watch the video

You can add KVM widget to the KVM Dashboard

Setup steps:
Step 1: Complete the steps to add a new device in the "KVM Manager" section, then click the "Add

KVM Widget" button

(<] Dashboard All Devices X | KVM Dashboard X
Dashboard IPMI KVM / KVM Dashboard 3 columns - @ @
A IPMIKVM A
KVM Dashboard
KVM Manager
KVM Playback

'Zl Device Discovery

411 Device Management v

[0 —|
—
. [ |
(1) Alerts Configuration —
@ s=0q
Logs v
The KVM dashboard does not have any widgets. You can add widgets with the "Add Widget" button.

{:6} Settings v

Step 2: Select the IPMI device you want to set up the KVM widget, and click the "Add" button. The
new KVM widget will be displayed in the last position of the KVM Dashboard

[E5 Add new widget to KVM dashboard ©

o Metric type

IPMI Devices Hostname IP Address Device Tag Managed by Operating System

192.168.0.102 192.168.0.102 unknown
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5.2 Delete Widget

Watch the video

You can delete KVM widgets from the KVM Dashboard
Setup steps:

Go to the KVM Dashboard, click the Settings button at the top right of the KVM widget, and select
"Delete".

) Dashboard All Devices X | KVM Dashboard X | KVM Manager X
IPMI KVM / KVM Dashboard soms -~ @ C @
192 168.0.102 @

C Refresh
[ Launch KVM Session

E X Delete

5.3 Layout mode

Users can customize the KVM Dashboard layout

Setup steps:

Go to the KVM Dashboard page, click on the "Select layout"” button and select "1 Column", "2
Columns" or "3 Columns"

1> Dashboard All Devices X | KVM Dashboard X | KVM Manager X
IPMI KVM / KVM Dashboard 3 columns v @ @ @
1 column
[si] 1921680102 @
2 columns
- __

v 3 columns
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5.4 Launch KVM Remote Desktop

Watch the video

The dashboard periodically updates the screens of currently monitored devices. Users can launch
a KVM Remote Desktop in a new tab for remote control and screen monitoring

Setup steps:

Go to the KVM Dashboard, click Settings on the KVM widget that needs to be controlled remotely,
and select "Launch KVM Session"

© Dashboard All Devices X | KVMDashboard X | KVM Manager X
IPMI KVM / KVM Dashboard 3 columns v @ @ @
192.168.0.102 @
l

C Refresh
[ Launch KVM Session

E X Delete

Note: IPMI KVM currently only supports Supermicro and IEl Technology Inc. models
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6. KVM Manager

KVM Manager can help manage IPMI devices that support KVM functionality, add or delete IPMI
devices, and set whether or not to enable video playback.

@ Dashboard All Devices X KVM Dashboard X KVM Manager X
Dashboard IPMI KVM / KVM Manager ) (2 @ 1 @ @
L:a IPMI KVM A Hostname IP Address Management Technol... = Brand Recording Status Recording Since
KVM Dashboard 192.168.0.102 192.168.0.102 IPMI IEI Technology Corp Enabled 04/27/2017 11:11:00 AM

KVM Playback
) Device Discovery
411 Device Management v/
@' Alerts Configuration
Logs v

{§} Settings v

6.1 Add Device

Watch the video

KVM devices that are not yet managed need to be added to the list of KVM managed devices to
enable remote control, video playback, and KVM dashboard monitoring

Setup steps:

Step 1: Go to the KVM Manager page and click the "Add" button
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Dashboard All Devices
IPMI KVM / KVM Manager

Hostname

X KVM Dashboard X KVM Manager X

c ®

R Add Devnfe 5

IP Address Management Technology Brand Recording Status ince

Step 2: Select the IPMI device for which you want to have the KVM management function, then

click the "Add" button to complete the configuration.
Add IPMI devices to KVM Manager

Select the IPMI devices to add to KVM Manager:

Hostname P Device Tag Management Technology Brand
v/ 192.168.0.102 192.168.0.102 IPMI IEI Technology Corp.
192.168.0.107 192.168.0.107 US 2F IPMI IEI Technology Corp

Note: This version of QRM+ only supports IPMI KVM functionality of IPMI compatible devices from IEI® and Supermicro®. Other IPMI devices will not be

displayed and cannot be selected.

|| Add Cancel

)l
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6.2 Remove Device

Watch the video
Removing the device will remove the device from the management list, and the removed device

will not be able to be remotely controlled, played back, or monitored through the KVM Dashboard,
and its associated video files and associated KVM dashboard will be removed as well

@ Dashboard All Devices x KVM Dashboard X KVM Manager X

IPMI KVM / KVM Manager ® ® @ c ®

Recordir Remove Device

¥ Hostname IP Address Management Technology Brand Recording Status

v 192.168.0.102 192.168.0.102 IPMI IEI Technology Corp. Disabled N/A

6.3 Start Recording

Watch the video
Start Recording will record the screen activities of the remote managed device and save the file for

future playback.

Dashboard All Devices x KVM Dashboard X KVM Manager X

IPMI KVM / KVM Manager e @ m c @

Recording § Start Recording ecording Since

Hostname IP Address Management Technology Brand
v/ 192.168.0.102 192.168.0.102 IPMI IEI Technology Corp. Disabled N/A
192.168.0.107 192.168.0.107 IPMI IEI Technology Corp. Disabled N/A
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6.4 Stop Recording

Watch the video

Stop Recording will stop the remote video recording and saving to file function, but it does not
affect the already saved video files, and such files can still be played back.

0 Dashboard All Devices x KVM Dashboard X KVM Manager X
IPMI KVIM / KVM Manager @ WM C ®
Hostname IP Address Management Technology Brand Recording Status = Stop Recording yg Since
v/ 192.168.0.102 192.168.0.102 IPMI IEI Technology Corp. Enabled 04/27/2017 11:32:15 AM
192.168.0.107 192.168.0.107 1PMI IEI Technology Corp. Disabled N/A

Note: IPMI KVM currently only supports Supermicro and IEl Technology Inc. models
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7.KVM Playback

KVM Playback can play user-recorded videos and a user can quickly search a playback device
based on time interval

Dashboard KVMDashboard X | KVM Playback X
* Quick Map 1P| KVM Playback c @
3 Dashboard reing Recording for :172.17.31.15
CA 1PMiKvM ~
KVM Dashboard
KVM Manager
KVM Playback
&) Device Discovery
+lt Device Management v
T Alerts Configuration
Logs

{8} Settings

00:00:00

7.1 Select Device

Watch the video
A user can select the IPMI device that needs playback from the list of KVM devices on the left

7.2 Select Date

Users can retrieve the video file by specifying the date, if there is a video file, the playback
progress bar will be marked with a yellow bar

7.3 Playback Control

The user can perform basic operations such as play back, pause or stop the video

7.4 Playback speed selection

Users can decide the playback speed, making it more convenient in retrieving video files
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8. Alert Configuration

In QRM+, you can set different alert configurations for different device types. When the set alert
condition is met, an alert will appear in the upper right notification window of QRM+ management
page, so that administrators will know the current situation and solve the problem immediately;
you can set up SMTP in advanced settings / notification settings, and set up notification policy for
alert to be sent via E-Mail to administrators to facilitate problem solving.On this page, users can
add, delete, edit, deactivate, and enable alert configurations.

8.1 Add Alert

Users can click the Add Alert button to add a new alert, the alert type is either QRM+ alert or IPMI
event notification

Setup steps:

Step 1: Enter the Alert Configuration page and click the "Add Alert" button

0> Dashboard All Devices X | User Managem.. X | Device Discove. X | Alerts Configur... X
Alerts Configuration 0 @ @
Alert Status Alert Name Alert Type Monitored v.. = Condition Add Alert devices/servers
Enabled Email Server Alert (memory) QRM+ Alerts Memory Utiliz >50%
Enabled Email Server Alert (cpu) QRM+ Alerts CPU Utilizatio. >60%
Enabled Email Server Alert (disk) QRM+ Alerts Disk Utilizatio.. >70%
Page 1 of 1 1-30f3

70



Step 2: In the Add Alert window, complete the alert type setting:

1. Set Alert Name

2. Set Alert Type (either QRM+ Alert or IPMI event notification.There are four types of QRM+
alerts: CPU usage, memory usage, power status, and disk usage)

3. Click the Select Device button

Add Alert

Alert Name: alert_demo

Alert Type: IPMI Events v °
Selected devices/servers @ T

Select device

Hostname IP Address Device Tag Managed by Brand Operating S...

No devices are selected.

No devices to display

Cancel

Step 3: Select the device you want to set the alert, you can select one or multiple devices, then
click the OK button

Selected devices/servers

Hostname, IP address, Device | IPMI c
Hostname IP Address Device Tag Managed by Brand Model Operating System
©192.168.0.100 192.168.0.100 & IPMI IEI Technology Corp.  Unknown IPMI Management ...
© 192.168.0.102 192.168.0.102 & IPMI IEI Technology Corp.  Unknown IPMI Management ...

Page 1 of 1 1-20f2 Only list the selected servers or devices.

| Gancel
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Step 4: Click the Save button to complete the new alert (Note: If the Save button is grayed out, it

means that there are errors in alert name, alert type, or selected device)

Add Alert

Alert Name: alert_demo

Alert Type: IPMI Events Y

Selected devices/servers @
Hostname IP Address Device Tag Managedby | Brand Model Operating S...
192.168.0.100 192.168.0.100 & IPMI IEl Technolog Unknown IPMI Manage

Page 1 of 1 1-10f1
’ Save m Cancel

8.2 Delete Alert

Users can click the "Delete Alert" button to remove one or more alerts at once.

Setup steps:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to delete
Step 2: Click the "Delete Alert" button

Step 3: Click the "OK" button to complete the operation

8.3 Enable Alert

Users can click the "Enable Alert" button to enable one or more alerts at once.

Setup steps:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to enable
Step 2: Click the "Enable Alert" button to complete the operation

Dashboard All Devices X | User Managem. X | Device Discove.. X | Alerts Configur... X

Alerts Configuration

Page 1 1-40f4

®ome @ v c o

Alert Status Alert Name Alert Type Monitored v.. | Condition Select Delete Alert vers
Disabled Email Server Alert (memory) QRM+ Alerts Memory Utiliz. >50%
Disabled Email Server Alert (cpu) QRM+ Alerts CPU Utilizatio. >60%
Disabled Email Server Alert (disk) QRM+ Alerts Disk Utilizatio. >70%
Enabled alert_demo IPMI Events 192.168.0.100
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8.4 Disable Alert

Users can click the "Disable Alert" button to disable one or more alerts at once.

Setup steps:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to disable
Step 2: Click the "Disable Alert" button to disable the alert

© ues X | User Managem.. X | Device Discove.. X | Alerts Configur..X | 192.168.0.100 X | IPMIEventsLogX & System Log X | QRM+AlertsL... X n

Alerts Configuration @ @I @ @ C, ®

Alert Status Alert Name Alert Type Monitored v.. | Condition Select devicesli??&l.?“m

Disabled Email Server Alert (memory) QRM+ Alerts Memory Utiliz >50%

Disabled Email Server Alert (cpu) QRM+ Alerts CPU Utilizatio. >60%

Disabled Email Server Alert (disk) QRM+ Alerts Disk Utilizatio. >70%

Disabled alert_demo IPMI Events 192.168.0.100
Page 1 of 1 1-40f4

8.5 Edit Alert

The user can click the Edit Alert button to edit the alert. Only one alert can be edited at a time.
Setup steps:

Step 1: Enter the Alert Configuration page, select the alert you want to edit, and click the "Edit
Alert" button

Step 2: Edit the item you want to modify (please note: the alert type can not be modified)
Step 3: Click the "Save" button to finish editing

© ues X | User Managem..X | Device Discove.. X | Alerts Configur..X | 192.168.0.100 X | IPMIEventslogX | System Log X | QRM+AlertsL... X n

Alerts Configuration @ m @ C, Q)

Alert Status Alert Name Alert Type Monitored v.. | Condition Select devices/servers Hiscbie it

Disabled Email Server Alert (memory) QRM+ Alerts Memory Utiliz. >50%

Disabled Email Server Alert (cpu) QRM+ Alerts CPU Utilizatio. >60%

Disabled Email Server Alert (disk) QRM+ Alerts Disk Utilizatio. >70%

Enabled alert_demo IPMI Events 192.168.0.100
Page 1 of 1 1-40f4
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9.Logs

QRM+ provides four types of logs: Alerts log, IPMI event log, history log, and system log. This page
is an advanced application. The user sets the corresponding alert type on the Alert Configuration
page. Once an event occurs, you will be able to view the results in the Alert Log or IPMI Event Logs
on the Logs page (the alert log generation time needs to be set in the Alert Notification setting in
the Settings / Notification Settings; IPMI Event Log is once per minute).

9.1 Alerts Log

QRM+ Alerts Log page displays alerts for all Windows or Linux devices. Users need to select QRM+
Alerts from the Add Alert page and add one of the four types : CPU usage, memory usage, power
status, or disk usage. Once an event occurs, you will be able to view the details of the alert on this
page after the event has lasted for 5 minutes.

The basic steps are:

Step 1: Select Alerts Log in the Logs page

Step 2: View the alert info, including the Hostname, IP address, Device Tag, On Time and Off Time,
etc.

Step 3: View the current number of alerts

Step 4: Click the "Refresh" button at any time to get the latest alert message

&
[ Dashboard All Devices X | System Log X | QRM+AlertsL... X | Application Se... X o
Dashboard Logs / QRM+ Alerts Log (0} ®
Cﬁ IPMI KVM v AlertiD Hostname IP Address Device Taq Description Alert Status OnT.. | Off T..
Ql Device Discovery e 104 Ubuntu1404 192.168.0.104 TP 3F Memory Utilization > 10% Enabled 2017-.. N/A
$41 Device Management v 103 QRM-Win7SP1 192.168.0.105 TP2F Disk Utilization > 5% Disabled 2017-.. 2017-

@ Alerts Configuration

Logs A

QRM+ Alerts Log 1

IPMI Events Log
Historic Data Logs
System Log

{§} Settings v

Page 1 of 1 1-20f2
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The Alerts Log has advanced search features:
Step 1: Click the "Advanced Search" button on the Alerts Log page
Step 2: Click Select Device and select a device (can only select one)
Step 3: Click the "Apply" button to search for all alerts on the target device

© Dashboard All Devices X | SystemLog X | QRM+AlertsL.. X | Application Se... X
Logs / QRM+ Alerts Log
Advanced Search:
Period
Alert ID Hostname IP Address Device Tag Description Alert Status
104 Ubuntu1404 192.168.0.104 TP 3F Memory Utilization > 10% Enabled
103 QRM-Win7SP1 192.168.0.105 TR2P Disk Utilization > 5% Disabled
Page of 1 1-20f2

2017-06-16 15:28:50

~| Off Time

N/A

2017-06-16 15:27:16

QRM+ provides Log Retention Settings feature, which can be set for periodic viewing.The default
alert log retention period is 1 week. Logs older than one week will be deleted by the system. Users
can adjust the length of period according to their needs.

(<]

Dashboard
2 1PMiKvm
Q} Device Discovery
411 Device Management
@ Alerts Configuration
Logs
{6} Settings
User Management
Notification Settings
Application Settings

QRMAgent Repository

Dashboard

All Devices X | System Log

Settings / Application Settings

Log Retention Settings

X | QRM+AlertsL.. X | Application Se.. X

lAIer( Log: 1 Week v I
IPMI Events Log: 1 Week ol
KVM Video Recording: 1 Week v
Historic Data Logs: 1 Week v
System Log: 1 Week >

Data collection on devices
Interval between periodic scans on 1 .
remote devices (minutes):
Interval between real-time scans on 10 .

remote devices (seconds):
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9.2 IPMI Events Log

IPMI Events Log shows all IPMI event history, on this page, the user can view all IPMI historical
events.Note: QRM+ does not proactively generate these events. These events are generated by
IPMI BMC. QRM+ only periodically retrieves these events and at the same time clears the events
from IPMI BMC memory.

Setup steps:

Step 1: Select "IPMI Events" in the Alerts Configuration / Add Alert page

Step 2: Select the target device

Step 3: Save the alert

Add Alert
Alert Name: alert_demo
Alert Type: IPMI Events > o
Selected devices/servers @
Hostname IP Address Device Tag Managed by Brand Model Operating S...
192.168.0.100 192.168.0.100 & IPMI IEl Technolog... Unknown IPMI Manage...

Page 1 of 1 1-10f1 o

Save ‘ I Cancel ‘

After adding the IPMI alert, users can view all IPMI events in the Logs / IPMI Events log and click
the Refresh button to obtain the latest IPMI Events.

> Dashboard All Devices X | System Log X | QRM+AlertsL.. X | Application Se.. X | IPMI Events Log X

Logs / IPMI Events Log a & @
Event ID Hostname IP Address Device Tag Sensor Type Metric Name NAS Time Event Time Description
68524 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16: 2017-06-16 07:..  Lower Critical going low
68525 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16 2017-06-16 07 Lower Non-critical going low
68523 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16: 2017-06-16 07:. Lower Critical going low
68522 192.168.0.100 192.168.0.100 = Voltage DDR3 2017-06-16 15 2017-06-16 07 Lower Critical going low
68521 192.168.0.100 192.168.0.100 = Voltage DDR3 2017-06-16 15: 2017-06-16 07:..  Lower Critical going low
68520 192.168.0.100 192.168.0.100 = Voltage +3.3VSB 2017-06-16 15 2017-06-16 07 Lower Non-critical going low
68518 192.168.0.100 192.168.0.100 = Voltage +3.3VSB 2017-06-16 15 2017-06-16 07-. Lower Non-recoverable going low
68519 192.168.0.100 192.168.0.100 = Voltage +3.3VSB 2017-06-16 15 2017-06-16 07 Lower Critical going low
68515 192.168.0.100 192.168.0.100 = Voltage +3.3VSB 2017-06-16 15: 2017-06-16 07:..  Lower Non-critical going low
68516 192.168.0.100 192.168.0.100 = Voltage +3.3VSB 2017-06-16 15 2017-06-16 07 Lower Critical going low

f -
Page 1 of75 ) M 1-50 of 3729

IPMI Events log provides advanced search capabilities to allow a user to select a specific device to
view their events:

Step 1: Select the target device

Step 2: Select Sensor Type (optional)

76



QNRAP

Step 3: Select IPMI Metric Name (optional)
Step 4: Select Period (optional)
Step 5: Click the Apply button to filter out the IPMI events that the user needs to retrieve

© Dashboard All Devices X | System Log X | QRM+AlertsL.. X | Application Se.. X | IPMI Events Log X

Logs / IPMI Events Log Q C' @

Advanced Search:

192.168.0.100 Select device

Sensor Type ~ | Metric Name: -

Period -
Il Apply ‘II‘ Reset II

Event ID Hostname IP Address Device Tag Sensor Type Metric Name NAS Time Event Time Description
68524 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16: 2017-06-16 07: Lower Critical going low
68525 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16 2017-06-16 07 Lower Non-critical going low
68523 192.168.0.100 192.168.0.100 = Temperature CPU_TEMP1 2017-06-16 16: 2017-06-16 07: Lower Critical going low
68522 192.168.0.100 192.168.0.100 = Voltage DDR3 2017-06-16 15 2017-06-16 07. Lower Critical going low
68521 192.168.0.100 192.168.0.100 = Voltage DDR3 2017-06-16 15: 2017-06-16 07: Lower Critical going low
ROEIN 101 160 N 100 109 1A0 N 10N =1 VAl ama D JVICD AN17NE1& 1R NN17 N&E 16 N7 I Avrar Man Ari #inal mnina lau 2

Page 1 of75 ) M 1-50 of 3729

QRM+ provides Log Retention Settings feature, which can be set for periodic viewing.The default
IPMI events log retention period is 1 week. Logs older than one week will be deleted by the system.
Users can adjust the length of period according to their needs.

(<] Dashboard All Devices X | System Lo X | QRM+Alerts L. X | Application Se.. X
Y g Pl
Dashboard Settings / Application Settings @
B UEALGL b Log Retention Settings
@) Device Discovery Alert Log: 1 Week B
”T Device Management IIPMI Events Log: 1 Week al I
o KVM Video Recording: 1 Week ¥
(O Alerts Configuration
Historic Data Logs: 1 Week v
fade v System Log: 1 Week >
{6} Settings A

Data collection on devices
User Management

Interval between periodic scans on

Notification Settings remote devices (minutes):

Interval between real-time scans on 10 .
Application Settings remote devices (seconds):
QRMAgent Repository
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9.3 Historic Data Log

QRM+ provides historical data obtained by a specific sensor type of a specific device over a specific
time frame.For example, a user can select a device, set the period as one day or one week, select
the sensor type as CPU usage, then QRM+ will present the CPU Utilization as a line chart.This
feature is useful for analyzing the values of different sensor types over a specific time frame in
order to take actions for improvement.

To display the historical data as a line chart in QRM+, follow the steps below:

Step 1: Click what is indicated by Label 1

Step 2: Click what is indicated by Label 2, select the target device (required)

Step 3: Click what is indicated by Label 3, select Metric Name (required)

Step 4: Click what is indicated by Label 4, select the Period (required)

Step 5: Click what is indicated by Label 5 to complete the operation

[>) Dashboard Historic Data .. X

Logs / Historic Data Logs @ C @

Advanced Search:

~ | Metric Name: v
| Apply I Reset

No server is selected. To view the logs, select a

The line chart for a specific device is shown below
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(<] Dashboard Settings X | Alerts Configu._. X Logs x

# Quick Map Logs/Show  HistoricDataLog - @
€2 Dashboard

@ c an
LA iPMiKvm v

Advance Search
R, Device Discovery

1P A

1§ Device Management A

Metric Name CPU Whilization
All Devices Peiod One Day .
Network Topalogy Apply Reset
i Alerts Configuration
Legs.
6 Setings

Time

@ CPU Utiization

QRM+ provides Log Retention Settings feature, which can be set for periodic viewing.The default
Historic Data Log retention period is 1 week. Logs older than one week will be deleted by the
system. Users can adjust the length of period according to their needs.

(<] Dashboard QRMAgentRe.. X | NotificationS.. X | Application Se... X
Dashboard Settings / Application Settings @
m BB % Log Retention Settings
) Device Discovery Alert Log: 1 Week v
“,T Device Management v IPMI Events Log: 1 Week had
e KVM Video Recording: 1 Week v
(1) Alerts Configuration
Historic Data Logs: 1 Week >
2
L System Log: 1 Week >
{§} Settings A
Data collection on devices
User Management
Interval between periodic scans on 1 .
Notification Settings remote devices (minutes):
Interval between real-time scans on 10 .
Application Settings remote devices (seconds):
QRMAgent Repository
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9.4 System Log

System Log shows the messages, alerts, errors, and other events logged by QRM+ as well as the
user's activities.
How to access the System Log: In the Logs page, select "System Log"

(<] Dashboard All Devices X | System Log X | QRM+AlertsL.. X | Application Se... X

Dashboard Logs / System Log
:ﬂ IPMI KVM v Type | Time Category Content
IQ Device Discovery ® 2017-06-15 18:03 Authentication User Login Successful
f.',f Device Management v 2017-06-15 18 uthenticatio Us Fai
‘()" Alerts Configuration @®  2017-061416:55.. Device Power Cont... [IPMI] Successfully power on for 192.168.0.102
Logs & ® 2017-06-14 16:55 Device Power Cont...  [IPMI] Successfully power on for 192.168.0.100

QRM+ Alerts Log

® 2017-06-14 16:55: Device Power Cont [IPMI] Power cycle operation started for device: 192.168.0.102
IPMI Events Log

® 2017-06-14 16:55:
Historic Data Logs

0] 2017-06-14 15:51
System Log

® 2017-06-14 15:51
{§} Settings v
[0) 2017-06-14 15:51

0] 2017-06-14 1551

Page 1

of 1

Device Power Cont

Device Power Cont

Device Power Cont

Device Power Cont

Device Power Cont

[IPMI] Power cycle operation started for device: 192.168.0.100

[I1PMI] Successfully power off for 192.168.0.102

[I1PMI] Successfully power off for 192.168.0.100

[IPMI] Power off operation started for device: 192.168.0.102

[IPMI] Power off operation started for device: 192.168.0.100

1-120f12

User Name

admin

admin

admin

admin

admin

admin

admin

admin

admin

a ¢ o

Source IP

172.17.30.63

172.17.30.63
172.17.30.63
172.17.30.63
172.17.30.63
172.17.30.63
172.17.30.63
172.17.30.63

172.17.30.63

System Log provides advanced search options that allow users to search according to different
alert types:

Step 1: Select the alert type
Step 2: After selecting the period, press "Apply" to complete the operation

(<) Dashboard All Devices X | System Log X | QRM+AlertsL.. X | Application Se... X

Dashboard Logs / System Log

IPMI KVM v
Advanced Search:

2
Ql Device Discovery

All events
411 Device Management v —
_ Alerts Configuration
Logs )
Type @ Time Category
QRM+ Alerts Log

0] 2017-06-1518:03

IPMI Events Log

4
Historic Data Logs
0] 2017-06-14 16:55:
System Log
0] 2017-06-14 16:55:
{C}} Settings v

0] 2017-06-14 16:55:

2017-06-14 16:55:

=)

Page 1

Authentication

Device Power Cont

Device Power Cont

Device Power Cont

Device Power Cont

Content

User Login Successful

[1PMI] Successfully power on for 192.168.0.102

[IPMI] Successfully power on for 192.168.0.100

[IPMI] Power cycle operation started for device: 192.168.0.102

[IPMI] Power cycle operation started for device: 192.168.0.100

1-120f12

aQa ¢ o
©
II Apply ‘l l Reset

User Name Source IP

admin 172.17.30.63
admin 172.17.30.63
admin 172.17.30.63
admin 172.17.30.63
admin 172.17.30.63
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10. Settings

The Settings page contains the system user account and permissions management, only user with
administrator permissions can enter this page.

10.1 User Management

User Management provides the functions for setting up user permissions, adding or deleting users.
QRM+ account must be bundled with a QTS account. Only QTS accounts can be added as QRM+
accounts. If a QTS account is deleted, the associated QRM+ will become unavailable.

Add User:

Watch the video
Step 1: Select "User Management" from the Settings page and click the "Add" button

€  Dashboard ‘ All Devices X | User Managem.. X ‘
@ Dashboard Settings / User Management m @
Add User
A 1PMIKVM v
User Name Role Email Created On Last Login Time

Ql Device Discovery
admin Admin grmplus@qgnap.com 2017-05-26 15:23:11

411 Device Management

m Alerts Configuration

@ Logs v
{§} Settings A
User Management

Notification Settings
Application Settings

QRMAgent Repository

Step 2: After select the user and the permissions that you want to add, click "Add User" to finish.

Add NAS User to QRM+

User Name

farma

floyd

Yen

mike

v’ qrmplus grmplus2@gmail.com

Select User
Type:

Power User Add User ‘ \

Admin
Power User

Deleting Users:

Watch the video
Select "User Management" in the Settings page, select the user you want to delete and click the

81


https://youtu.be/c7uazEmg2Ck?t=10s
https://youtu.be/c7uazEmg2Ck?t=28s

"Delete" button

© Dashboard All Devices X | User Managem.. X

Settings / User Management @ [@ C @

Delete user

User Name Role Email Created On Last Login Time
admin Admin qrmplus@qnap.com 2017-05-26 15:23:11
v grmplus Power User grmplus2@gmail.com 2017-05-26 17:58:22

Editing Permissions
Watch the video

Step 1: Select "User Management" from the Settings page, select the user you want to edit and
click the "Edit" button

>) Dashboard All Devices X | User Managem.. X
Settings / User Management @ m c @
Edit User
User Name Role Email Created On Last Login Time
admin Admin qrmplus@qgnap.com 2017-05-26 15:23:11
v grmplus Power User grmplus2@gmail.com 2017-05-26 17:58:22

'Save" button to complete the operation

Please select the role for this user
I Admin v ]

Save Cancel

Step 2: Select the permission level you want to change from the drop-down menu and click the
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10.2 Notification Settings

The notification settings allow users to be notified immediately when an event occurs, thus
improving emergency response capabilities. Detailed setup instructions are as follows:

&  Dashboard QRMAgentRe.. X | NotificationS.. X | Application Se.. X

Dashboard Settings / Notification Settings @

Pl M
E ¥ SMTP Confiquration
@) Device Discovery 6 Select an e-mail account:  Custom

© sHTPsener smtp.gmail.com
411 Device Management o ARt o
@ Alerts Configuration (5} Email ID: qpulse.gnap@gmail.com
Username: Po——

B toss vl O rusvon
@ Settings R o Secure Connection: ssL

User Management [ Send Test Mail

Notification Settings
Alert Notification Settings

Application Settings © cenerate QRMAgent Alert i the Alert Condition is met and stays active for 5 Mins

QRMAgent Repository o Note: IPMI Event generation frequency will be based on BMC settings, QRI+ will just poll for new IPMI Events and display them.
+ Enable Email notifications for QRMAgent Alerts and IPMI Event Notifications

0 Send Email Notification for QRMAgent Alerts and IPMI events every: 5 Mins

Notification Group

Please select the users for the Notification group. Each user from this notification group will receive notification via QRM+ Notification and email as well

(+ Adduser )

User Name Role Email

L J[SA admin

Apply

The list of accounts that need to be notified

SMTP type

SMTP server location

SMTP server port

E-mail account

E-mail password

Secure connection mode

How long after an alert condition has lasted before sending an alert
Whether to enable e-mail sent Agent alert and IPMI event alert

10 Time interval for sending repeat alerts

Lo NOUAEWNRE

10.3 Application Settings

Application Settings let users adjust the system log files and video retention settings according to

their needs, users can also adjust real-time data and automatic device scan period based on
performance.
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(<] Dashboard QRMAgentRe.. X | NotificationS.. X | Application Se... X

®

Dashboard Settings / Application Settings @

IPMI KVM v Log Retention Settings

s Qd

Device Discovery Alert Log: 1 Week -

{ Device Management IPMI Events Log 1 Week -

o KVM Video Recording 1 Week v
Alerts Configuration

e
o
=

E:

Historic Data Logs: 1 Week »

v
Logs System Log: 1 Week -

&

Settings A

Data collection on devices

o Interval between periodic scans on 1 .
remote devices (minutes)

User Management

Notification Settings

Interval between real-time scans on

Application Settings remote devices (seconds):

QRMAgent Repository

. Alert log retention period

IPMI Events Log retention period

KVM video file retention period

Historical data log retention period
System logs retention period

. Device scan and automatic refresh period
. Real-time data automatic refresh period

10.4 QRMAgent information

Select "QRMAgent Repository" in the Settings page to list the currently supported operating
system platforms and their Agent versions.

&  Dashboard QRMAgent Re.. X | Notifi S.. X ion Se... X
Dashboard Settings / QRMAgent Repository C" @
LA 1PMIKVM v
QRMAgent Pkg. Name QRMAgent Version Target 0S Download Link
h Device Discovery
QRMAgent-Windows-x86-Setup (32-bit) 1.0 Windows XP, Windows Vista, Windows 7, Windows 8/8.1, Windows 10, Windows &

411 Device Management v
Server 2003, Windows Server 2008, Windows Server 2012

@ Alerts Configuration

QRMAgent-Windows-x86_64-Setup (64-bit) 1.0 Windows Vista, Windows 7, Windows 8/8.1, Windows 10, Windows Server 2003, &
Logs v
Windows Server 2008, Windows Server 2012
8% settings A
QRMAgent-Ubuntu-x86_64-Setup (64-bit) 1.0 Ubuntu 12.x, Ubuntu 14.x, Ubuntu 16.x &
User Management
QRMAgent-Cent0S-x86_64-Setup (64-bit) 10 Cent0S 6, Cent0S 7 &
Notification Settings
QRMAgent-Debian-x86_64-Setup (64-bit) 10 Debian 8 &

Application Settings

QRMAgent Repository



