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Notice 5

1 Notice

Thank you for choosing QNAP products! This user manual provides detailed instructions of using the

Turbo NAS (network-attached storage). Please read carefully and start to enjoy the powerful

functions of the Turbo NAS!

e The Turbo NAS is hereafter referred to as the NAS.

e This manual provides the description of all the functions of the Turbo NAS. The product you
purchased may not support certain functions dedicated to specific models.

Legal Notices
©Copyright 2009-2010. QNAP Systems, Inc. All Rights Reserved.

All the features, functionality, and other product specifications are subject to change without prior
notice or obligation. Information contained herein is subject to change without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and product
names referred to are trademarks of their respective holders.
Further, the ® or ™ symbols are not used in the text.

DISCLAIMER

In no event shall the liability of QNAP Systems, Inc. (QNAP) exceed the price paid for the product
from direct, indirect, special, incidental, or consequential software, or its documentation. QNAP
makes no warranty or representation, expressed, implied, or statutory, with respect to its products
or the contents or use of this documentation and all accompanying software, and specifically
disclaims its quality, performance, merchantability, or fitness for any particular purpose. QNAP
reserves the right to revise or update its products, software, or documentation without obligation to
notify any individual or entity.

Back up your system periodically to avoid any potential data loss. QNAP disclaims any responsibility
of all sorts of data loss or recovery.

Should you return any components of the NAS package for refund or maintenance, make sure they
are carefully packed for shipping. Any form of damages due to improper packaging will not be
compensated.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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2 Regulatory Notice

I : FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection

against harmful interference in a residential installation. This equipment generates, uses, and can

radiate radio frequency energy and, if not installed and used in accordance with the instructions,

may cause harmful interference to radio communications. However, there is no guarantee that

interference will not occur in particular installation. If this equipment does cause harmful

interference to radio or television reception, which can be determined by turning the equipment off

and on, the user is encouraged to try to correct the interference by one or more of the following

measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/television technician for help.

The changes or modifications not expressly approved by the party responsible for compliance could

void the user’s authority to operate the equipment.
Shielded interface cables, if any, must be used in order to comply with the emission limits.

c E CE NOTICE

Class B only.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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3 Symbols in this document

A

This icon indicates the instructions must be strictly followed. Failure to

Warning do so could result in injury to human body or death.
This icon indicates the action may lead to disk clearance or loss OR
_!) . failure to follow the instructions could result in data damage, disk
Caution

damage, or product damage.

o Important

This icon indicates the information provided is important or related to
legal regulations.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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4 Safety Information and Precautions

1. The NAS can operate normally in the temperature of 0°9C-40°C and relative humidity of 0%-
95%. Please make sure the environment is well-ventilated.

2. The power cord and devices connected to the NAS must provide correct supply voltage
(100W, 90-264V).

3. Do not place the NAS in direct sunlight or near chemicals. Make sure the temperature and
humidity of the environment are in optimized level.

4. Unplug the power cord and all the connected cables before cleaning. Wipe the NAS with a dry
towel. Do not use chemical or aerosol to clean the NAS.

5. Do not place any objects on the NAS for the server’s normal operation and to avoid overheat.

6. Use the flat head screws in the product package to lock the hard disk drives (HDD) in the NAS
when installing the HDD for proper operation.

7. Do not place the NAS near any liquid.
8. Do not place the NAS on any uneven surface to avoid falling off and damage.

9. Make sure the voltage is correct in your location when using the NAS. If you are not sure,

please contact the distributor or the local power supply company.
10. Do not place any object on the power cord.

11. Do not attempt to repair your NAS in any occasions. Improper disassembly of the product
may expose you to electric shock or other risks. For any enquiries, please contact the
distributor.

12. The chassis (also known as rack mount) NAS models should only be installed in the server
room and maintained by the authorized server manager or IT administrator. The server
room is locked by key or keycard access and only certified staff is allowed to enter the server
room.

Warning:

e Danger of explosion if battery is incorrectly replaced. Replace only with the same or
equivalent type recommended by the manufacturer. Dispose of used batteries according to
the manufacturer’s instructions.

e Do NOT touch the fan inside the system to avoid serious injuries.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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5 Install the NAS

For the information of hardware installation, see the ‘Quick Installation Guide’ in the product
package.

Hard Disk Drive Compatibility Listl 9"

Check System Status[10}

System Migration[ T3

5.1 Hard Disk Drive Compatibility List

This product works with 2.5-inch/ 3.5-inch SATA hard disk drives (HDD) from major HDD brands.
For the HDD compatibility list, please visit here.

Important: QNAP disclaims any responsibility for product damage/ malfunction or data loss/

o recovery due to misuse or improper installation of hard disks in any occasions for any
reasons.

‘_I_J Caution: Note that if you install a HDD (new or used) which has never been installed on the
NAS before, the HDD will be formatted and partitioned automatically and all the disk data will
be cleared.

© 2010 QNAP Systems, Inc. All Rights Reserved.


http://www.qnap.com/pro_compatibility.asp

5.2

10

QNAP Online Software User Manual

Check System Status

LED Display & System Status Overview

LED Colour LED Status Description
1) A USB device (connected to front USB port)
is being detected
2) A USB device (connected to front USB port)
Flashes blue every 0.5 is being removed from the NAS
sec 3) The USB device (connected to the front USB
port) is being accessed
4) The data is being copied to or from the
usB Blue
external USB or eSATA device
1) A front USB device is detected (after the
device is mounted)
Blue 2) The NAS has finished copying the data to or
from the USB device connected to the front
USB port
Off No USB device can be detected
Flashes The eSATA device is being accessed
eSATA*
Off No eSATA device can be detected
1) The HDD on the NAS is being formatted
2) The NAS is being initialised
Flashes green and red 3) The system firmware is being updated
alternately every 0.5 4) RAID rebuilding is in process
sec 5) Online RAID capacity expansion is in
System | Red /
process
Status Green
6) Online RAID level migration is in process
1) The HDD is invalid
Red 2) The disk volume has reached its full

capacity

© 2010 QNAP Systems, Inc. All Rights Reserved.
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LED Colour LED Status

Description

3) The disk volume is going to be full

4) The system fan is out of function (TS-119
does not support smart fan.)

5) An error occurs when accessing (read/
write) the disk data

6) A bad sector is detected on the HDD

7) The NAS is in degraded read-only mode (2
member HDD fail in a RAID 5 or RAID 6
configuration, the disk data can still be
read)

8) (Hardware self-test error)

sec

Flashes red every 0.5

The NAS is in degraded mode (one member
HDD fails in RAID 1, RAID 5 or RAID 6

configuration)

Flashes green every 0.5

1) The NAS is starting up

2) The NAS is not configured

sec
3) The HDD is not formatted
Green The NAS is ready
Off All the HDD on the NAS are in standby mode
The disk data is being accessed and a read/
Flashes red
write error occurs during the process
Red/
HDD Red A HDD read/ write error occurs
Green

Flashes green

The disk data is being accessed

Green

The HDD can be accessed

Orange

The NAS is connected to the network

Flashes orange

The NAS is being accessed from the network

* TS-210, TS-219, TS-439U-SP/RP, TS-809 Pro, TS-809U-RP do not support eSATA port.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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Alarm Buzzer (the alarm buzzer can be disabled in '‘System Tools’ > ‘Hardware Settings’)

Beep sound

No. of Times

Description

sec)

Short beep (0.5 1 1) The NAS is starting up
sec) 2) The NAS is being shut down (software shutdown)
3) The user presses the reset button to reset the NAS
4) The system firmware has been updated
Short beep (0.5 (3 The NAS data cannot be copied to the external storage device

from the front USB port

Short beep (0.5
sec), long beep
(1.5 sec)

3, every 5 min

The system fan is out of function (TS-119 does not support

smart fan.)

Long beep (1.5
sec)

2 1) The disk volume is going to be full
2) The disk volume has reached its full capacity
3) The HDD on the NAS are in degraded mode
4) The user starts HDD rebuilding
1 1) The NAS is turned off by force shutdown (hardware

shutdown)
2) The NAS has been turned on and is ready

© 2010 QNAP Systems, Inc. All Rights Reserved.
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5.3 System Migration

System migration allows existing QNAP NAS users to upgrade your NAS to another new QNAP NAS
model without the need to transfer the data or reconfigure the system. You only need to install the
original hard disk drives (HDD) on the new NAS following its original HDD order and restart the NAS.

Due to different hardware design, the NAS will automatically check if a firmware update is required
before system migration. After the migration has finished, all the settings and data will be kept and

applied to the new NAS.

The following table shows the NAS models which support system migration.

Source NAS Destination NAS
TS-x10/ TS-x19 TS-x39/ 509/ 809 TS-x59
SS-x39
TS-x10/ TS-x19 Yes* Yes* Yes
TS-x39/ 509/ 809 | Yes* Yes* Yes
SS-x39
TS-x59 Yes* Yes* Yes

*Firmware update required.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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Follow the steps below to perform system migration.

_!)

Caution: To avoid server damage or serious injuries, the system migration procedure should
be performed by an authorized server manager or IT administrator.

Turn off the source NAS and unplug the HDD.

Remove the HDD from the old trays and install them to the HDD trays of the new NAS.

Plug the HDD to the destination NAS (new model). Make sure the HDD are installed in the
original order.

Follow the instructions of the Quick Installation Guide (QIG) to connect the power supply and
network cable(s) of the new NAS.

Turn on the new NAS. Login the web administration interface as an administrator (default
login: admin; password: admin).

If you are informed to update the firmware of the new NAS, follow the instructions to download
and install the firmware.

Click 'Start Migrating'. The NAS will restart after system migration. All the data and settings
will be retained.

If you decide not to perform system migration, initialize the NAS according to the instructions of the
QIG.

Some system settings will be removed after system migration due to different system design. You

may need to configure the following settings again on the new NAS.

Windows AD
Some QPKGs need to be resintalled (e.g. XDove)

© 2010 QNAP Systems, Inc. All Rights Reserved.
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6 Connect to the NAS

Use the Network Share[18)
Manage the NAS[17Y

6.1 Use the Network Shares

Windows Users

1. You can connect to the network shares of the NAS by the following means:
a. Open My Network Places and find the workgroup of the NAS. If you cannot find the server,
browse the whole network to search for the NAS. Double click the name of the NAS for

connection.
b. Use the Run function in Windows. Enter \\NAS name or \\NAS IP

= Type the name of a program, folder, document, or
e Internet resource, and wWindows will open it For wou.

Open: | V\NASEESTET] v |

[ K H Cancel H Browse, ., ]

= Type the name of a pragram, Folder, document, or
= Internet resource, and Windows will open it for you,

Open: | V169,254,100, 100| v|

[ Ik l[ Cancel ][ Browse, .. ]

© 2010 QNAP Systems, Inc. All Rights Reserved.
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2. Enter the default administrator name and password.

Default user name: admin
Default password: admin

3. You can upload files to the network shares.

Mac Users

1. Choose 'Go' > 'Connect to Server'.

2. There are two ways to mount a disk:
e AFP: type NAS IP or afp://NAS_IP
e SMB: type smb://NAS_IP or NAS_name
For example, 169.254.100.100 or smb://169.254.100.100

3. Click 'Connect'.

Linux Users

On Linux, run the following command:
mount -t nfs <NAS IP>:/<Network Share Name> <Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link the network share
folder ‘public” under the /mnt/pub directory, use the following command:
mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the ‘root’ user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to your shared files.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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6.2 Manage the NAS

Connect to the NAS by web browser on Windows or Mac

1. You can connect to the web administration page of the NAS by the following methods:
a. Use Finder to find the NAS.
b. Open a web browser and enter http://NAS IP:8080

Note: The default NAS IP is 169.254.100.100:8080. If you have configured the NAS to use
DHCP, you can use Finder to check the IP address of the NAS. Make sure the NAS and the
computer that runs Finder are connected to the same subnet. If you cannot search for the
NAS IP, connect the NAS to your computer directly and run Finder again.

2. Choose the display language from the drop-down menu on the login page of the NAS or after
you login the NAS.

dard view

© 2010 QNAP Systems, Inc. All Rights Reserved.
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3. You can select to browse the NAS UI with Standard view or Flow view
Standard view

Wieh File Manager

Flow view

ADMINISTRATION

© 2010 QNAP Systems, Inc. All Rights Reserved.
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4. To configure the NAS, click ‘"ADMINISTRATION’. Enter the administrator name and password.
Default user name: admin

Default password: admin

Note that if you login the administration interface with a user account without the administration
right, you can only change your login password.

ADMINISTRATION

5. You can turn on the option '‘SSL login’ (Secure Sockets Layer login) to allow secure connection to
the NAS.

Note: If your NAS is placed behind an NAT gateway and you want to access the NAS by secure

login from the Internet, you must open the port 443 on your NAT and forward this port to LAN
IP of the NAS.

Cloze | ®

User Name :admin

Password essss

[ Remember user name

[ Remember password

W :S5L Ingin
[ SUBMIT ] [ CANCEL ]

© 2010 QNAP Systems, Inc. All Rights Reserved.
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7 Server Administration

There are 8 main sections in the server administration.

F T ——r

=] Cwerview
- 1 Systermn Administration
- [ Disk Management
-1 Access Right Management
- Metwork Services
- [ Applications
-1 Backup
- ] External Device
- [ Bystem Status

Click the triangle icon next to the section name to expand the tree and view the items listed under
each section.
41— System Administration
EE General Settings
i Metwork
2 Hardware
 SIECUFtY
* Motification
W Fower Managerment
3 Metwork Recycle Bin
&, Backup Systern Settings
" Svstem Logs
W Firrmmare Update
&) Restore to Factory Default

© 2010 QNAP Systems, Inc. All Rights Reserved.
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To use the services such as Web File Manager, Download Station, Multimedia Station, and
Surveillance Station, choose the services from the drop-down menu or click the icons on the login

page.

English v

e

ADMINISTRATION

After you login the NAS, you can click the icons on top of the page to access the services.

=3

feb Fila hanager hultimedia Station Lownload Station

© 2010 QNAP Systems, Inc. All Rights Reserved.
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System Administration

You can configure general system settings, network settings, and hardware settings, update the
firmware, and more in this section.
General Settings[23

Network 27

Hardware[3&

Security[4™

Notification[4#

Power Management[47M

Network Recycle Bin[4f

Backup/ Restore Settings[5]
System Logs[5M

Firmware Update[58

Restore to Factory Default[59%

© 2010 QNAP Systems, Inc. All Rights Reserved.
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711 General Settings

System Administration

Enter the name of the NAS. The server name supports maximum 14 characters and can be a
combination of the alphabets, numbers, and hyphen (-). The server name does not accept the
names with space, period (.), or names in pure number.

General Settings
l SYSTEM ADMINISTRATION

System Administration

Server Mame: MASSCRCEC
System Port: =]

Enable Secure Connection {S5L)
Paort Mumber, 443

O Force secure connection (351 only

Mote: After enabling the "Force secure connection (SSL) only' option, the Weh Administration can only be connected wia hitps.

Assign a port for the system management. The default port is 8080. The services which use this
port include: System Management, Web File Manager, Multimedia Station, and Download Station. If
you are not sure about this setting, use the default port number.

Enable Secure Connection (SSL)

To allow the users to connect the NAS by https, turn on secure connection (SSL) and enter the port
number. If you turn on the option ‘Force secure connection (SSL) only’, the users can only connect
to the web administration page by https connection.

© 2010 QNAP Systems, Inc. All Rights Reserved.
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Date and Time

Adjust the date, time, and time zone of the NAS according to your location. If the settings are

incorrect, the following problems may occur:

e When using a web browser to access the server or save a file, the display time of the action will be
incorrect.

e The time of the event log displayed will be inconsistent with the actual time when an action occurs.

Set the server time the same as your computer time
To synchronize the server time with the time of your computer, click 'Update now' next to this option.

Synchronize with an Internet time server automatically

You can turn on this option to synchronize the date and time of the NAS automatically with specified
NTP (Network Time Protocol) server. Enter the IP address or domain name of the NTP server, for
example, time.nist.gov, time.windows.com. Then enter the time interval for synchronization. This
option can be used only when the NAS is connected to the Internet.

Note: The first time synchronization may take several minutes to complete.

|| DaTE anD TIME ||

Date and Time

Titne Zone: | (GMT+02:00) Taipei A

DateiTime: | 20107848 = |I| 10 - | : | 23 - | : | ¥ - | | 24HR + | Date Forrmat  yywy/MMDD &

Setthe servertime the same as your computertime i

O Synchronize with an internet time server autormatically

UPDATE NOW

Server: pool.ntp.org

Time Interval; ‘1 dayis)

© 2010 QNAP Systems, Inc. All Rights Reserved.
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Daylight Saving Time

If your region adopts daylight saving time (DST), you can turn on the option ‘Adjust system clock
automatically for daylight saving time’. Click ‘Apply’. The latest DST schedule of the time zone you
select in the ‘Date and Time’ section will be shown. The system time will be adjusted automatically
according to the DST.

Note that if your region does not adopt DST, the options on this page will not be available.

| [ || DAYLIGHT SAVING TIME || [

Daylight Saving Time
Time Zone: (GMT+08:00) Taipei
Recent daylight saving time:  Starttime: -
End time: --

Cffzet: -- minutes

Adjust systemn clock autarnatically for davlight saving time.

[0 Enable customized daylight saving time table.

To enter the daylight saving time table manually, select the option ‘Enable customized daylight
saving time table’. Click ‘Add Daylight Saving Time Data’ and enter the daylight saving time
schedule. Then click ‘Apply’ to save the settings.

Adjust systerm clock automatically for daylight saving time.

[ Enatle customized daviight saving tirme table. |

Customized Daylight Saving Time Tables

I@ Add Daylight Saving Time Data I

[ | Start Time End Time | Offset Action

| @ Delete |

© 2010 QNAP Systems, Inc. All Rights Reserved.
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Language

Select the language the NAS uses to display the files and directories.

Note: All files and directories on the NAS will be created using Unicode encoding. If the FTP clients
or the OS of your PC does not support Unicode, select the language which is the same as your OS

language in order to view the files and directories on the server properly.

LANGUAGE

Language

Filename Encoding: English A

Password Strength

You can specify the password rules. After applying the setting, the NAS will automatically check the

validity of the password.
PASSWORD STREMNGTH

Password Strength

1. The new password contains characters from at leastthree of the following classes: lower case lefters, upper case lefters,
digits, and special characters.
2. Mo character in the new passwaord may be repeated mare than three times consecutivaly.

3. The new password must not he the same as the associated username, or the username reversed,

© 2010 QNAP Systems, Inc. All Rights Reserved.
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7.1.2 Network

TCP/IP

IP Address

You can configure the TCP/IP settings of the NAS on this page. Click the Edit button to edit the
network settings. For the NAS which supports two LAN ports, you can connect both network
interfaces to two different switches and configure the TCP/IP settings. The NAS will acquire two IP
addresses which allow the access from two different subnets. This is known as multi-IP setting*.
When using Finder to detect the NAS IP, the IP of Ethernet 1 will be shown in LAN 1 only and the IP
of Ethernet 2 will be shown in LAN 2 only. To use port trunking mode for dual LAN connection, see
section (iii).

*TS-110, TS-119, TS-210, TS-219, and TS-219P provide one Giga LAN port only therefore do not
support dual LAN configuration or port trunking.

Network

| TeP/IP | [peens| [sieven|

IP Address
Interface DHCP IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit
Ethernet Yes 0.0.0.0 0.0.0.0 0.0.0.0 00:08.98:8C:BC.AC 100Mbps 1500 @
Ethernet 2 Yes 0.0.0.0 0.0.0.0 0.0.0.0 00:08.98:8C:BC 6D 100Mbps 1500 @

Default Gateway

Uze the settings framm:

Port Trunking

Part Trunking provides network load balancing and fault tolerance by combining two Ethernet interfaces into one to increase the
handwidth beyond the limits of any one single interface atthe same time offers the redundancy for higher availability when bath
interfaces are connected to the same switch that supports 'Port Trunking'.

1 Enable Metwork Port Trunking

Select the port trunking mode from helow. Please note that incompatible mode settings might cause the network interface to
hang or affect the overall performance. For more information, please click here.

| Balance-rr (Round-Robin)

DMNS Server:
Primary DMS Server: 10 .a .a .o
Secondary DMS Server: 10 .a .a .o
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TCP/IP - Property 3|

Metwork Speed | Auto-negatiation o

(%) Ohtain IP address settings automatically via DHCP

(1 Use static IP address

Fixed IP Address: 160 . 254 o0 100
Subnet Mask: 255 255 % .0 D
Default Gateway: 160 . 254 00 .00

Enable DHCP Server

Start IP Address: 169 e £
End IP Address: (169 2o i (200
Lease Time: i1 nETEN ‘Hour

o s e

On the TCP/IP Property page, configure the following settings:

Network Speed
Select the network transfer rate according to the network environment to which the NAS is
connected. Select auto negotiation and the NAS will adjust the transfer rate automatically.

Obtain the IP address settings automatically via DHCP
If your network supports DHCP, select this option and the NAS will obtain the IP address and
network settings automatically.

Use static IP address
To use a static IP address for network connection, enter the IP address, subnet mask, and default
gateway.

Enable DHCP Server
If no DHCP is available on the LAN where the NAS locates, you can turn on this function to make the
NAS a DHCP server. The NAS will allocate dynamic IP address to the DHCP clients on the LAN.
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You can set the range of IP addresses allocated by the DHCP server and the lease time. The lease
time refers to the time that an IP address is leased to the clients by the DHCP server. When the
lease time expires, the client has to acquire an IP address from the DHCP server again.

Note:
o If there is an existing DHCP server on the LAN, do not enable this function. Otherwise, there
will be IP address conflicts and network access errors.

e This option is available to Ethernet 1 only when both LAN ports of the dual LAN NAS are
connected to the network.

Default Gateway
Select the gateway settings to use if you have connected both LAN ports to the network (dual LAN
NAS models only).
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Port Trunking

Applicable to NAS models with two LAN ports only. This feature is not supported by TS-110, TS-119,
TS-210, TS-219, and TS-219P.

The NAS supports port trunking which combines two Ethernet interfaces into one to increase the
bandwidth and offers load balancing and fault tolerance (also known as failover). Load balancing is a
feature which distributes the workload evenly across two Ethernet interfaces for higher redundancy.
Failover is the capability to switch over to a standby network interface (also known as the slave
interface) when the primary network interface (also known as the master interface) does not
correspond correctly to maintain high availability.

To use port trunking on the NAS, make sure both LAN ports of the NAS are connected to the same
switch and you have configured the settings described in sections (i) and (ii).

Follow the steps below to configure port trunking on the NAS:

1. Select the option ‘Enable Network Port Trunking’.

2. Choose a port trunking mode from the drop-down menu. The default option is Active
Backup (Failover).

Port Trunking

FPaort Trunking provides network load balancing and fault tolerance by combining two Ethernet inter
the bandwidth beyond the limits of any one single interface at the same time offers the redundano
both interfaces are connected to the same switch that supports ‘Fort Trunking'.

[ Enable Metwork Port Trunking

Selectthe parttrunking mode from kelow. Please note that incaompatible mode settings mig
interface to hang or affect the overall performance. For more information, please click here.

Active Backup(Fail Over) [
Balance-rr (Round-Robin)

Active Backup{Fail Over)

Balance XOR

Broadcast

IEEE 802.3ad
Balance-tlb (Adaptive Transmit Load Balancing)
Balence-alb {Adaptive Load Balkncing)
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3. Click ‘Apply’.

4. The Ethernet interfaces will be combined as Ethernet 1+2. Click the Edit button to edit

the network settings.

TCP / 1P || I |

IP Address
Interface DHCP IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit

Ethernet 1+2 Yes 10.8.12.46 2565.255.254.0 108121 00:03:98:3C:BC6C 100Mbps 1500 @

5. After applying the settings, make sure the network cables of the two Ethernet
interfaces are connected to the correct switch and the switch has been configured to

support the port trunking mode selected on the NAS.
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Refer to the table below about the port trunking options available on the NAS.

Field

Description

Switch Required

Balance-rr
(Round-Robin)

Round-Robin mode is good for general purpose load
balancing between two Ethernet interfaces. This mode
transmits packets in sequential order from the first
available slave through the last. Balance-rr provides
load balancing and fault tolerance.

Supports static
trunking. Make sure
static trunking is
enabled on the switch.

Active Backup

Active Backup uses only one Ethernet interface. It
switches to the second Ethernet interface if the first
Ethernet interface does not work properly. Only one
interface in the bond is active. The bond’s MAC
address is only visible externally on one port (network
adapter) to avoid confusing the switch. Active Backup
mode provides fault tolerance.

General switches

This mode provides fault tolerance.

Balance XOR Balance XOR balances traffic by splitting up outgoing Supports static
packets between the Ethernet interfaces, using the trunking. Make sure
same one for each specific destination when possible. static trunking is
It transmits based on the selected transmit hash policy. | enabled on the switch.
The default policy is a simple slave count operating on
Layer 2 where the source MAC address is coupled with
destination MAC address. Alternate transmit policies
maybe selected via the xmit_hash_policy option.

Balance XOR mode provides load balancing and fault
tolerance.
Broadcast Broadcast sends traffic on both network interfaces. Supports static

trunking. Make sure
static trunking is
enabled on the switch.

IEEE 802.3ad
(Dynamic Link
Aggregation)

Dynamic Link Aggregation uses a complex algorithm to
aggregate adapters by speed and duplex settings. It
utilizes all slaves in the active aggregator according to
the 802.3ad specification. Dynamic Link Aggregation
mode provides load balancing and fault tolerance but
requires a switch that supports IEEE 802.3ad with LACP

mode properly configured.

Supports 802.3ad
LACP

Balance-tlb
(Adaptive
Transmit Load
Balancing)

Balance-tlb uses channel bonding that does not require
any special switch. The outgoing traffic is distributed
according to the current load on each Ethernet interface
(computed relative to the speed). Incoming traffic is

received by the current Ethernet interface. If the

General switches
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receiving Ethernet interface fails, the other slave takes
over the MAC address of the failed receiving slave.
Balance-tlb mode provides load balancing and fault
tolerance.

Balance-alb
(Adaptive Load
Balancing)

Balance-alb is similar to balance-tlb but also attempts
to redistribute incoming (receive load balancing) for
IPV4 traffic. This setup does not require any special
switch support or configuration. The receive load
balancing is achieved by ARP negotiation sent by the
local system on their way out and overwrites the
source hardware address with the unique hardware
address of one of the Ethernet interfaces in the bond
such that different peers use different hardware
address for the server. This mode provides load

balancing and fault tolerance.

General switches
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DNS Server

Primary DNS Server: Enter the IP address of the primary DNS server.
Secondary DNS Server: Enter the IP address of the secondary DNS server.

Note:

e Please contact your ISP or network administrator for the IP address of the primary and the
secondary DNS servers. When the NAS plays the role as a terminal and needs to perform
independent connection, for example, BT download, you must enter at least one DNS server
IP for proper URL connection. Otherwise, the function may not work properly.

e If you select to obtain the IP address by DHCP, there is no need to configure the primary and

the secondary DNS servers. In this case, enter '0.0.0.0".

Jumbo Frame Settings (MTU)

This feature is not supported by TS-509 Pro, TS-809 Pro, and TS-809U-RP.

‘Jumbo Frames’ refer to the Ethernet frames that are larger than 1500 bytes. Itis designed to
enhance Ethernet networking throughput and reduce the CPU utilization of large file transfers by

enabling more efficient larger payloads per packet.

Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet that a given

layer of a communications protocol can transmit.

The NAS uses standard Ethernet frames: 1500 bytes by default. If your network appliances support
Jumbo Frame setting, select the appropriate MTU value for your network environment. The NAS
supports 4074, 7418, and 9000 bytes for MTU.

Note: The Jumbo Frame setting is valid in Gigabit network environment only. All the network
appliances connected must enable Jumbo Frame and use the same MTU value.
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DDNS

To set up a server on the Internet and enable the users to connect to it easily, a fixed and easy-to-
remember host name is often required. However, if the ISP provides only dynamic IP address, the
IP address of the server will change from time to time and is difficult to recall. You can enable the
DDNS service to solve the problem.

After enabling the DDNS service of the NAS, whenever the NAS restarts or the IP address is
changed, the NAS will notify the DDNS provider immediately to record the new IP address. When
the user tries to connect to the NAS by the host name, the DDNS will transfer the recorded IP
address to the user.

The NAS supports the DDNS providers: http://www.dyndns.com/, http://update.ods.org/, http://
www.dhs.org/, http://www.dyns.cx/, http://www.3322.0rg/, http://www.no-ip.com/.

For the information of setting up the DDNS and port forwarding on the NAS, see here[333,

DDNS

DDNS Service

After enabling DOMNS Service, vou can connect to this server by domain name.
Enable Dynamic OMNS Service
Select DDMS server: wenewy, dyndns.com v
Enter the account information you registered with the DDMS provider
User Mame:
Fassward:
Host Mame:
[Jcheck the External IP Address Automatically | 10 minutes
Current WA 1P 219856313

Recent DDNS Update Result
Connection IF Last Checked:
Mext Check for Connection IF:
Last DOME Update Time:

Update Server Response:
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IPv6

The NAS supports IPv6 connectivity with ‘stateless’ address configurations and RADVD (Router
Advertisement Daemon) for IPv6, RFC 2461 to allow the hosts on the same subnet to acquire IPv6
addresses from the NAS automatically. The NAS services which support IPv6 include:

¢ Remote replication

e Web Server

e FTP

e iSCSI (Virtual disk drives)

e SSH (putty)

IP Address

¥ Enable TPy

Interface Auto Configuration IPvi Address Prefix Lenith Gateway Link Edit

DNS Server:

To use this function, select the option ‘Enable IPv6’ and click ‘Apply’. The NAS will restart. After the
system restarts, login the IPv6 page again. The settings of the IPv6 interface will be shown. Click

&
the Edit button to edit the settings.
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IPvb - Property Lol

* |PyB Auto-Configuration

" Use static IP address

Fixed IP Address:

Prefix Length:

Default Gateway:

[T Enable Router Advertisernent Daermon (radvd)

Frefix

Prefix Length: EI

Step 1 af 1 APPLY CANCEL

IPv6 Auto Configuration

If you have an IPv6 enabled router on the network, select this option to allow the NAS to acquire the
IPv6 address and the configurations automatically.

Use static IP address
To use a static IP address, enter the IP address (e.g. 2001:bc95:1234:5678), prefix length (e.g. 64),
and the gateway address for the NAS. You may contact your ISP for the information of the prefix
and the prefix length.
v Enable Router Advertisement Daemon (radvd)
To configure the NAS as an IPv6 host and distribute IPv6 addresses to the local clients which
support IPv6, enable this option and enter the prefix and prefix length.

IPv6 DNS server

Enter the preferred DNS server in the upper field and the alternate DNS server in the lower field.
You may contact your ISP or network administrator for the information. If you select IPv6 auto
configuration, leave the fields as '"::".
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7.1.3 Hardware

You can set the hardware functions of the NAS.

Hardware

Hardware

Enahle configuration reset switch

Enable hard disk standby mode {f no access within: 30 minutes % Status LED will be off
Enatile light sianal alert when the free size of disk is less than the value: 3072 [L]S]

[0 Enable write cache far EXT4

Buzzer Control

Enahle alarm buzer
Systermn operations (startup, shutdown, and firrmware updgrade)

Systermn events (arror and warning)

Smart Fan Configuration

Fan Raotation Speed Settings: { Set fan rotation speed manually i

® Lowy speed
O Medium speed
O High speed

Enable configuration reset switch
When this function is turned on, you can press the reset button for 3 seconds to reset the

administrator password and the system settings to default. The disk data will be retained.

Enable hard disk standby mode
When this function is turned on, the HDD enters standby mode if there is no access within the

specified period.

Enable light signal alert when the free size of SATA disk is less than the value:

The status LED flashes red and green when this function is turned on and the free space of the SATA
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HDD is less than the value. The range of the value is 1-51200 MB.

Enable write cache (for EXT4)

If the disk volume of the NAS is in EXT 4 format, you can gain better write performance by turning
on this option. Note that an unexpected system shutdown may lead to incomplete data transfer
when data write is in process. This option will be turned off when any of the following services is
enabled: Download Station, MySQL service, user quota, and Surveillance Station. You are
recommended to turn this option off if the NAS is set as a shared storage in a virtualized or clustered

environment.

Enable alarm buzzer
You can select to turn on the alarm buzzer when system operation (startup, shutdown, and firmware

upgrade) and system events (error and warning) occur.

Smart Fan Configuration
(i) Enable smart fan (recommended)
Select to use the default smart fan settings or define the settings manually. When the system
default settings are selected, the fan rotation speed is automatically adjusted when the server
temperature, CPU temperature, and hard drive temperature meet the criteria. Itis
recommended to enable this option.
(ii) Set fan rotation speed manually

By manually setting the fan rotation speed, the fan rotates at the defined speed continuously.
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Enable warning alert for redundant power supply on the web-based interface:

If you have installed two power supply units (PSU) on the NAS and connected them to the power
sockets, both PSU will supply the power to the NAS (applied to 1U and 2U models). You can turn on
redundant power supply mode in ‘System Administration’ > ‘Hardware’ to receive warning alert for
the redundant power supply. The NAS will sound and record the error messages in ‘System Logs’

when the PSU is plugged out or does not correspond correctly.

If you have installed only one PSU on the NAS, you are suggested NOT to enable this option.

* This function is disabled by default.

Hardware

Hardware

Enahle configuration reset switch
Enable hard disk standby mode {if no access within i 30 minutes % : Status LED will be offy
Enahle light signal alert when the free size of disk is less than the value: 3072 [L15]

Enahle alarm buzzer (heep sound far error and warning alert

i Enahle Redundant Pawer Supply Mode
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71.4 Security

Security Level

Enter the IP address or network domain from which the connections to this server are allowed or
denied. When the connection of a host server is denied, all the protocols of that server are not
allowed to connect to the local server.

After changing the settings, click ‘Apply’ to save the changes. The network services will be restarted
and current connections to the server will be terminated.

Security

| SECURITY LEVEL |

Security Level

O High: Allow connections from the list only
O Medium: Derny cannections from the list
@ Low: Allow all connections

Enterthe IP address or netwark frorm which the connections to this server will be allowed or rejected.

Genra |IP address or netwark domain Tirme left for [P hlocking
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Network Access Protection

The network access protection enhances system security and prevents unwanted intrusion. You can
select to block the IP for a certain period of time or forever if the IP fails to login the server from a

particular connection method.

NETWORK ACCESS PROTECTION

Network Access Protection

Enahble netwark access protection

S5H: In  1lminutes % afterunsuccessful atternpts for | S timels) ¥ blockthe [P far 3 minutes
Telnet: In : 1 minutes w  after unsuccessful attempts for -5 time(s) *  hlockthe [P for @ 5 minutes hd
HTTF(S): In 1 minutes w after unsuccessful attempts for © 5 timer(s) % hlockthe [P for @ 5 minutes A
T FrP: In ;1 minutes ,after unsuccesstul attempts for ©5 timer(s) , blockthe [P for S minutes
[0 sames;  In 1 minutes L after unsuccesstul sttempts for © 5 timers) ,hlockthe [P for S minutes
O arF: In 1 minutes , after unsuccessful attermpts for (S timeis) ,blackthe 1P for S minutes
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Import SSL Secure Certificate

The Secure Socket Layer (SSL) is a protocol for encrypted communication between web servers and
browsers for secure data transfer. You can upload a secure certificate issued by a trusted provider.
After you have uploaded a secure certificate, you can connect to the administration interface by SSL

connection and there will not be any alert or error message. The NAS supports X.509 certificate and
private key only.

| | | | | IMPORT 55L SECURE CERTIFICATE

Import SSL Secure Certificate

You can upload a secure cetificate issued by a trusted provider After yvou have uploaded a secure cerificate successfully, yvou can
access the administration interface by S5L connection and there will not he any alert or error message.

Ifyou upload an incorrect secure cedificate, you may not be able to login the senerwia S5L. To resolve the problem, you can restore the
secure cedificate to default and access the system again.

Status: Default secure cedificate being used

Please enter a certificate in X.509PEM format belowe. © View sample

Please enter a certificate or private key in X.509PEM format helow. © View sample

( aear | | upoap |
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Notification

Configure SMTP Server

The NAS supports email alert to inform you of system errors and warning. To receive the alert by

email, configure the SMTP server.

e SMTP Server: Enter the SMTP server name, for example, smtp.gmail.com.

e Port Number: Enter the port number for the SMTP server. The default port number is 25.

e Sender: Enter the sender information.

e Enable SMTP Authentication: When this function is turned on, the system will request the
authentication of the mail server before the message is sent.

e User Name and Password: Enter the login information of your email account, for example, your
Gmail login name and password.

e Use SSL/ TLS secure connection: If the SMTP server supports this function, you can turn it on.

Notification (
i CONFIGURE SMTP SERVER

Configure SMTP Server
SMTP Server. mail
Fort Mumber: 25
Sender:
[0 Enable SMTP Authentication
User Mame:
Passward:

I:‘ UUse 851 TLS secure connection
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Configure SMS Server

You can configure SMS server settings to send SMS messages from the NAS. The default SMS
service provider is Clickatell. You can add your own SMS service provider by selecting ‘Add SMS
Provider’ from the drop-down menu.

When you select ‘Add SMS service provider’, enter the name of the SMS provider and the URL
template text.

Note: You will not be able to receive the SMS properly if the URL template text entered does not
follow the standard of your SMS service provider.

CONFIGURE SMSC SERVER

Configure SMSC Server

You can configure the SMSC settings to send instant system alerts via the SMS service provided by the SMS provider,

SMS Service Provider | Clickatel Vi httpe e clickatell com

[CJEnable S5L Connection

SEL Port: 443
SMS Server Login Name ;

SMS Server Login Password :

SMS Senver APLID
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Alert Notification

You can select to receive instant SMS or email alert when a system error or warning occurs. Enter
the email address and mobile phone number to receive the alerts. Make sure you have entered the
correct SMTP server and the SMSC server settings. If you do not want to receive any alerts, select
‘No alert’ for both settings.

For more information, see herel342.

ALERT NOTIFICATION

Alert Notification
When a system event occurs, an alert email/SMS will be sent automatically.
Send systern arror alert by Mo alert v

Send system warming alert by i Mo alert »

E-mail Notification Settings
E-mail addrass 1:

E-mail address 2

[ SEND A TEST E-MAIL ]

MHote: The SMTP server must be configured first for alert mail deliveny.

SMS Motification Settings

Country Code: Afghanistan (+93) v
Cell Phone Mo, 1: +93

Cell Fhone Mo, 2 +93

[ SEND A TEST SMS MESSAGE ]

Mote: You must canfigure the SMEC server to be able to send ShS notification properly.

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 47

71.6

Power Management

You can restart or shut down the NAS, specify the behaviour of the NAS after a power recovery, and

set the schedule for automatic system power on/ off/ restart on this page.

Restart/ Shutdown

Restart or shut down the NAS immediately.
If you try to restart or turn off the NAS from the web-based interface or the LCD panel when a
remote replication job is in process, the NAS will prompt you to ignore the running replication job or

not.

Turn on the option ‘Postpone the restart/shutdown schedule when replication job is in process’ to
allow the scheduled system restart or shutdown to be carried out after a running replication job
completes. Otherwise, the NAS will ignore the running replication job and execute scheduled system

restart or shutdown.

Wake on LAN

Turn on this option to allow the users to power on the NAS remotely by Wake on LAN. Note that if
the power connection is physically removed (in other words, the power cable is unplugged) when the
NAS is turned off, Wake on LAN will not function whether or not the power supply is reconnected

afterwards.

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-

410U, and TS-419U.

Power resumption settings

Configure the NAS to resume to the previous power-on or power-off status, turn on or remain off

when the AC power resumes after a power outage.
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Power on/ power off/ restart schedule

You can select every day, weekdays, weekend, or any days of the week and set the time for
automatic system power on, power off, or restart. Weekdays stand for Monday to Friday; weekend

stands for Saturday and Sunday. Up to 15 schedules can be set.

Power Management (

Restart/ Shutdowmn

Execute system restartf shutdown immediately.

[ RESTART ][ SHUTDOWN ]

Configure Wake on LAN
O Enable
@ Disable

When the AC power resumes:
& Resume the server to the previous power-on or power-off status.
O Turn on the server automatically.

O The server should remain off,

Set power on/ power off/ restart schedule

[ Enable schedule
Postpone the restart'shutdown schedule when a replication job is in progress.

Shutdowen Draily 7 ] + -
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71.7 Network Recycle Bin

Network Recycle Bin

This function enables the files deleted on the shares of the NAS to be removed to Network Recycle
Bin to reserve the files temporarily. To turn on this function, select the option ‘Enable Network
Recycle Bin’ and click ‘Apply’. The NAS will create a network share named ‘Network Recycle Bin’
automatically.

Note that Network Recycle Bin only supports file deletion via SAMBA and AFP.

Empty Network Recycle Bin

To delete all the files in network recycle bin, click 'Empty Network Recycle Bin'.

Network Recycle Bin [

Metwork Recycle Bin

After enabling Metwork Recycle Bin, all the deleted files on the netwark folders of the MAS are moved to the "Metwork Recycle Bin"
netwark folder.

%! Enable Network Recyele Bin

Empty Network Recycle Bin

Click [EMPTY NETWORK RECYCLE BIN] to delete all the files in network recycle bin,
[ EMPTY NETWORK RECYCLE BIN ]
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7.1.8 Backup/ Restore Settings

Back up System Settings

To back up all the settings, including the user accounts, server name, network configuration and so

on, click ‘Backup’ and select to open or save the setting file.

Restore System Settings

To restore all the settings, click ‘Browse’ to select a previously saved setting file and click ‘Restore’.

Backup/Restore Settings

Backup System Settings

To backup all settings, including user accounts, server name and network configuration etc,, click [BACKUP] and selectto open or save

the setting file.
BACKUP

Restore System Settings

Torestore all settings, click [Browse...] to select a previously saved setting file and click [RESTORE] to confirm.

Browse..

RESTORE

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 51

719 System Logs

System Event Logs

The NAS can store 10,000 recent event logs, including warning, error, and information messages. If

the NAS does not correspond correctly, you can refer to the event logs for troubleshooting.

Tip: You can right click a log and delete the record.

System Logs

| SYSTEM EVENT LOGS ||

Allevents (v 0 Clear 'E) Save

iﬁdﬂﬁﬂ—

@  2010-05-12  12:28:710  admin
@  2010-05-12  12:20:88  admin
@ 2010-0512  12:20087  admin
@  2010-05-12 122057 admin
@  2010-05-12  12:20028  System
@  2010-05-12 121948 System
@  2010-05-12 121927 System
@  2010-05-12 1211835 admin
@ 2010-0512 121835 admin
@  2010-05-12 121835 admin

There are 10000 events. Display

10.8.12.44
10.8.12.44

10.8.12.44

10.8.12.44
127.0.01
127.0.01
127.0.01
10.8.12.44

10.8.12.44

10.8.12.44

lacalhost
localhost

localhost

[Securit] Metwark access protection enahled.
[TCPAR] DHCP server disabled.

[TCPAP] Changed configuration of network interfaces from
[STANDALCME] to [balance-rr]

[Port Trunking] Enabled.

Stop process uphpd.

Stop process upnpd.

Stop process upnpd.

[TCPAP] DHCP server digabled.

[TCPAP] Changed configuration of network interfaces from
[active-backup] to [STANDALCME]

[Port Trunking] Disahled.
1000

M4

|~

| ~
=
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System Connection Logs

The NAS supports recording HTTP, FTP, Telnet, SSH, AFP, NFS, SAMBA, and iSCSI connections.
Click ‘Options’ to select the connection type to be logged.
The file transfer performance can be slightly affected when this feature is turned on.

Tip: You can right click a log and select to delete the record or block the IP and select how long the
IP should be blocked.

| SYSTEM EVENT LOGS | | SYSTEM CONNECTION LOGS | | ON-LINE USERS | | SYSLOG |

EAII events "_.VE[E) Options ][9 Stop logaging ][0 Clear ][0 Save ]

2010-058-12 1223802 climnie 1ne12.44 localhost Ladin Ok
) ) Delete this record
There is 1 event. Disp[™ " & 4i 0 the Black st |PEHE.

Archive logs: Turn on this option to archive the connection logs. The NAS generates a csv file
automatically and saves it to a specified folder when the number of logs reaches the upper limit.

Connection Type

Select the connection type to be logged.

VI HTTP I FTP ] Talnet [v] 55H
Clarp [l sempa Lliscsl

[] ¥when the number of logs reaches 10,000, archive the connection logs and save the file in the
folder:

APPLY CANCEL
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On-line Users

The information of the on-line users connecting to the NAS by networking services is shown on this

page.

Tip: You can right click a log and select to disconnect the IP connection and block the IP.

ON-LINE USERS

Type Login date Login time | Users | Source IP Computer name Connhection type Accessed resources
@ 2010-05-12 12:34:24 rai 10812 30 rainh Samba Qmultimedia
Disconnect this connection
2010-05-12 12:34: Samhb Q di
@ Add o the block it armba SEBELEHI
@ 2010-05-12 12178 Disconnectthis connection and block the 1P HTTP Adrinistration
@ 2010-05-12 12:35:22 admin 10.812.44 -- FTF --

There are 4 events.

Syslog

Syslog is a standard for forwarding the log messages on an IP network. You can turn on this option
to save the event logs and connection logs to a remote syslog server.

S5YSLDG

Syslog Settings

Enable syslog

You can enahle this option to save the event logs and connection logs to a remote syslog server.
Syslog Server IP:

DR FPort: 514

Selectthe logs to record
System Event Logs

O System Connection Logs (You must enable systern connection logs to use this aption.)
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7.1.10 Firmware Update

Update Firmware by Web Administration Page

Firmware Upgrade
FIRMWARE UPGRADE

Firmware Upgrade

Current firmware version: 3.3.0 Build 0607 T

Before updating system firmware, please make sure the product model and firmware version are correct. Fallow the steps
helow to update firrmware:

1. Dowenload the release notes of the same version as the firmware from QMHAP website hitp:iwww.gnap.com/ Read
the release notes carefully to rmake sure you need to update the firmware.

2. Before updating systemn firmware, back up all disk data on the server to avoid any potential data loss during system
update.

3. Click the [Browse...] button to select the correct firmware image for systerm update. Click the [UPDATE SYSTEM]
button to update the firmare.

I Browsze..

Hote: Systerm update may take tens of seconds t0 several minutes to complete depending on the network connection status,
please wait patiently. The system will inform you when systerm update is completed.

[ UPDATE THE SYSTEM ]

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware version are

correct. Follow the steps below to update firmware:

Step 1: Download the release notes of the firmware from the QNAP website http://www.gnap.com.

Read the release notes carefully to make sure you need to update the firmware.

Step 2: Download the NAS firmware and unzip the IMG file to your computer.

Step 3: Before updating the system firmware, back up all the disk data on the server to avoid any

potential data loss during the system update.

Step 4: Click ‘Browse’ to select the correct firmware image for the system update. Click ‘Update
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System’ to update the firmware.

The system update may take tens of seconds to several minutes to complete depending on the
network connection status. Please wait patiently. The NAS will inform you when the system update
has completed.

© 2010 QNAP Systems, Inc. All Rights Reserved.



56

QNAP Online Software User Manual

Update Firmware by Finder

You can update the system firmware by QNAP Finder.

Firmware’ from the ‘Tools’ menu.

QAP Finder

Servers  Connect

Setkings

Tools Wyl

Map Metwiark Drive

Restark Setwver

Shut down Server

Remote Wake Up {Wake On LAN)

Search Mebwork Camera

IUpdate Firmware

Select a NAS model and choose ‘Update

Marre ef Type | MAC Address |
SL 1 a 00-E0-4C-77-11-AR
MWRACYTZ9 1 201 00-08-98-AC-97-1D
MASHFP1015 1 a 00-08-9B8-60-84-FH
MASACEERD 1 408 00-08-9B8-AC-8E-60
NP-.EACEECE 1 408 0ao- IIIE EIEI AC- EE CE
NACQEIETEIDFQ 10810, 251 1.1.E| 111IZ| MAC-300 00-08- EIEI G- EID Fa
IT-TS201 10810100 2460 TS-201 00-08-9B8-8A-73-41
IT-2049 1081017 211(0123Ty TS-804
Connect Configure Details

Refresh

00-08-9B-8C-99-57

Exit
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Login the NAS as a user with administrator access right.
Login Administrator [NASBC3E6F] X]

Administrator Name |admin

|

Administrator Password

] Cancel |

Browse and select the firmware for the NAS. Click ‘Start’ to update the system.
Update Firmware
Select the systerm firmware to be installed or updated to the system hard disk.

Fath of systern firmware image file:
C:ADocuments and SettingshAdministratorDesktophT3-119_20030313-2.1 .4.ij Browse. .. |

Firrmware Model: TS-119, Version: 2.1.4.

Sener Mame Model Mame | %ersion MAC Address Pro... | Status
MASBCIERF T5-1149 2.1.3(0305T) 00-03-9B-8C-3E-6F
< k4

v Lpdate all the senvers with the same moaodel number within the netwark

Start Cancel

Note: You can use Finder to update all the servers of the same model on the same local
network at the same time. Make sure you have administrator access to all the servers you want

to update.
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Live Update

Select 'Enable QNAP live update' to allow the NAS to automatically check if a new firmware version is

available for download from the Internet. If a new firmware is found, you will be notified after

logging in the NAS as an administrator.

You can click 'CHECK FOR UPDATE' to check if any firmware update is available.

Note that the NAS must be connected to the Internet for these features to work.

Firmware Upgrade
LIVE UPDATE

Live Update

Status: The latest update checkis finished at 20100658 11.27:53

Live Update Setting

CHECK FOR UPDATE ]

After enabling this service, the systerm will automatically check if a newer firmware version is available for download when

logging into the MNAS weh adminstration.

Enahle GMAP live update
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7.1.11 Restore to Factory Default

To reset all the settings to default, click ‘RESET'.

. Caution: When you press ‘RESET’ on this page, all the disk data, user accounts, network
-'-) shares, and system settings are cleared and restored to default. Make sure you have backed

up all the important data and system settings before resetting the NAS.

Restore to Factory Default

Restore to Factory Default
To reset all settings to default, click [RESET].

Caution: 'Yhen you press [RESET] on this page, all drive data, user accounts, networl: shares and system settings are cleared
and restored to default. Please make sure you have backed up all the impartant data and system settings before resetting the

MAS.
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7.2 Disk Management

Volume Management[60h
RAID Management[6
HDD SMART/6R
Encrypted File System[7dY
iSCSI[7TA

Virtual Disk[108

7.21 Volume Management

This page shows the model, size, and current status of the HDD on the NAS. You can format and
check the HDD, and scan bad blocks on the HDD. When the HDD has been formatted, the NAS will
create the following default share folders:

Public: Share folder for file sharing by everyone

¢ Qdownload/ Download*: The default share folder for Download Station.

e Qmultimedia/ Multimedia*: The default share folder for Multimedia Station.

e Qusb/ Usb*: The default share folder for data copy function via the USB ports.
Qweb/ Web*: The default share folder for Web Server.

Qrecordings/ Recordings*: The default share folder for Surveillance Station.

*TS-259/ TS-459/ TS-659/ TS-859 series only.

Note: The default share folders are created on the first disk volume and the directory cannot be
changed.
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Volume Management 2

Single Disk Volume

o= RAID 1 Mirroring Disk Volume
! i ! Create single disk volumeds). é‘; Create mirraring diskwalume(s).

—y pry  RAID O Striping Disk Yolume JBOD Linear Disk Yolume
Create one striping diskvolume. Create one linear disk valume.

Current Disk Yolume Configuration : Physical Disks

Bad Blocks SMART
Scan Information

Dirive 1 Seagate ST3160318A5 CC44 149.05 GB Ready SCAN HOW GOOD
Drrive 2 Seagate ST31603184A5 CC44 149.05 GB Ready SCAH HOW GOOD

Mote that if vou are gaing to install a hard drive fnew or used) which has never heen installed on the MAS before, the hard drive will be
farmatted and paritioned avtomatically and all the disk data will be cleared.

Disk Model Capacity Status

Current Disk Yolume Configuration ; Logical Yolumes

Volume File System Total Size Free Size Status

Mitroring Disk Valume: Drive 1 2 EXT3 145.24 GB 112.86 GB Ready =

[ FORMAT NOW ][ CHECKNOW][ REMOVE Now]

Disk Configuration Applied NAS Models
Single disk volume All models

RAID 1, JBOD (just a bunch of disks) 2-bay models or above
RAID 5, RAID 6, RAID 5+hot spare 4-bay models or above
RAID 6+hot spare 5-bay models or above

© 2010 QNAP Systems, Inc. All Rights Reserved.



62 QNAP Online Software User Manual

Single Disk Volume

Each HDD is used as a standalone disk. If a
HDD is damaged, all the data will be lost.

JBOD (Just a bunch of disks)

JBOD

JBOD is a collection of HDD that does not
offer any RAID protection. The data are
written to the physical disks sequentially.
The total storage capacity equals to the sum
of the capacity of all member HDD.

éééﬁ

Disk 1 Disk 2
RAID 0 Striping Disk Volume RAID O
RAID 0 (striping disk) combines 2 or more striping

HDD into one larger volume. The data is
written to the HDD without any parity

information and no redundancy is offered.

The disk capacity equals the number of HDD Block A1 Block A2
in the array times the size of the smallest Block A3 Block A4
HDD. Block A5 Block A6
Block A7 Block A8
Disk 1 Disk 2
RAID 1 Mirroring Disk Volume RAID 1
RAID 1 duplicates the data between two HDD mirroring

to provide disk mirroring. To create a RAID
1 array, a minimum of 2 HDD are required.

Block Al
Block A2
Block A3 Block A3
Block A4 Block A4
Disk 1 Disk 2

Block Al
Block A2

FEE
A
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RAID 5 Disk Volume RAID 5

parity across disks

The data are striped across all the HDD in a

RAID 5 array. The parity information is
distributed and stored across each HDD. If a

=

member HDD fails, the array enters Block Al Block A2 Block A3

degraded mode. After installing a new HDD Block B1 Block B2 Block B3
to replace the failed one, the data can be w
rebuilt from other member drives that Block D1 Block D2
contain the parity information. Disk 1 Disk 2 Disk 3 Disk 4

To create a RAID 5 disk volume, a minimum
of 3 HDD are required.

The storage capacity of a RAID 5 array
equals (N-1). N is the total number of HDD
members in the array.

RAID 6 Disk Volume RAID 6

arity across disks
The data are striped across all the HDD in a party

RAID 6 array. RAID 6 differs from RAID 5
that a second set of parity information is

daa-

stored across the member drives in the Block A1 Block A2

array. It tolerates failure of two drives Block B1 Parity Bg Parity Bp Block B2
HDD.

To create a RAID 6 disk volume, a minimum Block D1 Block D2

of 4 hard disks are required. The storage Disk1 Disk 2 Disk 3 Disk 4

capacity of a RAID 6 array equals (N-2). N
is the total number of HDD members in the

array.
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RAID Management

*Online RAID capacity expansion, online RAID level migration, and RAID recovery are not supported
by one-bay NAS models and TS-210.

You can perform RAID capacity expansion (RAID 1/ 5/ 6), RAID level migration (single disk/ RAID 1/
RAID 5), or configure the spare HDD (RAID 5/ 6) with the data retained.

Bitmap improves the time for RAID rebuilding after an unexpected error, or removing or re-adding a
member HDD of the RAID configuration. If an array has a bitmap, the member HDD can be
removed and re-added and only blocks changes since the removal (as recorded in the bitmap) will

be re-synchronized.

Note: Bitmap support is only available for RAID 1, 5, and 6.

RAID Recovery: When the NAS is configured as RAID 5 (or RAID 6) and 2 (or 3) HDD are uplugged
from the server accidentally, you can plug in the same HDD into the same drive slots and click

‘Recover’ to recover the volume status from ‘Not active’ to ‘Degraded mode’.

If the disk volume is configured as RAID 0 or JBOD and one or more of the HDD members are
disconnected, you can use this function to recover the volume status from ‘Not active’ to ‘Normal’.

The disk volume can be used normally after successful recovery.

Note: If the disconnected drive member is damaged, the RAID recovery function will not work.

For more information about online RAID capacity expansion and online RAID level migration, see

hereB5h.

RAID Management 2

This function enables capacity expansion, RAID configuration migration ar spare drive configuration with the ariginal drive data reserved.
Mote: Make sure you have read the instructions carefully and wou fully understand the correct operation procedure before using this function.

Current Disk Yolume Configuration

Yolume Total Size Bitmap Status Description

The operation(s) you can execute:

. . . s -y
I Mirraring Disk Yalume: Drive 1 2 145624 GH Mo Ready = - Expand capacity

EXPAND CAPACITY ADD HARD DRIVE MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER
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Standard RAID 5| QNAP RAID 5 Standard RAID 6 | QNAP RAID 6
Degraded mode N-1 N-1 N-1 & N-2 N-1 & N-2
Read Only N/A N-1, bad blocks N/A N-2, bad blocks
Protection (for found in the found in the
immediate data surviving HDD of surviving HDD of
backup & HDD the array. the array.
replacement)
RAID Recovery N/A If re-plugging in N/A If re- plugging in
(RAID Status: Not all original HDD to all original HDD to
Active) the NAS and they the NAS and they
can be spun up, can be spun up,
identified, identified,
accessed, and the accessed, and the
HDD superblock is HDD superblock is
not damaged. not damaged).
RAID Crash N-2 N-2 failed HDD N-3 N-3 and any of

and any of the
remaining HDD
cannot be spun
up/ identified/

accessed.

the remaining
HDD cannot be
spun up/
identified/
accessed.

N = Number of hard disk drives (HDD) in the array
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The NAS supports the following actions according to the number of HDD and disk configurations
supported. Please refer to the following table for the details.

Original Disk New Disk
Configuration No. of New HDD |[Action Configuration *
* No. of HDD No. of HDD
RAID 5 * 3 1 Add HDD member RAID 5 * 4
RAID 5 * 3 2 Add HDD member RAID 5 * 5
RAID 5 * 3 3 Add HDD member RAID 5 * 6
RAID 5 * 3 4 Add HDD member RAID 5 * 7
RAID 5 * 3 5 Add HDD member RAID 5 * 8
RAID 5 * 4 1 Add HDD member RAID 5 * 5
RAID 5 * 4 2 Add HDD member RAID 5 * 6
RAID 5 * 4 3 Add HDD member RAID 5 * 7
RAID 5 * 4 4 Add HDD member RAID 5 * 8
RAID 5 * 5 1 Add HDD member RAID 5 * 6
RAID 5 * 5 2 Add HDD member RAID 5 * 7
RAID 5 * 5 3 Add HDD member RAID 5 * 8
RAID 5 * 6 1 Add HDD member RAID 5 * 7
RAID 5 * 6 2 Add HDD member RAID 5 * 8
RAID 5 * 7 1 Add HDD member RAID 5 * 8
RAID 6 * 4 1 Add HDD member RAID 6 * 5
RAID 6 * 4 2 Add HDD member RAID 6 * 6
RAID 6 * 4 3 Add HDD member RAID 6 * 7
RAID 6 * 4 4 Add HDD member RAID 6 * 8
RAID 6 * 5 1 Add HDD member RAID 6 * 6
RAID 6 * 5 2 Add HDD member RAID 6 * 7
RAID 6 * 5 3 Add HDD member RAID 6 * 8
RAID 6 * 6 1 Add HDD member RAID 6 * 7
RAID 6 * 6 2 Add HDD member RAID 6 * 8
RAID 6 * 7 1 Add HDD member RAID 6 * 8
RAID 1 * 2 1 Online F{AID capacity RAID 1 * 2
expansion
RAID § * 3 1 Online F{AID capacity RAID 5 * 3
expansion
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Online RAID capacity
RAID 5 * 4 1 RAID 5 * 4
expansion
Online RAID capacity
RAID 5 * 5 1 RAID 5 * 5
expansion
Online RAID capacity
RAID 5 * 6 1 RAID 5 * 6
expansion
Online RAID capacity
RAID 5 * 7 1 ) RAID 5 * 7
expansion
Online RAID capacity
RAID 5 * 8 1 RAID 5 * 8
expansion
Online RAID capacity
RAID 6 * 4 1 ) RAID 6 * 4
expansion
Online RAID capacity
RAID 6 * 5 1 RAID 6 * 5
expansion
Online RAID capacity
RAID 6 * 6 1 ) RAID 6 * 6
expansion
Online RAID capacity
RAID 6 * 7 1 ) RAID 6 * 7
expansion
Online RAID capacity
RAID 6 * 8 1 ) RAID 6 * 8
expansion
Single * 1 1 Online RAID level migration |[RAID 1 * 2
Single * 1 2 Online RAID level migration [RAID 5 * 3
Single * 1 3 Online RAID level migration |[RAID 5 * 4
Single * 1 4 Online RAID level migration [RAID 5 * 5
Single * 1 5 Online RAID level migration [RAID 5 * 6
Single * 1 6 Online RAID level migration |[RAID 5 * 7
Single * 1 7 Online RAID level migration [RAID 5 * 8
Single * 1 3 Online RAID Level Migration [RAID 6 * 4
Single * 1 4 Online RAID level migration [RAID 6 * 5
Single * 1 5 Online RAID level migration |[RAID 6 * 6
Single * 1 6 Online RAID level migration [RAID 6 * 7
Single * 1 7 Online RAID level migration |[RAID 6 * 8
RAID 1 * 2 1 Online RAID level migration [RAID 5 * 3
RAID 1 * 2 2 Online RAID level migration [RAID 5 * 4
RAID 1 * 2 3 Online RAID level migration |[RAID 5 * 5
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RAID 1 * 2 4 Online RAID level migration |RAID 5 * 6
RAID 1 * 2 5 Online RAID level migration |RAID 5 * 7
RAID 1 * 2 6 Online RAID level migration |RAID 5 * 8
RAID 1 * 2 2 Online RAID level migration |RAID 6 * 4
RAID 1 * 2 3 Online RAID level migration |RAID 6 * 5
RAID 1 * 2 4 Online RAID level migration |RAID 6 * 6
RAID 1 * 2 Online RAID level migration |RAID 6 * 7
RAID 1 * 2 6 Online RAID level migration |RAID 6 * 8
RAID 5 * 3 1 Online RAID level migration |RAID 6 * 4
RAID 5 * 3 2 Online RAID level migration |RAID 6 * 5
RAID 5 * 3 3 Online RAID level migration |RAID 6 * 6
RAID 5 * 3 4 Online RAID level migration |RAID 6 * 7
RAID 5 * 3 5 Online RAID level migration |RAID 6 * 8
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723 HDD SMART

You can monitor the HDD health, temperature, and the usage status by HDD S.M.A.R.T. (Self-
Monitoring Analysis and Reporting Technology).

You can view the following information of each HDD on the NAS.

Field Description

Summary Display the HDD S.M.A.R.T. summary and the latest test result.

Hard disk Display the HDD details, for example, model, serial humber, HDD capacity.

information

SMART Display the HDD S.M.A.R.T. information. Any items that the values are lower

information than the threshold are regarded as abnormal.

Test Perform quick or complete HDD S.M.A.R.T. test.

Settings Configure temperature alarm. When the HDD temperature is over the preset
values, the NAS records the error logs.
You can also set the quick and complete test schedule. The latest test result is
shown on the Summary page.

HDD SMART 2

Manitar hard disk health, temperature, and usage status by the hard disk S.MART. mechanism.
Select Hard Disk  Disk 1 »

SUMMARY
Summary
Good Hard Disk Model Seagate ST3160318A5 CC44
Mo errors were detected on the Drive Capacity 144.05 GB
hard disk. vour hard disk should Hard Drive Health Good

be cperating properly.
Hard Drive Temperature 36 90 w

Test Time
Test Result Mot tested
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7.24 Encrypted File System

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-
410U, and TS-419U.

You can manage the encrypted disk volumes on the NAS on this page. Each encrypted disk volume
is locked by a particular key. The encrypted volume can be unlocked by the following methods:
e Encryption Password: Enter the encryption password to unlock the disk volume. The default
password is ‘admin’. The password must be 8-16 characters long. Symbols (! @ # $ % ™ & * ()
= ?) are supported.
e Encryption Key File: You can upload the encryption file to the server to unlock the disk volume.
The key can be downloaded from ‘Encryption Key Management’ page after you have unlocked the

disk volume successfully.

The data encryption functions may not be available in accordance to the legislative restrictions of

some countries.

Disk Yolume Encryption Management e

Yolume Total Size Status Action

Mirraring Disk Yolume: Drive 1 2 14524 GB Unlocked [ ENCRYPTION KEY MANAGEMENT ]
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725 iSCSI

The NAS supports built-in iISCSI service for server clustering and virtualized environments.

iSCSI Target Management

The NAS supports built-in iSCSI service. To use this function, follow the steps below:

1. Install an iSCSI initiator on your computer (Windows PC, Mac, or Linux).

2. Enable iSCSI Target Service on the NAS and create a new iSCSI target.

3. Run the iSCSI initiator and connect to the iSCSI target (NAS).

4. After successful logon, format the iISCSI target (disk volume). You can start to use the disk
volume on the NAS as a virtual drive on your computer.

In between the relationship of your computer and the storage device, your computer is called an
initiator because it initiates the connection to the device, which is called a target.

Note: It is suggested NOT to connect to the same iSCSI target with two different clients (iISCSI
initiators) at the same time, because this may lead to data damage or disk damage.

© 2010 QNAP Systems, Inc. All Rights Reserved.



72 QNAP Online Software User Manual

The description below applies to non Intel-based NAS or Intel-based NAS models running firmware
prior to version 3.2.0 only.

Non Intel-based NAS refers to TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-
410U, TS-419U. Intel-based NAS refers to TS-239 Pro, TS-239 Pro II, TS-259 Pro, SS-439 Pro, TS-
439 Pro, TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-
659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

Follow the steps below to create iISCSI targets and LUN on the NAS.

A logical unit number (LUN) will be created for each iSCSI target you create. A maximum of 4
targets and 4 LUNs can be created.

Under the tab 'iISCSI TARGET LIST’, click ‘Create New iSCSI Target'.

iSCSI Configuration

| ISCSI TARGET ” ISCSI TARGET LIST

iSCSI Target List

& Create New iSCSI Target

I —— ) I e e i S

Enter the information required. Specify the target name. Specify the volume on which the iSCSI
target will be created on and the size of the target, also whether or not to pre-allocate the disk
space.

Create New iSCSI Target

iSCSI Target Profile

Target Mame:; imytarget

iIZCEl Target 1QM: ign.2004-04 com.gnap:ts-21%iscsi.mytarget. 8cdd0o

i5CSI Target LUN

[~ Allocate the disk space now @

Volume: [single Disk: Drive 1 [+ Free Size:913GB

Capacity, -~
J
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Enter the CHAP authentication settings (optional) if your NAS is located on a public or untrusted

network. If you enter the user name and password settings under ‘CHAP’ only, only the iSCSI target

authenticates the initiator. In other words, the initiators have to enter the user name password to

connect to the target.

Mutual CHAP: Turn on this option for two-way authentication between the iSCSI target and the

initiator. The target authenticates the initiator using the first set of user name and password. The

initiator authenticates the target using the ‘Mutual CHAP’ settings.

Field

User name limitation

Password limitation

Use CHAP
authentication

The only valid characters are 0-9,
a-z, A-Z
Maximum length: 256 characters

The only valid characters are 0-9,
a-z, A-Z
Maximum length: 12-16

characters
Mutual CHAP e The only valid characters are 0-9, The only valid characters are 0-9,
a-z, A-Z, : (colon), . (dot), and - a-z, A-Z, : (colon), . (dot), and -
(dash) (dash)
e Maximum length: 12-16 Maximum length: 12-16
characters characters
Type
(= Mone
(~ CHAP
User Mame: (&~Z a~z, 0~9)
Fassword (4~Z, a~z, 0~9)
Re-enter Password:
[~ Mutual CHAP
Initiator Mame: (A&~Z a~z, 0~9)
FPassward (A~Z a~z, 0~8)

Fe-enter Fass

word:

CRC/Checksum (optional)

[~ Data

Digest

[ Header Digest
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Upon successful creation the iSCSI target will be shown on the iSCSI Target List.

iSCSI Configuration

| ISCSI TARGET | | ISCSI TARGET LIST

iSCSI Target List

i Create New iSCSI Target

ign.2004-04 com.gnap:ts-21%:iscsi.mytarget. 8cddoo 10.00 GB Offline @

Select the option ‘Enable iSCSI Target Service’ under the tab 'iSCSI TARGET' and click ‘Apply’. The
iSCSI target will become ready.

| PORTAL MANAGEMENT | | TARGET MANAGEMENT |

i5CSI Portal
'7 Enable iSCSI Target Senvice |

iSCSI Service Part:

[ EnableishMs

ISMS Server IP:
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iSCSI Quick Configuration Wizard

The description below applies to Intel-based NAS models running firmware version 3.2.0 or later
only.

Intel-based NAS refers to TS-239 Pro, TS-239 Pro II, TS-259 Pro, SS-439 Pro, TS-439 Pro, TS-439
Pro II, TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-659 Pro, SS-839
Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

A maximum of 256 iSCSI targets and LUNs can be created. For example, if you create 100 targets
on the NAS, the maximum number of LUNs you can create is 156. Multiple LUNs can be created for
each target. However, the maximum number of concurrent connections to the iISCSI targets
supported by the NAS varies depending on your network infrastructure and the application

performance. Too many concurrent connections may slow down the performance of the NAS.

Follow the steps below to configure the iISCSI target service on the NAS.
1. Under the ‘Portal Management’ tab enable iSCSI target service. Apply the settings.

Home > Disk Management == iSCST Welcome admin | Logout

iSCSI Configuration [
| PORTAL MANAGEMENT | | |

iSCSI Portal

Enable IS0 Target Service
iSCSl Service Port 3 i

O Enable isng
ISMES Server IP:

2. Next, go to the ‘Target Management’ tab and create iSCSI targets on the NAS. If you have not
created any iSCSI targets, the Quick Installation Wizard will show up and prompt you to create
iSCSI targets and LUN (Logical unit number). Click ‘OK’.
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3. Select to create an iSCSI target with a mapped LUN, an iSCSI target only, or an iSCSI LUN

only. Click ‘Next'.

Quick Configuration Wizard

QNAP

TURBDO MAS

iSCSI Quick Configuration Wizard

['want to create
LONNT=Te=] Targetwith a mapped LUMN

{ i3CSl Target only
£ ISCSILUN only

4. Create iSCSI target with a mapped LUN:

Click 'Next'.

iSCSI Quick Configuration Wizard

QNRAP

TUREBDO MNAS

Step 1 of 6

iSCSI Quick Configuration Wizard

This wizard will guide you through the following settings -
* Create an iSCSl target.
* Create an iSCSI LUMN and map it to the target.
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5.

Enter the target name and target alias. You may check the options 'Data Digest' and/or

'Header Digest' (optional). These are the parameters that the iSCSI initiator will be verified
when it attempts to connect to the iSCSI target.

iSCS| Quick Configuration Wizard

QNRAP

TURBDO MNAS

Step 2 of 6

Create New iSCSI Target

iISCEl Target Profile

Target Mame:  targetd

iSCEl Target ign.2004-04 com.gnapits-
|20 309:iscsitarget0l . 8a000f

Target Alias: target

CRCIChecksum (optional)
[~ Data Digest

[T HeaderDigest
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6. Enter the CHAP authentication settings. If you enter the user name and password settings
under 'Use CHAP authentication' only, only the iSCSI target authenticates the initiator, i.e. the
initiators have to enter the user name password settings here to access the target.

Mutual CHAP: Enable this option for two-way authentication between the iSCSI target and the
initiator. The target authenticates the initiator using the first set of user name and password. The
initiator authenticates the target using the 'Mutual CHAP' settings.

Field User name limitation Password limitation
Use CHAP e The only valid characters are 0-9,[ e The only valid characters are 0-9,
authentication a-z, A-Z a-z, A-Z

e Maximum length: 256 characters | e Maximum length: 12-16

characters
Mutual CHAP e The only valid characters are 0-9,| e The only valid characters are 0-9,
a-z, A-Z, : (colon), . (dot), and - a-z, A-Z, : (colon), . (dot), and -
(dash) (dash)
e Maximum length: 12-16 e Maximum length: 12-16
characters characters

iSCSI Quick Configuration Wizard

QNAP CHAP Authentication Settings

TURBDO MNAS

v Use CHAP authentication

User Mame: one2345
Password: sesssnsse
Re-enter Passward: sesssenee

v Mutual CHAP
Lser Mame; ddr11111

FPasswoord: ssesssses

Re-enter Passward:  essesssss

e e o e
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7. Create an iSCSI LUN.

An iSCSI LUN is a logical volume mapped to the iSCSI target. Select one of the following modes to

allocate the disk space to the LUN:

e Thin Provisioning: Select this option to allocate the disk space in a flexible manner. You can
allocate the disk space to the target anytime regardless of the current storage capacity available
on the NAS. Over-allocation is allowed since the storage capacity of the NAS can be expanded by
online RAID capacity expansion.

e Instant Allocation: Select this option to allocate the disk space to the LUN instantly. This option
guarantees the disk space assigned to the LUN but may take more time to create the LUN.

Enter the LUN name and specify the LUN location (disk volume on the NAS). Enter the capacity for
the LUN. Click ‘Next'.

iSCSI Quick Configuration Wizard

OQNAP Create an iSCSI LUN

TURBDO MAS

LUN Allocation: & Thin-Provisioning  © Instant Allocation @

LUM Mame: 0071

i

b

Capacity: ()
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8. Confirm the settings and click 'Next'.

iSCSI Quick Configuration Wizard

CQNAP Confirm Settings

TUREBDO MNAS
Target Name: target0l

Target IGN: iqn.2004-04 com.gnapts-209:iscsitarget0l . 2a000f7
Target Alias: target

Data Digest: Yes

Header Digest: Yes

CHAP awthentication: Mo

CHAP Username: one?345

Mutual CHAP authentication: Yes

Mutual CHAP Username: ddr11111

LUN Allocation: Thin-Provisioning
LUN Name: 001

Step 5 of 6

CANCEL

9. When the target and the LUN have been created, click ‘Finish’.

iSCSI Quick Configuration Wizard =l

QNRAP iSCSI Quick Configuration Wizard

TurRED MAS
Created successullyl

You can perform advance settings at the "TARGET MAMNAGEMERT"
and "ADVARNCE ACL" pade.
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10. The target and LUN are shown on the list under the ‘Target Management’ tab.

iSCEl Target List

E] 01 (ign.2004-04.com:ts-230;iscsitargetd1.8chete) Ready

|— id:0- 001 (1.00 GB) Enahled

Total: 1 | Display

entries per page. 4 4
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Create more LUN for a target (Intel-based NAS models running firmware
version 3.2.0 or later only)

You can create multiple LUN for an iSCSI target. Follow the steps below to create more LUN for an
iSCSI target.

1. Click ‘Quick Configuration Wizard’ under ‘Target Management'.

| PORTAL MANAGEMENT || TARGET MANAGEMENT || ADVANCED ACL |

Target Management

I QUICK CONFIGURATION WIZARD I Quick Configuration Wizard will assist you to create an ISCSI target and LUN
ISCEl Target List

01 (ign.2004-04.comits- 230:iscsitargetd1.8cheec)

Ready

Total: 1 | Display entries per page.

Un-Mapped iSCS1 LUM List

@ Delete | Total 0 | Dlspla\;

entries per page.

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 83

2. Select'iSCSI LUN only” and click ‘Next'.

Quick Configuration Wizard =il

QNAP iSCSI Quick Configuration Wizard

TUrRBD NAS
l'want to create

 iscsl Target with a mapped LU

" iSCSI Target only
% iSCSILURN only

3. Select the LUN allocation method. Enter the LUN name, select the LUN directory, and specify the
capacity for the LUN. Click ‘Next'.

iSCSI Quick Configuration Wizard e

QNAPR Create an iSCSI LUN

TUREBDO MAS
LUM Allocation: @ Thin-Provisioning ¢ Instant Allocation @
LUN Mame: 002

LLUIM Location: |IshareIHDEI_DATA * |Free Size: 281 . 6GH

Capacity: . 1 - GB
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4. Select the target to map the LUN to. You can also select not to map the LUN for now.

iSCSI Quick Configuration Wizard

QNRAP Map to Target (Optional)

TUREBDO MAS
" Do not rmap it to a target for now.

ign.2004-04 com.gnapts- E

C a 308:iscsi.a. 8a000f
s
3 tarmet | e arget Sa000T
e gamsenme

(]

5. Confirm the settings and click ‘Next'.

iSCSI Quick Configuration Wizard ol

QNRARP Confirm Settings

TUurREBD MAS
LUN Allocation: Thin-Provisiaoning
LUN Name: 002

LUN Location: ishareiHDB_DATA
LUN Capacity: 1GB

Map to Target: iqn. 2004-04 com.gnapis-809iscsitargetd 20007
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6. When the LUN has been created, click ‘Finish’ to exit the wizard.

iSCSI Quick Configuration Wizard

IJNFIF' Created successiialkyl
_ Yo can perform advance settings atthe "TARGET MAMNAGEMEMT"
TURBOD NAS and "ADVAMNCE ACL" page.

7. The LUNs created can be mapped to and unmapped from the iSCSI target anytime. You can
also unmap the LUN from a target and map it to another target.

Target Management

[ QUICK CONFIGURATION WIZARD ] Quick Configuration Wizard will assist you to create an ISCSI target and LURN.

ISCEI Target List

. 01 (ign.2004-04.comits-230:iscsi target01.8chcoie) Reaty
a 02 {ign.2004-04.comits-23%iscsitarget02.8chebc) Ready
Total: 2 | Display lnv entries per page. 4 4

Un-Mapped iSCSI LUMN List
] ooz 1GB N E

003 1 GB [0%]

i Delete | Total: 2 | Display

entries per page. 4 4
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Item Status Description
iSCSI target Ready The iSCSI target is ready but no initiator
has connected to it yet.
Connected The iSCSI target has been connected by an

initiator.

Disconnected

The iSCSI target has been disconnected

Offline The iSCSI target has been deactivated and
cannot be connected by the initiator.
LUN Enabled The LUN is active for connection and is
visible to authenticated initiators.
Disabled The LUN is inactive and is invisible to the

initiators.
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Button

Description

E

Deactivate a ready or connected target. Note that the connection from the initiators

will be removed.

Activate an offline target.

8|®

Modify the target settings: target alias, CHAP information, and checksum settings.
Modify the LUN settings: LUN allocation, name, disk volume directory, etc.

Delete an iSCSI target. All the connections will be removed.

Disable an LUN. All the connections will be removed.

Enable an LUN.

CHECHES

Unmap the LUN from the target. Note that you must disable the LUN first before
unmapping the LUN. When you click this button, the LUN will be moved to ‘Un-Mapped
iSCSI LUN List'.

®)

Map the LUN to an iSCSI target. This option is only available on the ‘Un-Mapped iSCSI
LUN List'.

()

View the connection status of an iSCSI target.
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Switch the mapping of LUN (Intel-based NAS models running firmware version
3.2.0 or later only)

Follow the steps below to switch the mapping of an LUN.

1. Select an LUN to unmap from an iSCSI target and click (Disable).

ISC5] Target List

[=] 01 (ign.2004-04.comts-239:iscsitarget01.8chcie)

L ig0-001 (10068) Enabled = E

2. Next, click @ (Unmap) to unmap the LUN. The LUN will appear on the Un-Mapped iSCSI LUN

List. Click @ (Map) to map the LUN to another target.

ISCS] Target List

E] 01 (ign.2004-04.com:ts-23%scsitarget01.8chcbi)

Ready
L ig0- 001 (1.00 58y Disabled @
02 {ign.2004-04.com:ts-239iiscsitargetd2.8chechc)

Ready @

Total: 2 | Display ¢ entries per page.

Un-Mapped iSCSI LUM List
[ ooz @
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3. Select the target to map the LUN to and click ‘Apply’.

Map LUN to Target - 001
- allen iqn.2004-04 com.gnap:ts-809iscsiallen.8a000f E

o david iqn.2004-04 com.gnap:ts-809:iscsirrr. 820007

. target iqn.2004-04 com.gnap:ts-809iscsitarget0l Sa000f

[]

APPLY CANCEL

4. The LUN is mapped to the target.

ISCSl Target List

01 {ign.2004-04.com:ts-239%iscsitargetl1.8chebc) Ready

L id:0- 002 {1.00 GBY Enabled

After creating the iSCSI targets and LUN on the NAS, you can use the iSCSI initiator installed on
your computer (Windows PC, Mac, or Linux) to connect to the iSCSI targets and LUN and use the
disk volumes as the virtual drives on your computer.
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Connect to the iSCSI targets by Microsoft iSCSI initiator on Windows

Before you start to use the iSCSI target service, make sure you have created an iSCSI target with a
LUN on the NAS and installed the correct iSCSI initiator for your OS.

iSCSI initiator on Windows

Microsoft iISCSI Software Initiator v2.07 is an official application for Windows OS 2003, XP, and 2000
to allow users to implement an external iSCSI storage array over the network. If you are using
Windows Vista or Windows Server 2008, Microsoft iSCSI Software Initiator is included. For more
information and the download location, visit:
http://www.microsoft.com/downloads/details.aspx?familyid=12cb3cl1a-15d6-4585-b385-
befd1319f825&displaylang=en

Start iISCSI initiator from ‘Control Panel’ > ‘Administrative Tools’. Under the ‘Discovery’ tab click
‘Add Portal’. Enter the NAS IP and the port number for the iISCSI service.

5 H-|.':Iisrt:|:|‘».m=rTalrt_:lar:ft Portal | X h

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dhdk:
the Advanced button,

IP address or DNS name:

Port: (Default is 3260.)

ToM |192.188.0.10 3260
Adwvanced. .. 0K Cancel "
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The available iISCSI targets and their status will then be shown under the ‘Targets’ tab. Select the
target you wish to connect then click ‘Connect’.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Cornect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Conmect.

Target: Quick Connect.. |
Discovered targets

Mame Status

igr. 2004-04. com:NAS:5CSL lun1.BAZ7AD Connected

ign. 200-4-04. com:NAS:SCSL. mytarget. B9 274D

To connect using advanced options, select a target and then
diick Connect.

To completely disconnect a target, select the target and Fr—
then didk Disconnect.

For target properties, induding configuration of sessions, : Properties.
select the target and dick Properties, =

For configuration of devices assodated with a target, select
the target and then dick Devices, _
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You may click ‘Advanced’ to specify the logon information if you have configured the authentication

otherwise simply click ‘*OK’ to continue.

“Connect To Target

Target name:

ian. 200348, com:NAS:SCSLmytarget, BA27AD

Add this connection to the list of Favarite Targets.

l#

This will make the system automatically attempt to restore the

connection every time this computer restarts.

[] Enable mult-path

Ok

Cancel

Upon successful logon, the status of the target now shows ‘Connected’.

LA

Marne

ign., 2004-04, com:MAS:SCSILIun 1. BS27AD
ign. 2004-04, com:MAS:HSCSI.mytarget.B927AD

Status

Connected
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After the target has been connected Windows will detect its presence and treat it as if there was a
new hard disk drive has been added which needs to be initialized and formatted before we can use
it. Right-click ‘My Computer’ > ‘Manage’ to open the ‘Computer Management’ window then go to
‘Disk Management’ and a window should pop-up automatically asking whether you want to initialize
the newly found hard drive. Click ‘OK’ then format this drive as normally you would when adding a

new disk.
-
M Computes Management
| File Action View Help
4] o (gl
& Computer Management (Local|| Volurne Layout | Type | File System | Status
2 Systern Tools [C:) Simple Basic NTFS Healthy (System, Boot, Page File, Active C
Task Schedule 25060 (D Simple  Basic MTFS Healthy (Primary Partition
Event Viewer 250G-1 (E Simple Basic MTFS Healthy (Logical Drive
Shared Falders SCSLLUML (G:) Simple Basic NTFS Healthy (Prirmary Partition

'You must intialize a disk before Logical Disk Manager can access it.
Servires and Apphication: . _‘.’-e*act:ﬁks:
' ~mn o | [WEDsk 3

g Dick Managemnent

Use the following pariition style for the selected disks:

@ MBR (Master Boot Record)
() GPT (GUID Partition Takble)

Mote: The GPT pariition style is not recognized by all previous vensions of
Windows. K ig recommended for disks largerthan 2TB, or disks used on
kanium-based computers.

ok ||l Cancel |
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After disk initialization and formatting, the new drive is attached to your PC. You can now use this
iSCSI target as a regular disk partition.

File Action View Help

«=5 | 7EHERX S & x B

& Computer Management (Local|| Volume | Layout | Type | File System | Status
4 ff} System Tools o () Simple Basic NTFS Healthy (System, Boot, Page File, Activ
G} Task Scheduler 25060 (D:) Simple Basic NTFS Heazlthy (Primary Partition)
iél Event Viewer == 250G-1 (E:) Simple Basic MTFS Healthy (Logical Drive)
, @) Shared Folders iSCSLLUMI (G:) ' ' ' it

& Local Users and Groups | ||=* My i5CSI Target (F] Simple
i (Ki) Perfformance
gy Device Manager
a (=2 Storage

=¥ Disk Management

Basic Healthy (Primary Partition

1 | [

= - S —=IDisk 0
» o »ervices and Applications Basic 250G-0 (D2 2506-1 (£
23289 GB 3000 GE NTF5 182,88 GB NTFS
Online Healthy (Primary Partition, § | Healthy (Logical Drive)

CIDisk 1 I

Basic [[a3]
455._?6 GB 465.76 GB NTF53
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primarny

4IDisk 2 T —]

Basic ISCSI_LUNL (G:)
Mm GB 2048.00 GB NTF3
Online Healthy (Primary Partition)
—=Disk 3
Basic My i5CS1 Target (F:)
lﬂm GB 10.00 GB NTF3
Online Healthy (Primary Partition)
. T + || l Unallocated [l Primary partition [l Extended partition [l Free space [l Logical drive
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Connect to the iSCSI targets by Xtend SAN iSCSI Initiator on Mac OS

This section shows you how to use Xtend SAN iSCSI Initiator on Mac OS to add the iSCSI target
(QNAP NAS) as an extra partition. Before you start to use the iSCSI target service, make sure you
have created an iSCSI target with a LUN on the NAS and installed the correct iSCSI initiator for your
0sS.

About Xtend SAN iSCSI initiator

ATTO's Xtend SAN iSCSI Initiator for Mac OS X allows Mac users to utilize and benefit from iSCSI. It
is compatible with Mac OS X 10.4.x to 10.6.x. For more information, please visit: http://www.
attotech.com/products/product.php?sku=INIT-MAC0-001

After installing Xtend SAN iSCSI initiator, you can find it in 'Applications’.

-

~ [ uninstaller

¥ DEVICES M i .
2} Macintosh HD (3 iwork ‘09 Sl =5 iend san
5 iDisk @ jDownloader  Xtend_SAN.. tallLog.log
& 2 ||| = Komodo Edit
L WMware Fusion 2 & mal

¥ SHARED & Microsoft Messenger
& 17217215 2 || '8 movist
& 172.17.22.93 & || & Nally
' [(AFFIL il Notes
= sAMEA) [0 Paragon MTFS for Mac QS X Mame Xtend SAN
= samsa I Photo Booth Kind Apglication

A& Preview Size 1.9 ME on disk
S SUODCmA 2] @ QuickTime Player Created 5/31/10 12:24 PM
IS 2593270K(AFF) @ safar Modified 5/31/10 12:28 PM
& ... B screenFlow Last opened Today 3:10 PM
Wersion 3.25

¥ PLACES (5] 5“\"9?
nnasldnp n Stickies ( More infa... )
HM WAl Stuffit [S

e §

£« Applications G Team\Viewer
[ Documents 7 TextEdit
(& oropbox @ Time Machine

¥ SEARCH FOR B8 utlities N
(L) Today Y vMware Fusion "
L) Vasen oo, b ! Xtend SAN En ] "
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Click the 'Discover Targets' tab, you can either choose 'Discover by DNS/IP' or 'Discover by iSNS'
according to the network topology. In this example, we will use the IP address to discover the iSCSI

targets.
806 ATTO ISCS! Mac Initiator--Xtend SAN
Hosts [Initiator - Discover Targets |

L W - MacBook-Pro. local

( Discover by DNS/IP |  ( Discover by iSNS )

Discovered Targets

Add Clear
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Follow the screen instructions and enter the server address, iSCSI target port number (default:
3260), and CHAP information (if applicable). Click 'Finish' to retrieve the target list after all the data

have been entered correctly.

Discover Targets

Configure the static discovery. '2

Address: 10.8.12.111

Port: 3260
[CHAP

Target User Mame:

Target Secret:

Initiator User Mame:

Initiator Secret

Mutual Authentication:

james
Iiii.‘..#.ﬁit ]
=

( Finish-) ( Cancel )
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All the available iISCSI targets on the NAS will be shown. Select the target you would like to connect
and click 'Add'.

[Initiator - Discover Targets |

( Discoverby DNS/IP )  { Discover by iSNS )
Discovered Targets

iqn.2004-04.com.qnap:ts-4 39proii:iscsi forvista.be 2 32
igqn.2004-04.com.qnap:ts-4 39proii:iscsi.vdd.be2 3f2
ign.2004-04.com.qnap:ts-4 39proii:iscsi.formac.be2 32

_ Add [ Clear
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You can configure the connection properties of the selected iSCSI target in the 'Setup' tab.

AL LT 10 iSCS51 Mac Initiat v S8
Hosts [Setp~ Status  LUNs |

v B Jw-MacBook-Pro.local

[=Riqn. 2004 -04.com.qnap;ts- Mame: ign.2004-04.com.qnap:ts-439proiiziscsi.formac.be23f2

Alias:

Parts
Network Node Visible Auto Login

10.8.12.111:3260

( parameters ) ( Security ) ( Save ) [ Remove )
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Click the 'Status' tab, select the target to connect. Then click 'Login' to proceed.

800 ATTO iSCSI Mac Initiator--Xtend SAN

Hosts ["Setup -~ Status| LUNs |
v Bl )W-MacBook-Pro.local

L=iqn. 2004 -04.com.qnap:ts-

Mame: ign.2004-04.com.gnap:ts-439proiiiscsi.formac.be2 3f2

Alias:

Ports
Hetwork Mode Sratus Auto Login

10.8.12.111:3260 Not Connected es |

Login Logout Parameters
ATTO
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The first time you logon to the iISCSI target, a popup message will be shown to remind you the disk
is not initialized. Click 'Initialize..." to format the disk. You can also open the 'Disk Utilities'
application to do the initialization.

Disk Insertion
The disk you inserted was mot readable by this computer,

(wnivalize.. 3 (_gnore ) (= Giect)

You can now use the iSCSI target as an external drive on your Mac.

& 5 D T 4 = (=} (Charged) Thu

Macintosh HD -

ATTO

1SCSl

MyiSCsl1
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Connect to the iSCSI targets by Open-iSCSI Initiator on Ubuntu Linux

This section shows you how to use Linux Open-iSCSI Initiator on Ubuntu to add the iSCSI target
(QNAP NAS) as an extra partition. Before you start to use the iSCSI target service, make sure you
have created an iSCSI target with a LUN on the NAS and installed the correct iSCSI initiator for your
0sS.

About Linux Open-iSCSI Initiator

The Linux Open-iSCSI Initiator is a built-in package in Ubuntu 8.04 LTS (or later). You can connect
to an iISCSI volume at a shell prompt with just a few commands. More information about Ubuntu is
available at http://www.ubuntu.com/ and for information and download location of Open-iSCSI,
please visit: http://www.open-iscsi.org/

Before you start
Install the open-iscsi package. The package is also known as the Linux Open-iSCSI Initiator.

# sudo apt-get install open-iscsi

Now follow the steps below to connect to an iSCSI target (QNAP NAS) with Linux Open-iSCSI
Initiator.

You may need to modify the iscsid.conf for CHAP logon information, such as node.session.auth.
username & node.session.auth.password.

# vi /etc/iscsi/iscsid.conf

Save and close the file, then restart the open-iscsi service.
# /etc/init.d/open-iscsi restart

Discover the iSCSI targets on a specific host (the QNAP NAS in this example), for example,
10.8.12.31 with default port 3260.
# iscsiadm -m discovery -t sendtargets -p 10.8.12.31:3260

Check the available iISCSI node(s) to connect.
# iscsiadm -m node

** You can delete the node(s) you don’t want to connect to when the service is on with the following
command:
# iscsiadm -m node --op delete --targetname THE_TARGET_IQN

Restart open-iscsi to login all the available nodes.
# /etc/init.d/open-iscsi restart

You should be able to see the login message as below: Login session [iface: default, target:
iqn.2004-04.com:NAS:iSCSI.ForUbuntu.B9281B, portal: 10.8.12.31,3260] [ OK ]
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Check the device status with dmesg.
# dmesg | tail

Enter the following command to create a partition, /dev/sdb is the device name.
# fdisk /dev/sdb

Format the partition.
# mkfs.ext3 /dev/sdb1l

Mount the file system.
# mkdir /mnt/iscsi

# mount /dev/sdb1 /mnt/iscsi/

You can test the I/O speed using the following command.
# hdparm -tT /dev/sdb1l

Below are some ‘iscsiadm’ related commands.
Discover the targets on the host:
# iscsiadm -m discovery --type sendtargets --portal HOST_IP

Login a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --login

Logout a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --logout

Delete a Target:
# iscsiadm -m node --op delete --targetname THE_TARGET_IQN
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ADVANCED ACL

The description below applies to Intel-based NAS models running firmware version 3.2.0 or later
only.

Intel-based NAS refers to TS-239 Pro, TS-239 Pro II, TS-259 Pro, SS-439 Pro, TS-439 Pro, TS-439
Pro II, TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-659 Pro, SS-839
Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

You can create LUN masking policy to configure the permission of the iSCSI initiators which attempt
to access the LUN mapped to the iSCSI targets on the NAS. To use this feature, click ‘Add a Policy’

under ‘ADVANCED ACL'.

LUN Masking

& connected ISCSI initiatar is authenticated by Target ACL and LUN Masking in order to access the iISCSI LUNs mapped o the
ISCSI targets on the MAS. (For detailed instructions, please click here)

LLIM Masking Policy List | & &dd a Policy |
I | Policy Name Lo]}] | Action ‘
Default Policy
l@ Delete | Total: 1 | Display 10 s entries per page. 4 4 1 I b M
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Enter the policy name, the initiator IQN, and assign the access right for each LUN created on the
NAS.

e Read-only: The connected initiator can only read the data from the LUN.

e Read/Write: The connected initiator has read and write access right to the LUN.

e Deny Access: The LUN is invisible to the connected initiator.

Define the LUIN Masking policy for the initiator you input below.

Palicy Marme: reinh
Initiatar 1GIM: ign.1981-05 com.microsaftreink
aao s o I
001 i " r
g0z s o I
abh i iy o
[]

APPLY
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If no LUN masking policy is specified for a connected iSCSI initiator, the default policy will be
applied. The system default policy allows read and write access from all the connected iSCSI

=
initiators. You can click (Edit) on the LUN masking list to edit the default policy.

Note: Make sure you have created at least one LUN on the NAS before editing the default LUN
policy.

LUN Masking

A connected ISCSI initiator is authenticated by Target ACL and LUN Masking in order to access the ISCSI LUNs mapped to the
ISCSI targets on the NAS, (For detailed instructions, please click here)

LUMN Masking Policy List

L bdd a Palicy
] Policy Name 10N ‘ Action
Default Policy

l@ Dielete | Total: 1 | Display 10 entries per page. 4 4 1 I B M

© 2010 QNAP Systems, Inc. All Rights Reserved.




Server Administration 107

Hint: How do I find the initiator IQN?
Start Microsoft iSCSI initiator and click 'General'. You can find the IQN of the initiator as shown

below.

15CS1 Initiator, Properties

General |Disc1:uver_l,l Targets | Persistent Targetz | Bound Yolumes/Devices

The i5C5| protocol uses the fallowing information o uniquely

E: idenhify thiz inhiator and authenticate targets.

[nitiatar Made Mame: iqn. 1997 -05. cam. microsaft mercun-po

T rename the initiator node, click Change.

To authenticate targets using CHAP, click Secret to
Secret

zpecify a CHAP secret,

To configurs IPSec Tunnel Mode addresses, click

Turnel Tunnel

Ok, ]| Cancel |
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7.2.6 Virtual Disk

You can use this function to add the iSCSI targets of other QNAP NAS or storage servers to the NAS
as the virtual disks for storage capacity expansion. The NAS supports maximum 8 virtual disks.

Virtual Disk e

3 add wirtual Disk

Mo virual disk available.

To add a virtual disk to the NAS, make sure an iSCSI target has been created. Click ‘Add Virtual
Disk’.

Virtual Disk (2

<3 add wirtual Disk |

Mo virtual disk available.

Enter the target server IP and port number (default: 3260). Click ‘Get Remote Disk’. If
authentication is required, enter the user name and the password. Then, click ‘Apply’.

Add Virtual Disk e

Add Virtual Disk

Target Server IP; A0 & 10 ¢ 39 port 3260

[ GET REMOTE DISK ]

Remate Disk Device [y i

. 2004-04, com.gnap: S5-239: 551, test, A4

[T authentication
I lzer Marme:;

Passwiord:
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Click to format the virtual disk.

Virtual Disk a
[ wirtualDiski Unknown 1024 MB Unrnounted 5]

When the status of the virtual disk is ‘Ready’, you can start to use the virtual disk as a disk volume
of the NAS.
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Access Right Management

The files on the NAS can be shared among multiple users. For easier management and better

control of users’ access right, you have to organize the users, user groups, and their access right

control.

Users[118

User Groups[T13
Share Folders[118)
Quotafi3d

Users

The NAS has created the following users by default:

e admin

By default, the administrator ‘admin’ has access right to the system administration and cannot be

deleted.
e guest

This is a built-in user and will not be displayed on the ‘User Management’ page. A guest does not

belong to any user group. The login password is ‘guest’.

e anonymous

This is a built-in user and will not be shown on the ‘User Management’ page. When you connect to

the server by FTP, you can use this name to login.

The number of users you can create on the NAS varies according to the NAS models. See the table

below for more details:

Maximum number of users

NAS models

1,024 TS-110, TS-210
2,048 TS-119, TS-219, TS-219P, TS-410
4,096 TS-419P, TS-410U, TS-419U, TS-239 Pro, TS-239 Pro II, TS-

259 Pro, SS-439 Pro, TS-439 Pro, TS-439 Pro 11,
TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP,
TS-509 Pro, TS-639 Pro, TS-659 Pro, SS-839 Pro,
TS-859 Pro, TS-809 Pro, TS-809U-RP

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 111

The following information is required to create a new user:
e User name
The user name must not exceed 32 characters. Itis case-insensitive and supports double-byte
characters, such as Chinese, Japanese, and Korean. The invalid characters are listed below:
YNNI T =, F2 >

e Password

The password is case-sensitive and supports maximum 16 characters. Itis recommended to use
a password of at least 6 characters.

Users €

[Local Users s | ' [ 1mport Users |[ & Create a New User || € Create Muttiple Users |

[~ | admin

| @ Delete | Total: 1| Display [10 | entries per page.
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Import User

You can import multiple user accounts to the NAS with this feature. To import multiple users, follow
the steps below:
1. Click ‘Import Users’.

Users €

|L0cal Users ; | & mport Users ][ & Create a New User |[ & Create Muttiple Users |

sami ....

QDeIete Total: 1 | Display 10 | entries per page. 4 4

N

2. Select the option ‘Overwrite duplicate users’ if you want to replace the existing users.

3. Select the file of users and click ‘Next'.

QNAP Import Users

TURBO MAS

You can impart multiple users and their settings ta the MAS with
this function. For detailed instructions, please refer to online help.

[T Overwrite duplicate users

Browze...

Step 1 of 3

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 113

4. A list of imported users will be shown. Abnormal or incorrect entries will be skipped. Click
‘Next'.

Import User Presigw

User Name Password Cuota Group Name | Status

test test 2000 test --

userl uzerdl 2000 test -

userd? Userd? 2000 test --

userdl Uzerd3 Mo limit test -

u=erdd userdd 2000 test --

userds uzerds 2000 test -

-- userdg 2000 test FPlease enter Uzer Mame.
userdy Userdy 2000 test -

Step 2 of 3

5. The imported user accounts will be shown.

Users E

|L0ca| Users  |w| [ € 1mport Users |[ & Create a New User || ¥ Create Muttiple Users |

admin LIEEYE)
| test - LICIEIE)
I~ | user01 -
™ | user02 -
™ | usero3 -
™ | usero4 -
™ | userds -

l@ Delete I Total: 7 | Display entries per page.

N
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The NAS supports importing user accounts from txt or csv files. To create a list of user accounts

with these file types, follow the steps below.

txt

1. Open a new file with a text editor.

2. Enter a user’s information in the following order and separate them by ',”: Username, Password,

Quota (MB), Group Name

3. Go to the next line and repeat the previous step to create another user account. Each line

indicates one user's information.

4. Save the file in UTF-8 encoding if it contains double-byte characters.

An example is shown as below. Note that if the quota is left empty, the user will have no limitin

using the disk space of the NAS.

I Book1.csv - Notepad
File Edit Format Wiew Help

COX

test,test, 2000,test
userQl,user0l, 2000,test
userQ2,user02, 2000,test
user03,user03, ,test
usero4,user04, 2000, test
user05,user05, 2000, test

csv (Excel)

1. Open a new file with Excel.
2. Enter a user's information in the same row in the following order:
Column A: Username
Column B: Password
Column C: Quota(MB)
Column D: Group name
3. Go to the next row and repeat the previous step to create another user account. Each row
indicates one user's information. Save the file in csv format.
4.

Open the csv file with Notepad and save it in UTF-8 encoding if it contains double-byte
characters.

An example is shown as below:

a | B | o | D

test test 2000 test
usertl uzertl 2000 test
nger(ls uzer(s 2000 test
userl3 usert3 test
userld userd 2000 test
userls userts 2000 test
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7.3.2 User Groups

A user group is a collection of users with the same access right to the files or folders. The NAS has
created the following user groups by default:
e administrators
All the members in this group have the administration right of the NAS. You cannot delete this
group.
e everyone

All the registered users belong to everyone group. You cannot delete this group.

The number of user groups you can create on the NAS varies according to the NAS models. See the
table below for more details:

Maximum number of user groups [NAS models

128 TS-110, TS-210
256 TS-119, TS-219, TS-219P, TS-410
512 TS-419P, TS-410U, TS-419U, TS-239 Pro, TS-239 Pro II,

TS-259 Pro, SS-439 Pro, TS-439 Pro, TS-439 Pro 1I, TS-
439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509 Pro, TS-
639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro,
TS-809U-RP

A group name must not exceed 256 characters. It is case-insensitive and supports double-byte
characters, such as Chinese, Japanese, and Korean, except the following ones:

YNTT =42 < >0
User Groups €
Local Groups s Q 1\3 Create a User GFDUDJ
] |Gruup Name | Action
administrators
EVENONE
[0 test
| @ Delete | Total: 3 | Display (10 | entries per page. M 4 1 91 B M
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Share Folders

Share Folders

You can create different network share folders for various types of files, and assign different access

rights to the users or user groups.

The number of share folders you can create on the NAS varies according to the NAS models. See

the table below for more details:

Maximum number of share folders

NAS models

256

TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410

512

TS-419P, TS-410U, TS-419U, TS-239 Pro, TS-239 Pro
II, TS-259 Pro, SS-439 Pro, TS-439 Pro, TS-439 Pro 11,
TS-439U-SP/RP, TS-459 Pro, TS-459U-SP/RP, TS-509
Pro, TS-639 Pro, TS-659 Pro, SS-839 Pro, TS-859 Pro,
TS-809 Pro, TS-809U-RP

On the share folder list, you can view the current data size, number of sub-folders and files created

in the network share, and the folder status (hidden or not).

Share Folders E
SHARE FOLDERS ||

Shares Q | ‘& Mews Share Folder || 43 Restore Default Netwark Shares |

[] | Folder Hame Size Folders ‘ Files ‘ Hidden ‘ Action
Download 29,58 MB 28 33 Mo (7] (23] (ves) () (R
Multimedia 19.87 GB 346 3984 No EBERERE
Network Recycle Bin 1 13.45 KB 4 2 Mo
Public 5.49 GB 1446 18453 Mo
Recordings 26 45 KB 19 2 No EBERERE
Ush 13.45 KB 4 2 No EBERERE
Wb 21.06 MB 36 1076 No

O root 170.08 GB 2973 B4813 Mo

|@ Delete | Total: 8 | Display 10 v entries per page. I 4 L.t » M
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To create a share folder, click 'New Share Folder'.

Shares

| & Mew Share Folder | < Restore Default Network Shares ]

Download 9,58 MB EE R

Multimedia 19.87 GB 348 3994 Mo (2)(2) () [@][R)

Metwork Recycle Bin 1 13.45KB 4 T Mo
Public 5.48 6B 1446 18453 Mo
Recordings 25,45 KB 19 T Mo
Ush 13.45 KB 4 2 Mo
ek 21.06 MB 36 1076 Mo

O root 170.08 GB 2973 64813 Mo

Toal 1 Display 10 s PR S TRTY

Click 'Next'.

Create A Share Folder a

QONAP Create a Share Folder

TuUREBDO MNAS

This wizard guides you through the following settings:

® Share Folder Settings
* Privilege

To continue, click MNext. To exit, click Cancel.

Step 1 of 7
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Enter the share folder settings.

e Folder name: Enter the share folder name. The share folder name does not support'/ \ [ ] : ;

| =, + *?2 < >""

e Hide Folder: Select to hide the folder or not in Microsoft Networking. When a folder is hidden, you
have to enter the complete directory \\NAS_IP\folder_name to access the folder.

e Lock file (oplocks): Opportunistic locking is a Windows mechanism for the client to place an
opportunistic lock (oplock) on a file residing on a server in order to cache the data locally for
improved performance. Oplocks is enabled by default for everyday usage. For networks that
require multiple users concurrently accessing the same file such as a database, oplocks should be
disabled.

e Path: Specify the path of the folder or select to let the NAS specify the path automatically.

e Description: Enter an optional description of the folder.

Create A Share Folder oA

QNAP Share Folder Settings

TUREBDO MAS
Folder Name: test @
Disk Yolume: Ehﬂirrnring Diskvolume: Drive 1 2 » |
Hide Folder: Oves ® No i ]
Lock file (oplocks): ®ves O Mo
Path: @'Speciﬂr path autormatically

lC}Enterpath rmanually

Description:

Step 2af7 BACK. NEXT CANCEL
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Select the way you want to specify the access right to the folder and specify the guest access right.

Create A Share Feolder

QNAP Privilege

TURBDO MAS
You can select one of the following methods to configure the user
access right to the network share folder:

) Full access (Grant full access right for everyone)
® By zar

O By User Group

O Qnly the systermn administrator (admind has full access. General
users have Read Onby access,

Guest Access Right:
® Deny Access O Read arnly O Readirite

Step 3of 7

BACK HEXT CANCEL
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If you select to specify the access right by user or user group, you can select to grant read only,
read/write, or deny access to the users or user groups.

Create A Share Folder L]

Access Control (By User)

@ Total: 7 a1 g (bl
User Name | Read onhy | Read\write | Deny Access
admin O O
test ] ]
useri O ] ]
userl2 ] Ol
userl3 ] ]
userdd ] ]
userls ] ]

Step 4 of 7 BACK NEXT CANCEL
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Confirm the settings and click 'Next'.

Create A Share Folder oA

QNRAP Confirm Settings
TUREBDO NAS
Folder Hame: test
Hide Folder: Mo
Lock file {oplocks): Yes
Path: Mirraring Disk Yolume: Drive 1 2 jtest
Description:
Access right: By Llser
Access UserUser Group: admin, test, user02, user03, userld,

userda ..

Step 6 of 7 BACK NEXT CANCEL
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Click 'Finish' to complete the setup.

Create A Share Folder L]

QNRAPR

TURBO MNAS

Step ¥ aof ¥

Setup complete

The newy share folder has been created successiully.

Click AINISH to exit.
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To delete a share folder, select the folder checkbox and click 'Delete'. You can select the option

'Also delete the data in these folder(s)' to delete the folder and the files in it. If you select not to

delete the folder data, the data will be retained in the NAS.

name again to access the data.

SHARE FOLDERS

You can create a folder of the same

g
[ Files | Hidden ‘
\ Allthe selected share falder(s) will he removed. Are

yal sure? 33 Mo

[l siso delete the data in these folderts). 3854 Mo

e o r—r 16459 Mo
Recordings 2545 kB 19 2 [i[a]

Ush 1345 KB 4 2 Mo

Weh 21.06 MB 26 1076 Mo

root 170.08 GB 2873 4813 Mo
Total: 8 | Display 10 »: entries per page. 4

Bre Folder || €3 Restare Default Metwork Shares |

EEEES]
ParmeR)
EEEES]
ZameR)
EEEES]
ParmeR)
EEEES]
EEIEH R

1080 B

© 2010 QNAP Systems, Inc. All Rights Reserved.



124 QNAP Online Software User Manual

ISO Share Folders

You can mount the ISO image files on the NAS as ISO share folders and access the contents without
disc burning. The NAS supports mounting up to 256 ISO share folders.

*TS-110, TS-119, TS-210, TS-219, TS-219P, and TS-410 support maximum 256 network share
folders only. Therefore, the maximum number of ISO image files supported by these models is less
than 256.

Follow the steps below to mount an ISO file on the NAS by the web interface.

1.  Login the NAS as an administrator. Go to 'Share Folders' > 'ISO SHARE FOLDERS'. Click
'Mount An ISO File'.

Share Folders

| SHARE FOLDERS | ‘ IS0 SHARE FOLDERS || FOLDER AGGREGATIOMN |

150 Shares

| & mourit an 150 Fie |

l:l—-_-__
w Tntal 0 | Display @

2. Select an ISO image file on the NAS. Click 'Next'.

Create An ISO Share Folder L]

QNAP Choose An ISO Image File

TURBDO MAS

This wizard guides you through the following settings:

® |50 Share Folder Settings
* Privilege
Source |30 Image File: testlSOF_TSCD_858910_20100514,

Hote: Only 150 imaoe files will he listed.

Step 1 of 7 HEXT CANCEL
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3. The image file will be mounted as a share folder of the NAS. Enter the folder name.

Create An ISO Share Folder o

QOQNAP ISO Share Folder Settings

TURBDO NAS

Folder Name: [MAS]

Hide Folder: O yas @ pjp @
Description: |

Step 2 of 7
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4.  Specify the access rights of the NAS users or user groups to the share folder. You can also

select 'Deny Access' or 'Read only' for the guest access right. Click 'Next'.

aNApP Privilege

TURBDO MNAS

You can select one ofthe following methods to configure the user
access right to the network share folder:

® Grant read-only access right for administrators only
O By User

O By User Group

Guest Access Right
® Deny Access ) Read anly

Step 2 of 7

BACK HEXT CANCEL
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5.  Confirm the settings and click 'Next'.

Create An ISO Share Folder o

(] == Confirm Settings

TurREDO MNAS
Folder Hame: MAS
Hide Folder: Mo
Path: IMNAS
Description:

— Grant read-anly access right for
S ULELE administrators anly
Access UserUser Group:
Step B of 7

6. Click 'Finish'.

Create An IS0 Share Folder &

QNRAP Setup complete

TurRBDO NAS
The new share folder has been created successiully.
Click FINISH to exit.

© 2010 QNAP Systems, Inc. All Rights Reserved.



128 QNAP Online Software User Manual

7.  After mounting the image file, you can specify the access rights of the users over different
network protocols such as SMB, AFP, NFS, and WebDAV by clicking the icons in the 'Action’
column.

| SHARE FOLDERS | ‘ IS0 SHARE FOLDERS ‘ | FOLDER. AGGREGATION |

IS0 Shares | & Mount An 150 File |

l:.—__--_
429,94 MB No E B [EE

! antries per page.

Total: 1 | Display |

The NAS supports mounting ISO image files by Web File Manager, see here[178 for more information.
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Folder Aggregation

You can aggregate the share folders on Microsoft network as a portal folder on the NAS and let the

NAS users access the share folders through your NAS. Up to 10 share folders can be linked to a
portal folder.

Note: This function is supported only in Microsoft networking service.

To use this function, follow the steps below.

1. Enable folder aggregation.

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER AGGREGATION

Folder Aggregation

Enahle Folder Aggregatian

Enahle this function will allow you to aggregate all shared folders in local network into a " portal folder™ in your NAS.

Folder Aggregation is for Microsoft Metworkf Sarmba Service OMLY.

Folder Aggregation List

| & Create & Portal Folder || € Importf Expart Folder Tree |

2. Click ‘Create A Portal Folder’.

Folder Aggregation List

| & create & Portal Folder || € irmpcrty Export Folder Tres |
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3. Enter the portal folder name. Select to hide the folder or not, and enter an optional comment
for the portal folder.

Create A Portal Folder a2

ONAP Create A Portal Folder
TurRBDO NAS
Folder Name Shares| @
Hide Folder: O ves & g @
Comment:

Step 1 of1
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4. Click (Link Configuration) and enter the remote folder settings. Make sure the share

folders are open for public access.

Note: If there is permission control on the share folders, you need to join the NAS and the remote

servers to the same AD domain.

Folder Aggregation List

[@ Create & Paortal Folder ][@ Irnpartf Export Folder Tree ]

.EJ

Shares

@ Delets

Remote Folder Link L]

Fermote Folder Link

Fortal Falder Mame: Shares

Link Hame Host Hame Remote Share Folder
1 =ublic on 10812103 10812103 FPublic :
2 diaon 172.17.27 249 A7217.27 249 Media
4
5
6
7
8
9
10
Step 1 of1
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5. Upon successful connection, you can connect to the remote folders through the NAS.

¥ chares on 172.17.23.107
File Edit ‘iew Favorites Tools  Help .@'

eﬁack < .\) L% pSearch f-EL' Faolders v

Address | L \1172.17.23.107\shares

V| G0
Mame = Siz

[ChMedia on 172.17.27.249
[C3)Public on 10.8.12.103

File and Folder Tasks

Other Places

Details

< 1] ] > | |
0 bytes e Internet _:EI
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7.3.4 Quota

To allocate the disk volume efficiently, you can specify the quota that can be used by each user.

When this function is enabled and a user has reached the disk quota, the user cannot upload any

data to the server anymore. By default, no limitations are set for the users. You can modify the

following options:
e Enable quota for all users
e Quota size on each disk volume

Quota

Quota

Enable quota for all users

Quota size on the dis

Mote: Individual user quota size can be changed in Users - Quota Settings [Users |

After applying the changes, the quota settings will be shown.

specified location.

| Local Users % | ]

Click 'GENERATE' to generate a quota
settings file in CSV format. After the file has been generated, click 'DOWNLOAD' to save it to your

Mirroring Disk Volume: Drive 1 2 V|

admin
test
userd1
user02
userd3
user04
userls

guest

Total: 8 | Display entries per page.

[ GENERATE ] [ DOWNLOAD ]

Mote: 2010_05_12_Local_User_Quota_Welumel.csvis ready to be downloaded.

1.95 GB
195 GB
1.95 GB
1.95 GB
1.95 GB
195 GB
1.95 GB

167 MB
ome
amMe
amMe
onMe
amMe
amMe
amMe

Mo size limitation
Available1.95 GB
Ayailable1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB

R
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Network Services

Microsoft Networking[133
Apple Networking[13%

NFS Service[148)

FTP Service[143

Telnet/ SSH4%

SNMP Settings[14®)

Web Server[143)

Network Service Discovery 173
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7.41 Microsoft Networking

Enable file service for Microsoft networking: If you are using Microsoft Windows, turn on this option
so that you can access the files on the network share folders. Assign a workgroup name.

Microsoft Networking [

MICROSOFT NETWORKING

Microsoft Networking

Enahble file service for Microsoft networking

@ standalone Server
Server Description (Optional): MAS Server
Workgroup: A5

O aD Domain Member (For detailed instructions, please click here)
Server Description (Optional):
Comain MetBIOs Mame:
AD Server Mame:
Domain:
Organization Unit (Optionaly:
Domain Administrator Usermame:

Daomain Administrator Passward:
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Standalone Server
Use local users for user authentication.

AD Domain Member
The NAS supports Windows AD (Active Directory) to provide quick and direct import of the user
accounts to the existing AD server available on your network. This function helps you save the time
and effort on creating the user accounts and passwords and lowers the IT maintenance cost by
automatic configuration procedure.
e Server Description
Describe the NAS for the users to identify the server. To use the NAS on the Microsoft Windows
0S, you must enable Microsoft Network Services.
e Workgroup
Specify the workgroup the NAS belongs to. The workgroup is a computer group unit on Microsoft
Windows network for network sharing.
e AD Server Name
Enter the name of the AD server when the AD domain is selected for authentication.
e Domain Name
The name of Microsoft domain. When you select AD domain, you must enter the domain name,

the login user name, and the password.

For the information of joining the NAS to Active Directory, see here[303,
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Advanced Options

| ADYANCED OPTIONS

Advanced Options
[ Enable WiNG server
[T uze the specified WINS server
WINS server IP address: 0 .o .0 .o
Local Master Browser
O annow anly WTLMy2 authentication.
Mame Resolve Priority © DMS anly (%
Lagin style: DOMAIMUISERMNAME instead of DOMAIMN+USERMNAME for FTR, AFF, &'Web File Manager

Automatically register in DRE

WINS server

If the local network has a WINS server installed, specify the IP address. The NAS will automatically
register its name and IP address with WINS service. If you have a WINS server on your network
and want to use this server, enter the WINS server IP. Do not turn on this option if you are not sure
about the settings.

Local Domain Master

A Domain Master Browser is responsible for collecting and recording resources and services
available for each PC on the network or a workgroup of Windows. When you find the waiting time
for connecting to the Network Neighborhood/ My Network Places too long, it may be caused by
failure of an existing master browser or a missing master browser on the network. If there is no
master browser on your network, select the option ‘Domain Master’ to configure the NAS as the

master browser. Do not turn on this option if you are not sure about the settings.

Allow only NTLMv2 authentication

NTLMv2 stands for NT LAN Manager version 2. When this option is turned on, login to the shared
folders by Microsoft Networking will be allowed only with NTLMv2 authentication. If the option is
turned off, NTLM (NT LAN Manager) will be used by default and NTLMv2 can be negotiated by the
client. The default setting is disabled.
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Name resolution priority

You can select to use DNS server or WINS server to resolve client host names from IP addresses.
When you set up your NAS to use a WINS server or to be a WINS server, you can choose to use
DNS or WINS first for name resolution. When WINS is enabled, the default setting is "Try WINS then
DNS'. Otherwise, DNS will be used for name resolution by default.

Login style: DOMAIN\USERNAME instead of DOMAIN+USERNAME for FTP, AFP, and Web File Manager
In an Active Directory environment, the default login formats for the domain users are:

Windows shares: domain\username

FTP: domain+username

Web File Manager: domain+username

AFP: domain+username

When you turn on this option, the users can use the same login name format (domain\username) to
connect to the NAS via AFP, FTP, and Web File Manager.

Automatically register in DNS: When this option is turned on and the NAS is joined to an Active
Directory, the NAS will register itself automatically in the domain DNS server. This will create a DNS
host entry for the NAS in the DNS server. If the NAS IP is changed, the NAS will automatically
update the new IP in the DNS server.
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7.4.2 Apple Networking

To connect to the NAS from Mac, enable Apple Filing Protocol. If your AppleTalk network uses
extended networks and is assigned with multiple zones, assign a zone name to the NAS. If you do
not want to assign a network zone, enter an asterisk (*) to use the default setting. This setting is
disabled by default.

Apple Networking [

Apple Networking
Enable Apple Filing Protocal

Zone: ¥
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7.4.3 NFS Service

To connect to the NAS from Linux, enable NFS service.

NFS Service

MNFS Service
Enable NFS Senice

You can setthe allowed domain name and the access adtharity in Share Falder Management.
Click here to setthe NFS access right of the network share.

To configure the NFS access right to the share folders on the NAS, go to 'Access Right Management'
> 'Share Folders'. Click the NFS button on the 'Action' column.

Home == Access Right Management > Share Folders Welcome admin | Logout

Share Folders €

| SHARE FOLDERS || |

Shares | & New Share Folder || € Restore Default Network Shares |
l:i_—____
Netwark Recycle Bin 1 EEHR
Fublic 732.1 MB 20 5302 Mo EEERE
Qdownload 571.74KB B B Mo (&)@ (@)
amultimedia 312068 137 33966 ND EERRE
Qrecordings 4KB 0 0 Mo (&)([@)w) (@)
Qush 1KB 0 0 Mo () () ves ) (@)
aweh 1803 MB 813 5078 Mo (&)@ (@)
0 e 2218 GB 1442 211613 Yes (&)@ (@)
F | oot 721368 5434 67256 Mo (&) @) (@)

Total: 3 | Display -

entries per page.
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Specify the access right to the network share. If you select 'No limit' or 'Read only', you can specify

the IP address or domains that are allowed to connect to the share folder by NFS.

e No limit: Allow users to create, read, write, and delete files or folders in the network share and
any subdirectories.

e Read only: Allow users to read files in the network share and any subdirectories but they are not
allowed to write, create, or delete any files.

e Deny access: Deny all access to the network share.

NF5 Access Control

ONAR NFS Access Control

TurRBDO MNAS
You can setthe MFS access right of the network share.
Hetwork Share Name: Fublic

Access Right: Mo lirmit
Allowed IP Address or
10.8.12.12

Fead onky
Deny access

MHote: Please make sure the format vou enter is carrect. An incorrect
format can lead to access errr.

Step 1 of 1 APPLY CARCEL
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Connect to the NAS by NFS

On Linux, run the following command:
mount -t nfs <NAS IP>:/<Network Share Name> <Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link the network share
folder ‘public’ under the /mnt/pub directory, use the following command:
mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the ‘root’ user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to your shared files.
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744 FTP Service

When you turn on FTP service, you can specify the port number and the maximum number of users
that are allowed to connect to the NAS by FTP at the same time.

FTP Service

General

Enable FTP Serice

Protocol Type: FTP (standard)
CIFTP with SSLTLS (Explicit)
Fart Mumber: 21

LInicode Support Orves @ Mo
Enable Anonymous: Oves® No

Mote: [fyour FTP client does not support Unicode, please select"Mo” for Unicode Support and select 3 supported filename encoding
fram [Filename Encoding] under [General Settings] so that the folders and files on FTP can he properly shawen.

Connection
Maximum Mumber of all FTP connections: 20

Maxirmum Mumber of Connections For a Single Account. 10

[ Enable FTP transter limitation

Maximurm upload rate (KB/s): ] KB
Maximum download rate (KBIs). O KBIs
Advanced

Passive FTP Port Range: @ Usethe default portrange (55536 - SE55)
O Define port range: 55536 - 56539

¥ Respond with external IP address for passive FTP connection request

External IP address:

To use the FTP service of the NAS, enable this function. Open an IE browser and enter ftp://NAS IP.
Enter the user name and the password to login the FTP service.

Protocol Type

Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the correct protocol type in
your client FTP software to ensure successful connection.
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Unicode Support

Turn on or off the Unicode support. The default setting is No. If your FTP client does not support
Unicode, you are recommended to turn off this option and select the language you specify in
‘General Settings’ > ‘Language’ so that the file and folder names can be correctly shown. If your FTP
client supports Unicode, enable Unicode support for both your client and the NAS.

Anonymous Login

You can turn on this option to allow anonymous access to the NAS by FTP. The users can connect to
the files and folders which are open for public access. If this option is turned off, the users must
enter an authorized user name and password to connect to the server.

Passive FTP Port Range
You can use the default port range (55536-56559) or specify a port range larger than 1023. When
using this function, make sure you have opened the ports on your router or firewall.

FTP Transfer Limitation
Specify the maximum number of FTP connections, maximum connections of a single user account
and the maximum upload/ download rates of a single connection.

Respond with external IP address for passive FTP connection request

When passive FTP connection is in use, the FTP server (NAS) is behind a router, and a remote
computer cannot connect to the FTP server over the WAN, enable this function. When this option is
turned on, the NAS replies the IP address you specify or automatically detects the external IP
address so that the remote computer is able to connect to the FTP server.
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745 Telnet/ SSH

You can turn on this option to connect to the NAS by Telnet or SSH encrypted connection (only the
‘admin’ account can login remotely). You can use Telnet or SSH connection clients, for example,
putty for connection. Make sure you have opened the ports you specified on your router or firewall.

To use SFTP (known as SSH File Transfer Protocol or Secure File Transfer Protocol), make sure you
have turned on the option 'Allow SSH connection'.

Telnet / SSH (

Telnet / SSH

After enahling this aption, you can access this server via Telnet or 85H connection. (Only the account admin can login remotely.)
O Allow Telnet connection
Port Mumhber: 13131

Allow S5H connection
Fort Mumhber: 22
Enable SFTP
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SNMP Settings

You can enable SNMP (Simple Network Management Protocol) service on the NAS and enter the trap

address of the SNMP management stations (SNMP manager), for example, PC with SNMP software

installed. When an event, warning, or error occurs on the NAS, the NAS (SNMP agent) reports the

real-time alert to the SNMP management stations.

The fields are described as below:

Field

Description

SNMP Trap Level

Select the information to be sent to the SNMP management
stations.

Trap Address

The IP address of the SNMP manager. You can specify maximum 3

trap addresses.

SNMP MIB (Management

Information Base)

The MIB is a type of database in ASCII text format used to manage
the NAS in the SNMP network. The SNMP manager uses the MIB to
determine the values or understand the messages sent from the
agent (NAS) within the network. You can download the MIB and

view it with any word processor or text editor.

Community (SNMP V1/V2)

An SNMP community string is a text string that acts as a password.
It is used to authenticate messages that are sent between the
management station and the NAS. The community string is
included in every packet that is transmitted between the SNMP
manager and the SNMP agent.

SNMP V3

The NAS supports SNMP version 3. You can specify the

authentication and privacy settings if available.
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SNMP Settings (

SNVP

After enabling this service, the MAS will be able to report information via SMMP 10 the manading systems.
Enable SHMP Service

Fort Murmher: 161

SMMP Trap Level: O infarmation O wwaming O Errar

Trap &ddress 1;

Trap &ddress 2

Trap Address 3:

SMMP version: SMMP W1fv2 v

Community public

SNIVIP VIIB

To install the MIB to your managing systems, click [Download].

DOWNLOAD
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7.4.7 Web Server

Web Server[14d)
Virtual Hostl7h

7.4.71 Web Server

Web Server

The NAS enables you to upload the web pages and manage your own website easily by Web Server.
It also supports PHP and MySQL/ SQLite for you to establish an interactive website.

Web Server €
WEB SERYER

Web Server

After enabling this function, you can upload the webpage files to "Web" network share to publish your wehsite.
Enahle Weh Server i ]

Port Mumber: 20

register_glohals: O on @ of

[ Enanle Secure Connection (S50

Port 5081
Humber:

[ Enable webDav
Show service link on the login page

After enahling this service, click the following link to enter to Weh Server.

hitp:fi10.8.1 2. 46:80f

php.ini Maintenance

| php.ini Maintenance

The file php.ini is the systermn configuration file ofWWeh Server. After enabling this function, you can edit, upload ar restore this file. It
iz recommended to use the system default sefting.
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To use Web Server, follow the steps below.
1. Enable the service and enter the port number. The default number is 80.

2. Configure other settings:

e Configure register_globals
Select to enable or disable register_globals. The setting is disabled by default. When the

web program prompts you to enable php register_globals, enable this option. However, for
system security concern, it is recommended to turn this option off.

e php.ini Maintenance
Select the option ‘php.ini Maintenance’ and choose to upload, edit or restore php.ini.

Note: To use PHP mail(), go to ‘System Administration” > *Notification’ > ‘Configure SMTP

Server’ and configure the SMTP server settings.

e Secure Connection (SSL)
Enter the port number for SSL connection.

3. Upload the HTML files to the share folder (Qweb/ Web) on the NAS. The file index.html, index.
htm or index.php will be the home path of your web page.

4. You can access the web page you upload by entering http://NAS IP/ in the web browser. Note
that when Web Server is enabled, you have to enter http://NAS IP:8080 in your web browser to

access the login page of the NAS.
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WebDAV

WebDAV (Web-based Distributed Authoring and Versioning) is a set of extensions to the HTTP(S)
protocol that allows the users to edit and manage the files collaboratively on the remote World Wide
Web servers. After turning on this function, you can map the share folders of your NAS as the
network drives of a remote PC over the Internet. To edit the access right settings, go to ‘Access
Right Management’ > ‘Share Folders’ page.

To map a share folder on the NAS as a network drive of your PC, turn on WebDAV and follow the
steps below.

Go to ‘Access Right Management’ > Share Folders’ > ‘Share Folder’. Click the ‘WebDAV Access

Control’ button in the *Action’ column, and set the WebDAV access right of the users to the share
folders.

Share Folders E

| SHARE FOLDERS || |

- Shares [ © Mew Share Folder “@ Restare Default Network Shares |

Metwork Recycle Bin 1

Puhlic 7321 MB 20 5302
Qdownload 10.21 KB 1 4
Qmultimedia 3118 GB 4134 33889
Grecordings 4 KB i} i]
Qush 4 KB i} a
Qweh 4 KB i} a

Total: 7 | Display

entries per page.

Next, mount the network share folders of the NAS as the network shares on your operating systems
by WebDAV.
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Windows XP:

1. Right click ‘My Computer’ and select ‘Map Network Drive...

My Documents

Open
Explare
Search...
Manage

PL Scan for wiruses

Create Sharkouk
Delete
Fename

Properties

2. Click ‘Sign up for online storage or connect to a network server’.
Mapihetworkrive mi
Windows can help you connect to a shared netwaork Folder

and assign a drive letter to the connection so that vou can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou want ko connect to:

Drive: Yt

Example: 11iserverishare
Reconnect at logon

Conneck using a different user name,
Sign up For online storage o connect ko a

nekwork server,

< Back Finish Zancel
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3. Select'Choose another network location’.

you create an account. To just create a shorteut, click "Choose another network: location.*
Semvice providers:
MSN Communities

Share vour filez with otherz, ar store them for your personal uze.

| <Back || Nest> | [ Cancel |
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4. Enter the URL of your NAS with the share folder name. Note that you should put a ‘#’ key at
the end of the URL. Click ‘Next'.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME/#

What iz the address of this network place?

Type the address of the Web zite, FTP site, or network location that this shortout vall open.

://192.168.1.39/M

| <Back || New> | | Cancel

5. Enter the user name and password which has the WebDAV access right to connect to the share
folder.
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6. Type a name for this network place.

At \(Network Place Wizard|

‘Wwhat do you want to name thiz place?

Create a name for thiz shotcut that will help vou easily identify this network place:;
hitpc /41 92.168.1.39/MywiebDAY /4.

Tvpe a name for thiz netwok place:
Myw/ebDdW on 192.168.1.39

<Back || Newt> | [ Cancel
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7. The network place has been created and is ready to be used.
A o N etwo sl ace Wi Zand h.s

Completing the Add Network Place
Wizard

Yiou have successiully created this network place:

& shortout far this place will appear in My Metwark. Places,

Open thiz netwark, place when | click Finish.

To cloze this wizard, click Finizh.

Finish Elann:ei. ]

© 2010 QNAP Systems, Inc. All Rights Reserved.



156 QNAP Online Software User Manual

8. Now you can connect to this share folder anytime through WebDAV. A shortcut has also been

created in ‘My Network Places’.

i MyWebDAV on 192.168.1.39
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Windows Vista

If you are using Windows Vista, you might need to install the ‘Software Update for Web Folders
(KB907306)'. This update is for 32-bit Windows OS only. http://www.microsoft.com/downloads/
details.aspx?Familyld=17c36612-632e-4c04-9382-987622ed1d64&displaylang=en

1. Rightclick ‘*Computer’ and select ‘Map Network Drive..."

Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties
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2. Click ‘Connect to a Web site that you can use to store your documents and pictures’.

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive  [X -

Folder: |

Example: \\iserver\share

[¥] Reconnect at logon

Connect using a different user name.
| Connect to & Web site that you can use to store your documents and pictares. I

Finish
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3. Select'Choose a custom network location’.

Where do you want to create this network location?

Choose a custom network lacation
<ay, opecify the address of a website, network location, or FTP site.

| Net || cancel |
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4.  Enter the URL of your NAS with the share folder name.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME

Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open.

| Net || cancel

5. Enter the user name and password which has the WebDAV access right to connect to this share
folder.
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6. Type a name for this network location.

What do you want to name this location?

Create a name for this shortcut that will help you easily identify this network location:

http://10.812111/ MyWebDAV.

Type a name for this network location:
MyWebDAV@TS-509|
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7. The Web folder has been successfully created.

Completing the Add Network Location Wizard

You have successfully created this network location:

A shortout for this lecation will appear in Computer.

Open this network location when I elick Finish.

| Finish | | Cancel
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8. You can locate the web folder in the ‘Network Location’ section in ‘Computer’.

FSEEr properties gl Lininsta

Total Size Free Space

Devices with Removable Storage (B)
| Decuments

E Fictures ‘g DVD RW Dirive (E:) CD Drive (k)
ﬂ" Busic

& Recentty Changed ) :
=2 Remaovable Disk (F) =2~ Removable Disk (G:)
E Searches - .

J Public
Removable Disk (He) == Removable Disk (k)

o
MNetwork Lecation (3)
-~ Qmultimedia (\10812118) - QBackup-lames
qx e (010.812139) (&)
-

= by ebDAVETS-309

Felders :5;.

IW-PC Workgroup: WORKGROUP

| Precesson Inted(R) Pentiumi(R) D CPU 280GH:
| Memory: 300 GB
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9. You can connect to the share folder though this link via HTTP/WebDAV.

Mame Internet Address
“F TestingFeed  http://10.8.12.111/MyWebDAV/ Testing Feed.ml 624 Bytes

B Documents
B Pictures

n’ Music

Maore »
Folders
Bl Desktop

B w
Ji Public
1% Computer
&, Local Disk (C2)
= Local Disk (D)
g DVD RW Drive (E:)
== Removable Disk (F:) :
. Bermnahle Mick (51 - || RANL
1 itern
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Mac OS X

Follow the steps below to connect to your NAS via WebDAV on Mac OS X.
Client Operating System: Mac OS X Snow Leopard (10.6.1)

1. Open ‘Finder’ > ‘Connect to Server’, and enter the URL of the share folder.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME

| http://10.8.12.111/MyWebDAM J(+) (@~
Fawafite Sérwers:
(@ ( Remove [ Browse ) ( Conneer )

-

2. Enter the user name and password which has the WebDAV access right to connect to this share
folder.

Enter your name and password for the server
“10.8.12.111".

Connect as: () Guest
(0] Registered User

Name: James

Password: [-----| I

|| Remember this password in my keychain

(_ Cancel _} ( Connect )
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3. You can connect to the share folder through this link via HTTP/WebDAV.

£ ipisk | " Testing Feed.xml Taoday, 2:00 PM 1kB

¥ SLARCH FOR |
&) oday

(L) Past Week

(& A images |
(G Al Mewvies {
(i AN Doguments I

4. You can also find the mount point in the ‘SHARED' category in Finder and make it one of the
login items.

Note that the instructions above are based on Mac OS X 10.6, and can be applied to 10.4 or later.
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Ubuntu

Follow the steps below to connect to your NAS via WebDAV on Ubuntu.
Client Operating System: Ubuntu 9.10 Desktop

1. Open 'Places’ > ‘Connect to Server...”

3 Applications System W
|y Home Folder

Ol Desktop
H_-I"Dunlnmls

| Music

g Pictures

L Videos

] Downloads

& 4 E1 MonNov 2, 5:25PM () james

B computer
__ Floppy Drive

Em

Search for Files...

Recent Documents
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2. Select ‘WebDAV (HTTP)’ or ‘Secure WebDAV (HTTPS)’ for the Service type according to your
NAS settings and enter your host information. Enter the user name and password which has
the WebDAV access right to connect to this share folder. Click ‘Connect’ to initialize the
connection.

-ﬁﬂwll:ﬂbbﬁ.l Places  System (gl gy & # E MonNov 2, 9:26PM ¢ james

Connect to Server

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 169

3. This WebDAV connection has been established successfully, a linked folder will be created on
the desktop automatically.

3 Applications  Places System o

Mon Nov 2, 9:29PM () james

MyWebDAV - File Browser

File Edit View Go Bookmarks Tebs Help

Back Forward Q (% E L g q
|£| dav |MywebDAV & 100% & lonView |
Places~ ®
il james |
B Desktop Testing Feed.xml
1 File Systemn

sl Network
— Floppy Drive

FA Trach
1item

-
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MySQL Management

You may install phpMyAdmin software and save the program files in the *‘Web’ share folder of the
NAS. You can change the folder name and connect to the database by entering the URL in the
browser.

Note: The default user name of MySQL is ‘root’. The password is ‘admin’. Please change your
root password immediately after logging in to the phpMyAdmin management interface.

SQLite Management

Follow the steps below or refer to the INSTALL file in the downloaded SQLiteManager-*.tar.gz? to
install SQLiteManager.

(1) Unpack your downloaded file SQLiteManager-*.tar.gz.

(2) Upload the unpacked folder SQLiteManager-* to \\NAS IP\Web\ or \\NASIP\Qweb.

(3) Open your web browser and go to http://NAS IP/SQLiteManager-*/.

?: The symbol **’ refers to the version number of SQLiteManager.
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7.4.7.2 Virtual Host

You can host multiple websites (maximum 32) on the NAS with this feature.

Before you use virtual host, make sure you have enabled Web Server on the NAS. Follow the steps
below to use virtual host.

1. Select 'Enable Virtual Host' and click 'Apply".
2. Click 'Create New Virtual Host'.

| | | VIRTUAL HOST

Virtual Host

After enahbling this function, you can create multiple wehsites by uploading YWeb files to each folder,
[¥] Enable virtual Host |

| < create Mew virtual Host |

(L HostName  FoderMame |Protocol  [Pot  Actin

3. Enter the host name and specify the folder* (under Web or Qweb) where the web files will be
uploaded to.

4. Specify the protocol (HTTP or HTTPS) for connection. If you select HTTPS, make sure the option
'Enable Secure Connection (SSL)' in Web Server has been turned on.

5. Specify the port number for connection.

6. Click 'Apply".

* Make sure you have created a dedicated folder under Web or Qweb in 'Access Right Management'

> 'Share Folders' for your web files.
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Create New Virtual Host

QONAPR Create New Virtual Host
TurRBDO MAS
Host Narne: wwehi
Folder Hame: ICwehi te st
Protocol :

Port:

Step 1 of 1 APPLEY CAMCEL

After creating the virtual host, you can upload the web files to the specified folder to publish your
website on the NAS. After that, you can connect to the web page by http://NAS_IP:port_number or

https://NAS_IP:port_number according to your settings.

Edit  Wiew Favorikes  Tools  Help #

File

cBack - O @ pSearch [E_L' Folders v

address (I3 1110.8.12, 46, Qwebibest

File and Folder Tasks

Other Places

Details

teskt
File Falder
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7.4.8 Network Service Discovery

UPNnP Discovery Service

When a device is added to the network, the UPnP discovery protocol allows the device to advertise
its services to the control points on the network.

By enabling UPnP Discovery Service, the NAS can be discovered by any operating systems that
support UPnP.

Network Service Discovery (

UPNP DISCOVERY SERVICE | |

UPNP Discovery Service

After enabling this service, your MAS can be discovered by any operating systems that support UPnP.
Enahle UPnF Service
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Bonjour

By broadcasting the network service(s) with Bonjour, your Mac will automatically discover the
network services, such as FTP, running on the NAS without the need to enter the IP addresses or

configure the DNS servers.

Note: You have to activate the services on their setup pages and then turn them on in this section

so that the NAS will advertise this service with Bonjour.

BOMNJOUR

Bonjour

Before hroadcasting the following services through Bonjour, please DO MOT forget to enable these services first.
Wieh Administration
Senvice Mame: MNASSCBCAC

SAMBA (Server Message Block over TCPIP)
Service Name: MNASSCBCAC(SAMBA)

[ arp (Apple File Protocaol aver TCRIAPY
Serice Mame: MNASSCBCAEC(AFP)

O ssH
Service Mame; MNASSCBCAC(SSH)

[ FTF (File Transfer Pratocol)
Service Mame: MNASSCBCAEC(FTP)

[ HTTPS (Secureweb server)
Service Mame; MNASSCBCEC(HTTPS)

[ uPNP (DLMA madia serven
Serice Mame: MNASSCEBCAEC(LIPMP

[0 amabile for iPhoneiiPod Touch,
Service MName; ‘MNASSCBCEC(OMobile)
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7.5 Applications

Web File Manager[178)
Multimedia Station[18%
Download Station[218
Surveillance Stationp23)
iTunes Service[238)
UPNP Media Server[23%
MySQL ServerR4h
QPKG Plugins[243
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7.51 Web File Manager

To connect to the files on the NAS by a web browser, enable Web File Manager. If the NAS is
connected to the Internet and uses a valid IP address, you can connect to the NAS by web browser
from anywhere.

To use Web File Manager, go to ‘Applications’ > ‘Web File Manager’. Enable the service.

Web File Manager (

Web File Manager

[ Enanle web File Manager
Show service link on the login page
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Click ‘Web File Manager’ on the top or on the login page of the NAS to connect to the Web File
Manager. If you login the service from the login page of the NAS, you are required to enter the user

name and password.

Note: Make sure a network share has been created before using Web File Manager.

You can organize the network share folders of the NAS. With Web File Manager, you can upload,
download, rename, move, copy, or delete the files and folders in the network shares.

WEB FILE M

Web File Manager “| |/ Metwork Recycle Bin 1 Welcome admin | Logout Enaglish

= o MASBCBCEC < o @ B l 70 a6
=%} J s Ear
+ [ Metwark Recycle Bin 1
= [~ Pullic Mame « Size Type Modified Time Permizsion Oyt Group

[ edowenload
& (] Gmultimedia
&[] Grecordings
(] Gush

&[] Graveh

Details

Mo Selection

Page 1 of 1 | .:E‘ Mo dats to display | Showve | S0 v items
[ Disk info ] Used Size | 32,28 GB , Free Size : 112,96 GB
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Upload file

To use this feature, install Adobe Flash plugin for your web browser.

i.  Open the folder to upload file to. Click B .
ii. Click ‘Browse’ to select the file(s).

iii. Select to skip or overwrite existing file in the folder.

Upload to Qmultimedia

Browse | Start | Clear

Mode : (%) Skip O overwrite

Blue hills.jpg

Sunset.jpg

Water lilies.jpg

BB E R

Winter.jpg

iv. Click ‘Start’.

Download file

i. Select a file or folder to download.

Remove

103.1 kB

Remove

Close

ii. Right click the mouse and select ‘Download’ or click E to download the file.

Create folder

i. Select a network share or folder in which you want to create a new folder.

ii. Click G (Create Folder).
iii. Enter the name of the new folder and click ‘OK".
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Rename file or folder
i. Select a file or folder to rename.

ii. Click - (Rename).
iii. Enter the new file or folder name and click ‘OK".

Copy files or folders

i. Select the files or folders to copy.

ii. Click — (Copy).
iii. Select the destination folder.
iv. Select to skip or overwrite the existing file in the destination folder. Click ‘OK".

Move files or folders
i. Select the files or folders to move.
i. Click % (Move).

iii. Select the destination folder.

iv. Select to skip or overwrite the existing file in the destination folder. Click ‘OK".

Delete file or folder
i. Select a file or folder to delete.

ii. Click 0 (Delete) on the toolbar.
iii. Confirm to delete the file or folder.
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Extract files

i. To extract a zipped file on the NAS, right click the zipped file and select ‘Extract’.

O® BERk / o

Matne - Size Type
sky and flrueers zin 27693 ZIP File
w  Dovwenlozd
Exract  F Extract...
o Move
o Copy
3 Delete
4 Rename
Properties

ii. Select the files to extract and configure the extraction settings.
Extract - sky and flowers.zip

File List Setkings

Matne - Size Packed Madlified Time
i Bilue hills jog 27 85 KA 26.06 KB 2001 06423 20:00:00
1 Sunzet jpg £9.52 KB E7 95 KB 200108423 20:00:00
9 ywyater llies jpg 81.83 KB 80.83 KB 200108423 20:00:00
9 yirter jog 103.07 KB 101 B7 KB 2001 /084523 20:00:00
Page 1 of1 .a—" Display kem: 1 ~4 |, Taotal: 4 | Show |50 v items

| Extract to: /2downlozd

Extract Select Extract Al Cancel
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Files/ Folders Search

Web File Manager supports smart search of files, sub-folders, and folders on the NAS. You can

search a file or folder by all or part of the file or folder name, or by the file extension, for example,
AVI, MP3.

Web File Manager #| |/ Omultimedia / video Welcome admin | Logout English

= o nasscECEC & (j ® ! 7 & B u [= T Zzarch I

& [ Metwork Recycle Bin 1

il (7] Public Mame - Size Type Madified Time Permizsion owvner Graup
& [ Gdownioad oz Folder 2010M05MT 190446 TFT (revarwsr) acmin administratars #
& f‘i:‘““m::dia S 5010.05.05 220007220100z 1-96MB  AvIFile 20100517 152712 B44 (rwv-r-mr--) httpousr  everyone
;‘ = ::swcem S 90 0.05-05 22-00-07~22.01-09 4y 1-96MB LVIFile 20100505 2220108 666 (rw-rue-ri-) admin acministrators
30 p_hms S 301 0.05-05 22-01-09~22.02-10.ai 2 MB A1 File 2010505 220211 BEE [rw-rw-rwv-) admin administrators
@ .f‘l‘(]_:‘e::re:;ngs S 901 0.05-05 22-02-10~22.03-11 avi 2 MB A3 File 2010505 2220312 BEE (rw-rae-rwe-) admin administrators
H ] Qush S 201 0-05-05 22-03-11~22-04-00 & 1-36MB AYIFile 2010/05/05 220401 BEB (rw-ra-re-) admin aciministrators
j ji\:mb Sl 201 0-05-05 22-04-00~22-05-02 i 1-92MB AYIFile 2010/05/05 220502 BEB (rw-rw-rwe-) admin administrators
& [_Jroot 90 0.05-05 22-05-02~22.06-03 8w 1-24 MB LV File 201000505 220603 65 (rw-re-rine-) admin administrators
o Ctest S0 0.05-05 22-06-03~22-07-05 a0 1-9 MB A1 File 20100505 2207:05  BEB (rw-rae-re-) admin administrators
S 9010.05-05 22.07-05~22.08-06.av  1-93MB  AYIFile 2010505 2220807 BEE (rw-rae-rwe-) admin aciministrators
Details S 50 0.05-05 20-08-06~22-00-07 avi  1-BFME  AVIFile 20100505 220908 G5 (rw-rw-rvv-) admin administrators
Mo Selection S 5010.05.05 22-00.07-2210-00.a 1:56MB  AvIFile 20100505 221008 BE6 (rw-rw—rw-)  admin administrators
S 90 0.05-05 221 0-08~22-11-11 awi  1-9 MB 241 File 201000505 221111 BES (rw-ruv-rine-) admin administrators
S0 0.05-05 22-11-11~22-1 20080 149 MB AVIFile 2010050 221200 BEB (rw-rae-rie-) admin administratars
S 90 0.05-05 221 2.00~2213.01 avi 1-56MB AYIFile 2010505 224302 BEE (rw-rae-rwe-) admin aciministrators 3
Page 1otz B Bl w‘e‘ Display tem: 1 - 50, Totel: 62 Showe 50 v items

[ Disk info ] Used Size @ 22,95 GB |, Free Size | 122,28 GB
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Mount ISO Shares

To mount an ISO file on the NAS as a share folder, follow the steps below.

Locate the ISO file on the NAS. Right click the file and select 'Mount ISO'.

S test S 150
O® BRI/ ¢
Matne - Size Type
F_TScD_g59l_20100514_3.2 6 cksum 228 CHELM File
— F_TSCD_B5910_20100514_3.2 Biso 43088 b 150 File
Ciovnenloadd :
~ 55-439_531 1 _Build0&1 5 img i MG File
55-439_31 1 _Build0815 zip ZIP File
o fount (S0
o Mlove
o Copy
&9 Delste
! Rename
Properties

Enter the share folder name and click 'OK".

Mount IS0

Share folder |F_TsCD_gs9U_2010C
rame:

Ok Cancel

Click 'OK' to confirm.
System message
\]::) This IS0 share [F_TSCD_ 859U 20100514 3.2.6] has been mounted successilly,
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The ISO share folder will appear on the share folder list. You can access the contents of the ISO
image file. You can login the NAS web interface with an administrator account and specify the
access rights of the users in 'Access Right Management' > 'ISO Share Folders'.

Web File Manager “| | fF_TSCD_859U_20100514_3.2.6 Welcome admin | Logo

= o NASECECEC Py (j ® ':

I:l |2]F_TSCD_8590_20100514_3.26 I

] Ao Mame . Size Type Madified Time Permizsion Cravner
& [IFinder | sutoRun Folder 2010/0514 1003341 555 (r-xr-xr-x) admin
@ (Mac I Finder Folder 2010/05M14 10:33:41 555 (r-xr-xr-x) aclmin
& [ anual
oot ) Mac Falder 2010/05M14 10:33:47 935 (r-xr-xr-x) acdmin
| (Jese I Manual Folder 2010/05M14 10:33:55 555 (r-xr-xr-x) aclmin
) [ Replicator
& [~ Metwark Recycle Bin 4 _ Qizet Falder 2010/05M4 10:33:44 935 (r-xr-xr-x) admin
&[] Public et Folder 201000514 10:33:50 555 (r-xr-xr-x) admin
=[] Gddownload
@ ] Gmulimedia | Replicator Falder 2010/05M4 10:33:47 995 (r-xr-xr-x) admin
H [ Grecordings A TORUN.ICO JEEB 1C3 File 2010/05M14 10:34:24 555 (r-xr-xr-x) aclmin
H [ Gush _ i
] Qvek AUTORUM.IMF B IMF File: 2010/05M4 10:34:24 935 (r-xr-xr-x) admin
+ e :

To unmount the share folder, right click the folder name and select 'Unmount'. Then click 'OK'.

Web File Manager

= 3 nasacBCEC &
= [@IF_TSCDh_g591)_20100514 298
= ] AutoRun LInmorit
= [_IFincer
H [ IMac
[ Manual
A aGet
I esG
| Replicatar

© 2010 QNAP Systems, Inc. All Rights Reserved.



184 QNAP Online Software User Manual

7.5.2 Multimedia Station

Multimedia Station is a web-based application which lets you play your photos, music, and videos on
the NAS by a web browser. You can also share the multimedia files with your friends and publish
photos to popular social networking sites such as Facebook, Plurk, Twitter, Blogger, and so on.

To use Multimedia Station, follow the steps below.
1. Go to 'Network Services' > 'Web Server'. Turn on the web server feature. To allow access to
Multimedia Station by HTTPS, turn on the option 'Enable Secure Connection (SSL)'.

2. Go to ‘Applications’ > ‘Multimedia Station’. Enable the service. Next, go to the web page of
Multimedia Station by http://NAS_IP:80/MSV2/ or https://NAS_IP:8081/MSV2/ (secure
connection). The port number may be different according to your own settings.

Multimedia Station (

Multimedia Station

Enable Multimedia Station
[ show service link on the login page
After enahling this semvice, you may click one of the following links to enter Multimedia Station.
hitp:fi10.8.12 4680152
hitpsdi10.8.1 2 46:8081/MEV2S

Rescanmedialibrar\;
Daily starttime: (03 s 00 »

Reset admin password
Fassward |

Verify Passward |
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3. The first time you connect to Multimedia Station, enter a new password for the 'admin' account.
Then click 'Submit'. If you have created user accounts for the previous version of Multimedia
Station, you may select 'Keep existing user accounts' to reserve the user accounts. Note that
the user accounts (including admin) of Multimedia Station are different from the system user
accounts on the NAS. For security concern, you are highly suggested to set a different
password for admin. The password must be 1 to 16 characters long. It can only contain A-Z, a-
z,0-9,-,1,@ #,$, %, _

Welcome

admin”.
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4. When the page of Multimedia Station is shown, click 'Login'. Enter the user name with access
right to this service and the password. If you login as the administrator (admin), you can create
new users and configure other advanced settings.

aNAP MULTIMEDIA STATION Home | login | About | Help

Media Center
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Multimedia Station consists of Media Center, My Jukebox, and Control Panel.

Media Center
My Music
My Photo
My Video

Sample 1

My Jukebox

Control Panel
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Media Center

The folders and multimedia files of the default network share (Qmultimedia/ Multimedia) of
Multimedia Station are shown in Media Center. You can view or play the multimedia contents
(images, videos, and audio files) on the NAS on the web browser over LAN or WAN.

Supported file format

Type File format

Audio MP3

IPG/IPEG, GIF, PNG

Image ) ) . . )
(Animation will not be shown for animated GIF files)

Playback: FLV, MPEG-4 Video (H.264 + AAC)
Video Transcode: AVI, MP4, M4V, MPG, MPEG, RM, RMVB, WMV
(Files will be converted into FLV)

Home / music

O

alburmol
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Home

Return to the home directory of Multimedia Station

Parent Directory

Return to the parent directory

Refresh

Refresh current directory

Manage Album*

You can: 1. Create new album under the current directory and 2. Add new files to this

album by copying or uploading files to this directory.

Set Album Cover*

You can set up the album cover for each album/ directory by specifying one photo in

this album/ directory.

Cooliris

Browse your photos in 3-dimensional way with Cooliris. You need to install the
Cooliris plug-in for your browser first.

n Slide Show

Start slide show. You can set up the photo frame, background music, and animation in

the slide show mode.

Publish*

Publish the chosen photos (max. 5 photos) to popular social networking sites. It now
supports: Twitter, Facebook, MySpace, Plurk, Windows Live, and Blogger. Note that
the album must be set to public (Control Panel > Set Folder Public) before it can be
published, and Multimedia Station must be accessible from the Internet. It is
suggested to set up the DDNS for the NAS before using this feature.

E-mail*

Send photos (max. 5 photos) to friends by e-mails. Note that you have to set up the
SMTP server in the NAS administration console before using this feature.

E Thumbnails

You can browse the files in thumbnail view. This is the default view in Multimedia
Station.
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E Details

You can browse the files in detailed view. It supports the following functions: Open,

Rename, Delete, Download, and Full Image View.

A Sort

You can choose to sort files alphabetically in ascending or descending order.

~ Search

You can search files by this function. Note that it only supports search within the
current directory.

*Options that can be operated by administrators only.
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Play music

The NAS supports playing music files on the web browser. Simply click a file (MP3) on the web page,
the NAS will start playing it. If you click a music file in a folder, all other supported music files in the
folder will also be shown in the playlist and played. Click 'X' to exit the playback page.

01 Love of My Life.mp3

02 Can't Live a Day.mp3
03 Celebrate You.mp3
04 If You Could See What | See.mp3
05 Answered Prayer.mp3
06 God Causes All Things to Grow.mp3
07 Love Will Be Our Home.mp3
08 Go There with You.mp3
09 How Beautiful.mp3
10 Shine on Us.mp3
11 In Remembrance of Me.mp3
12 Household of Faith.mp3
Title: 01 Lowe of My Life
Arist:

02:04 /0450 ‘olume:

tems:, In
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View image files

When viewing an image file, you can click 'EXIF' to view the detailed information such as file name,
size, date, and aperture. To add a caption for the file, click 'Edit caption' and enter the description.

The description must not exceed 512 characters.
You can also submit your comments on the image file and view the comments from other users on

'All comments'. Each comment cannot exceed 128 characters.

b

0 Edit caption .'

Comment All comments

Hame: admin

Comment:

[ Submit |
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Set background music

To set the background music of an image file or a folder of image files, make sure you have created

a playlist in 'Control Panel' > 'Playlist Editor' (to be introduced later) in Multimedia Station.

™ Photo Frame -

Select the playlist and click 'Save'. To remove the background music, you can select 'No music'.

Mo music
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Create album

To create an album (folder) by the web-based interface on Multimedia Station, locate the directory in

Media Center. Click a (Create Album).

Home / music

n &

Select 'Create New Album' and enter the album name. Click 'Next'.
The album name must be 1 to 64 characters long, and cannot contain | \ : ?" < > *

Manage Album

"AEETOD e
WrGEIRmE

==

e o o e e s

. o : . i -=
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To copy the files from other location in Media center to the album, select 'File Copy', choose the files
to copy and click >. Then click 'File Copy' to start copying the files.

Manage Album

Mote: The f : mame a3 the files inthe jon folder w

File Copy i File Upload

Zurrent Path: Homelphotos

& music Song_of_Solomon_D01.mp3
& photos

& video

- File Copy
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To upload files to the album, click 'Browse' to select the files and click 'File Upload'.

Manage Album

Mate: The fi f : name as the files inthe . riation fol:

File Copny - File Upload

Zurrent Path: Homedphotos
2010-05-18_095043.png
2010-05-20_153954.png
2010-05-18_095043.png
2010-05-18_111205.jpy

["Browse | Remove File Upload
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Manage album

To manage an album (folder) by the web-based interface on Multimedia Station, locate the directory

in Media Center. Click a (Create Album).

Home | music

f &

Select 'Upload & Organize' and click 'Next'.

Manage Album

S a0 Cere

O LUpload
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To copy the files from other location in Media center to the album, select 'File Copy', choose the files
to copy and click >. Then click 'File Copy' to start copying the files. To upload files to the album,
click 'Browse' to select the files and click 'File Upload'.

Manage Album

Mote: The f : MAIME he files in the ion folder s

File Copy File Upload

Current Path: Homefphotos

& music Song_of_Solomon_D1.mp3
& photos
& video

' File Copy

You can click E to browse the multimedia contents in details and click the icons to open,
rename, delete, or download the files or folders.

Home J music

® * O - zz) | @ Sort: | Mame |¥

Mame ; |
album0 201000507 Falder

Folder

audin
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Set album cover

s
: ) ) [
To set an image file as the album cover, click .

Home /photos

'-.

*.

12616-1920-1... 2650-1600-1...

Snowdropsz.jpag
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Select the image file and click 'Save'.

Set Album Cover

“save | [ Cancel |
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Slide Show

Click n to view multiple image files in slide show. Select the playback speed (3s/ 6s/ 9s/ 15s)
and the slide show effect (for full screen display) from the drop-down menu. You can also select the

photo frame for displaying the image file. To view the image files in 3-dimensional (3D) display,

click ﬁ

[

| No Frame
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Publish image files

You can publish the image files on Multimedia Station to social networking sites such as Facebook

and Twitter. Click

Home [/ photos

f &

>

01 Love of My ... 0 g ZE1E -1&00-1...
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Select the image files to publish. You can publish maximum 5 photos at a time. Enter the title and
description. Then select the website to publish the files to and enter the login information of the
website. Note that the album must be set to public (Control Panel > Set Folder Public) before it can
be published, and Multimedia Station must be accessible from the Internet. Itis suggested to set up

the DDNS for the NAS before using this feature.

Field Limitation

Title Maximum number of characters: 256

Link (the IP address or host Support alphanumeric characters, dot (.), and slash (/) only
name of the NAS) Maximum number of characters: 256

Description Maximum number of characters: 1024

UNHF MULTIMEDLA STATIOMN

-

Tite:
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Email image files

To email the image files, make sure SMTP server settings have been correctly configured on the

NAS. Click .

Enter the information and click 'Send'.

Field Limitation
Subject Maximum number of characters: 128
My Name The name only supports alphabets (A-Z and a-z), numbers (0-9),

dash (-), and underscore (_)

My Email Maximum number of characters: 128
Friend's Name Maximum number of characters: 128
Friend's Email Maximum number of characters: 128
Message Maximum number of characters: 1024
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UNF.F. MULTIMEDLA STATIOMN

4T
Ly

e g

f

Selected Images

You can post your personal message
here.
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Play video
The NAS supports playing video files on the web browser. Simply click a video file on the web page,

the NAS will start playing it. If you click a video file in a folder, all other supported video files in the
folder will also be shown in the playlist and played. Click 'X' to exit the playback page.

QNAP TS-639 Pro Turbo NAS.MP4

NE SERVER

00:01:19 /00:07:27 seeking Volume:

P,
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Transcode video

If the video files are in AVI, M4V, MPG/MPEG, RM/RMVB, WMV formats, you need to transcode the
file in order to play it on Multimedia Station properly. A video file which can be transcoded is shown
with an icon like below in thumbnail view.

FF

Click the icon and confirm to perform video transcoding. Wait patiently when transcoding is in

process.

The video will be converted into FLV format. You can then play it on your web browser. Only

administrators are allowed to transcode a video.

QNAP does not guarantee all video formats or codecs are supported. You are highly recommended
to convert the video files into the formats that Multimedia Station supports before uploading the files
to the NAS.

Home [video

Hame Type Size

27 201000 Falder

2010-058- 0- i wideo 2,01 0KB

Pro Turbo M % 2010005013 video - B

Pro Turbo

wideo

20100051 T wideo

uj [u)ju) [u) fuy [u
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My Jukebox

You can create playlists of music files and play them in My Jukebox. The album art and its
information will be read from the ID3 tag automatically if applicable.

To create or edit your own playlist for My Jukebox, go to 'Control Panel' > 'Playlist Editor'. Note that
only the administrators can edit the playlists. The playlists in My Jukebox will be shared with all the

users of Multimedia Station.
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Control Panel

User Management

You can create multiple user accounts on Multimedia Station. Note that the user accounts created
here are different from the system accounts you create on NAS (Access Right Management > Users).

Click 'Add User' to create a user. The maximum number of users Multimedia Station supports is
128, including '‘admin’.

Media Center
User Management

My Jukebox

Username Description Disabled

Is Admin
Control Panel

Edit User
User Management

Change Password
Plaviist Editor
Photo Frame Settings

Set Folder Public

Add User Refresh
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Enter the user information. The user name only supports alphabets (A-Z and a-z), numbers (0-9),
dash (-), and underscore (_). The user name cannot exceed 32 characters.

Specify whether or not the user is an administrator and the folders that the user can or cannot
access. Click 'Save'. Note that the password must be 1 to 16 characters long. It can only contain
A_ZI a-z, 0_91 T !l @l #I $l 0/0’ —

Add User

Username
Password

Verify Password

Description

wdrmin

[ Disahbled
Inaccessihle Folder Accessible Folder

mMusic photos

video

Save Cancel

The users are shown on the list. You can edit the user information, delete the user, or change the
login password. Note that the default account 'admin' cannot be deleted.
User Managerment

Username | Description ‘ Disabled ‘ Is Admin

admin n Administras B Edit User

test Edit User Delete User Change Password
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Change Password

You can change the administrator password in this section. The password must be 1 to 16
characters long. The password can only contain A-Z, a-z, 0-9, -, !, @, #, $, %, _

Media Center
My Jukebox
Control Panel

User Managerment Change Password

Change Password

Old Password

Paylist Foitor New Password

Photo Frame Seftings Verify Password

St Folder Puble
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Playlist Editor

To create a playlist, enter Playlist Editor. Select an existing playlist from the drop down menu or

click 'Add' to create a playlist.

Next, select the music files from the left column (folders on Multimedia Station) and click > to add

the files to the playlist. Click 'Save' and then 'Close’.

After creating the playlist, you can play it in My Jukebox.

Maximum number of characters in a playlist 24
Maximum number of songs in a playlist 512
Maximum number of playlists 128

Playlist Editor

001

(Tadd | [ Delete |

12 Household of Faith.mp3

11 In Remembrance of Me.mp3

10 Shine on Us.mp3

09 How Beautiful.mp3

08 Go There with You.mp3

07 Love Will Be Our Home.mp3J

06 God Causes All Things to Grow.mp3
05 Answered Prayer.mp3

04 i You Could See What | See.mp3
03 Celebrate You.mp3

02 Can't Live a Day.mp3

01 Love of My Life.mp3

[ Close |

[ Cancel |

Tsave |

© 2010 QNAP Systems, Inc. All Rights Reserved.




Server Administration 213

Photo Frame Settings

You can upload your photo frames for viewing the image files. The suggested resolution is 400

(width) x 300 (height) pixels, or you can use an image with 4:3 aspect ratio. The supported format
is PNG. To add a photo frame, click 'Add' and upload the file.

Photo Frame Settings

Photo Frame List
clasico

marco hlanco
mosaico
pelicula

velloso

(Tadd | [ Delete | [ Close |
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The name of a photo frame must be 1 to 16 characters long. The maximum number of photo frames
Multimedia Station supports is 64 (including the system default photo frames). Note that the system
default photo frames cannot be deleted.

Photo Frame Settings

You can upload your ovvn photo frames. The frame ion iz 400 Dwicth) [height)
WL Can U i ith 4 ioin P

Photo Frame List
hlogue

clisico

marco blanco
mosaico
pelicula

velloso

Upload | | Cancel |

(Madd | [ Delete | [ Close |
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Set Folder Public

To publish the image files to the Web, you have to make the folder public. Select the folder to allow

public access and click >. Then click 'Save'. Note that the public folders will be seen and accessed
by anyone without logging in Multimedia Station.

Set Folder Public

The folder must be made public
pubalic otk

ed Mote that it the folder eCame

Inaccessihle Folder Accessible Folder

music photos

video

“Save || Ccancel |
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7.5.3 Download Station

The NAS supports BT, HTTP, and FTP download. You can add download task to the NAS and let the
server finish downloading independent of PC.

Important: Please be warned against illegal downloading of copyrighted materials. The

o Download Station functionality is provided for downloading authorized files only.
Downloading or distribution of unauthorized materials may result in severe civil and
criminal penalty. Users are subject to the restrictions of the copyright laws and should
accept all the consequences.

1. Go to ‘Applications’ > ‘Download Station’. Enable the service.

Download Station [

Download Station

Enahle Download Station

[ show serice link on the lagin page

2. Click ‘Download Station’ on the top or on the login page of the NAS to connect to the Download
Station. If you login the service from the login page of the NAS, you are required to enter the

user name and password.

3. Select‘Add new BT task’ or ‘Add new FTP/HTTP task’.
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Add a new BT task

Click *‘Add new BT task’ on the left and upload a torrent file. You can download the legal torrent files
from the Internet. There are websites that provide legally shared torrents, for example www.

legaltorrents.com. Please download the torrent files to your local disk and then upload them to the
NAS.

. Download Station

Wiew Pause List Wiew Finish List Haow to Use

Increase Download Priority Decrease Download Priority

Dovwvnload Task Status Size % Dovwenlosc Upload SeediPect Titme: Let
Add New BT Task

Mo records found.

Add Mew FTRIHTTP Task

Fause/Restart Download
Task

Delete Download Task
BT Download Froperty
Set Config

Cump Diagnostic Information

© 2010 QNAP Systems, Inc. All Rights Reserved.



218

QNAP Online Software User Manual

Add a new FTP/HTTP task

To run an FTP download task, click ‘Add new FTP/HTTP task’. Enter the FTP URL of the download task
and select the share folder to save the files. Enter the user name and password to login the FTP
server (if necessary). Then click ‘OK’ to start downloading.

To run an HTTP download task, click ‘Add new FTP/HTTP task’. Enter the HTTP URL of the download
task and select the share folder to save the files. Then click ‘OK’ to start downloading.

Yiew Pause List I Wiew Finish List - Howy to Use -

Increase Download Priority Decrease Download Priority

Dovwenlosd Task Status Size % Dovevnilozcd Upload SeedPear Tine Left
Add Mew BT Tagk

Mo records found.

| 4t Naw FTPHTTP Task |

PausefRestart Download
Task

Delete Download Task
BT Download Property
Set Config

Curmp Diagnostic Information
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4.

After uploading a download task, the task will appear on the ‘View Run List'.

Wiew Pause List I Yiew Finish List - Haowe to Use -

Increase Download Priority Decrease Download Priority

Dowenload Task i Drovevnilos Upload SeedPeer Time Left
Add Mew BT Task

ee torrent

0.0KBs 0.0KBi= o0
Add Mew FTP/HTTP Task

PauseiRestart Download
Task

Delete Download Task
BT Download Property
Set Config

Durnp Diagnostic Information

5. You can select a download task and click ‘BT download property’ to enable or disable the DHT

public network and configure the sharing time after the download completes.

Dovynioad Task Status

Size % Dioveniload Upload SeedPeer Time Left
Add Mew BT Task X

0.0KB!s

Add Mew FTPIHTTP Task

Pause/Restart Download
Task

Delete Download Task

BT Download Property

Set Config

Dump Diagnostic Information

Note: If the sharing time (larger than O hr) is set for a download task, the download task will be
moved to the ‘Finish List’ after the download completes and the sharing time ends.
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Click ‘Set Config’ and enter the number of the maximum tasks you want to download at the

same time (Default number: 3).

Enter the maximum download rate (default value is 0, which means unlimited).

Enter the maximum upload rate (default value is 0, which means unlimited).

Enter the port range for Download Station (default range is 6881-6999).

Check UPnP NAT port forwarding to enable automatically port forwarding on UPnP supported

gateway (default is not checked).

Increase Download Priority Decrease Download Priority

Add Mew BT Task
Add Mew FTRHTTF Task

PauseiRestart Download
Task

Delete Download Task
BT Download Property

Set Canfig

Dump Diagnastic Infarmation

Dovwenlosd Task Status Size kS Dovvenlogcd Uplozcd SeedPecr Time Left

Protocol Encryption

Some Internet Service Providers (ISP) block or throttle BitTorrent connections for the high

bandwidth it generates. By turning on ‘Protocol Encryption” your connections will not be

distinguished by these ISPs as BitTorrent connections therefore are unable to block or throttle

them and causing slow connections or even no connections. However some ISPs are starting to

be able to identify these connections even if they were encrypted so users are suggested to

check the Bad ISPs list on AzureusWiki and to consider switching to an ISP that does not

perform BitTorrent traffic throttling or blocking.

You can set the download schedule in ‘Download time settings’. Select ‘Continuous download’ to

download the files continuously. To specify the download schedule, select ‘Daily download time’

and enter the start and end time. If the end time value is smaller than the start time, the end

time will be treated as the time on the next day.
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7. To stop a running download task, select the task in View Run list and click ‘Pause/ Restart
download task’. You can view tasks that are paused or finished in View Pause List and View

Finish List respectively. To restart a paused task, select the task in View Pause List and click
‘Pause/ Restart download task’.

Add Mew BT Task

Add Mew FTR/HTTF Task

Pause/Restart Download
ask

Delete Download Task
BT Download Property
Set Config

Dump Diagnostic Information

Download Task Status Size )

Download Upload

SeediPeer Time Left

8. You can also increase or decrease the task priority by clicking ‘Increase download priority” and
‘Decrease download priority’ when there are multiple download tasks.

| Increase Diownload Priority Decrease Diownload Priority |

Add Mew BT Task
Add Mew FTRIHTTF Task

PauseiRestart Download
Task

Delete Download Task
BT Download Property
Set Config

Cump Diagnostic Information

Dovvniload Task Status Size £ Dol Uploac SecdPesr Time Left

ahceesees torrent RUN S40.37 MB oo 0.0KBE 00KBE oA 99:93:99

0.0 KBSz
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9. To delete a running, paused, or finished task, select the task and click ‘Delete download task’.

You can select to remove the download task only and retain the downloaded files, or remove

the task and downloaded files.

Increase Download Priority Decrease Download Priority

Add Mew BT Task
Add Mew FTRHTTP Task

Pause/Restart Download
Task

Delete Download Task

BT Download Property

Set Config

Dump Diagnostic Infarmation

Dovwnioad Task Status Size % Diovvnlosd Upload SeediPeer Time Left

54037 MB on 00 KB

00 KBz oM

95:98:99

abceeseee tarrent RLIM

£4037 MB

10. To logout Download Station, click on the top right hand corner.

11. To connect to the folders you have downloaded, go to the share folder Qdownload/ Download of

the NAS.
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Dump Diagnostic Information

To view the diagnostic details of a download task, select a task on the list and click ‘Dump Diagnostic
Information’.

Increase Download Priority Decrease Download Priority
Dovvriload Task Status Size ] Dovvenloacd Upload SeedPear Time Left
Add Mew BT Task
abceeesee torrent RLIM 54037 MB on 0.0 KB/s 0.0 KB 0 99:99:99

Add New FTRIHTTE Task cdescecee tarrert 54037 MB (o0 [ ookes |

Pause/Restart Download
Task

Delete Download Task

BT Download Property

Set Config

I Dump Diagnostic Information I

Download Station

Durmp Dizgnostic Information:

Download task: abcocooo.torrent
Size: 771.55 MB
Percent: 0.0 %
Download Totals: 0.0 MB
Upload Total: 0.0 MB
Share Time: 0 hr
Start Time: Fri Oct 23 18:40:12 2009
Mo Errorl
QK
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You can right click the download task to configure the download settings.

Dowenlogad Task Status Size % Divwvnilozc Upload SeedPeer Tine Left

Add New BT Task
ahceeseee torrer

| o Inad Priority B 0.0 0.0 KBz 0.0 KBi= or 99:99:99
ncrease Download Priori

Ao Now FTPIHTTP Task Decreass bownioad iy |00 ook Jookss Jon [¢
Pause/Restart Download Pause/Restart Download Task

UL Delete Download Task
BT Download Property
Dump Diagnostic Information

Delete Download Task

BT Download Property
Set Config

Curmp Diagnostic Information

The common reasons for slow BT download rate or download error are as below:

1. The torrent file has expired, the peers have stopped sharing this file, or there is error in the
file.

2. The NAS has configured to use fixed IP but DNS server is not configured, or DNS server fails.
3. Set the maximum number of simultaneous downloads as 3-5 for the best download rate.

4. The NAS is located behind NAT router. The port settings have led to slow BT download rate or
no response. You may try the following means to solve the problem:

a. Open the BitTorrent port range on NAT router manually. Forward these ports to the LAN IP
of the NAS.

b. The new NAS firmware supports UPnP NAT port forwarding. If your NAT router supports
UPnP, enable this function on the NAT. Then enable UPnP NAT port forwarding of the NAS.
The BT download rate should be enhanced.
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Use Download Software QGet

QGet is a powerful management utility for maintaining the BT, HTTP and FTP download tasks of
multiple NAS servers via LAN or WAN. By using QGet, you no longer need to login the Download
Station web interface of multiple servers and manage the settings one by one. Simply install QGet
on any computer running Windows 2000/ XP/ Vista/ Windows 7 or Mac, you can manage the

download tasks of all your NAS servers.

1. Install QGet from the product CD-ROM disc.

€3 ONAP Turbo NAS

Cich allation Guide

INAP Finder

Back Exit
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2. Follow the instructions to install QGet.

E. QGet 0.7.6.0 Build 1213 Setup Hi=E3

Welcome 1o the QGet Setup Wizard

This wizard will guide vou through the installation of QGEet,

It is recommended that wou close all other applications
before starting Setup. This will make it possible ko update
relevant swskem files withouk having to rebook wour
compuker,

Click Mext ko continue.,

Mext = l [ Cancel

3. Run QGet from the installed location.

[ ONAP Storage Software

DBack  »
M oGt | B et

f-% Ininskall
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4. For the details of using QGet, see the online help.

File  Tools

(=) Qet
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7.5.4 Surveillance Station

You monitor and record the live video of maximum 2-4 IP cameras available on the network (LAN or

WAN) with Surveillance Station.

Maximum number of IP cameras NAS models

2 TS-110, TS-119, TS-210, TS-219, TS-219P, TS-239 Pro,
TS-239 Pro II, TS-259 Pro

4 TS-410, TS-419P, TS-410U, TS-419U, SS-439 Pro,
TS-439 Pro, TS-439 Pro II, TS-439U-SP/RP, TS-459 Pro,
TS-459U-SP/RP, TS-509 Pro, TS-639 Pro, TS-659 Pro,
$S-839 Pro, TS-859 Pro, TS-809 Pro, TS-809U-RP

Note: To use this feature on TS-x39/509/809 series, please update the system firmware with the
image file enclosed in the product CD or download the latest system firmware.

Home == Applications =2 Surveillance Station Welcome admin | Logout

Surveillance Station

Surveillance Station

Enable Surveillance Station
Show service link an the login page
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Click ‘Surveillance Station’ on the top or on the login page of the NAS to connect to Surveillance
Station. If you login the service from the login page of the NAS, you are required to enter the user

name and password.

Note: The Surveillance Station is only supported on IE browser 6.0 or later.

To set up your network surveillance system by the NAS, follow the steps below:

1. Plan your home network topology

2. Setup the IP cameras

3. Configure the camera settings on the NAS

4. Configure your NAT router (for remote monitoring over the Internet)

Plan your home network topology
Write down your plan of the home network before setting up the surveillance system. Consider the
following when doing so:

i. The IP address of the NAS

ii. The IP address of the IP cameras

Your computer, the NAS, and the IP cameras should be connected to the same router on the LAN.
Assign fixed IP addresses to the NAS and the IP cameras. For example,

e The LAN IP of the home router: 192.168.1.100

e Camera 11IP: 192.168.1.10 (fixed IP)

e Camera 2 IP: 192.168.1.20 (fixed IP)

e NAS IP: 192.168.1.60 (fixed IP)

0 3
Camera 1 Camera 2

LAN IP:192.168.1. 10 LAN IP:192.168.1.20 LAM IP:192.168.1.60

3

Internet W
PC
DSL/Cable  MAT router

ma dem LAN IP:192.168.1.100 LAN IP:192.168.1.32

OMNAP
MAS
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Set up the IP cameras

In this example, two IP cameras will be installed. Connect the IP cameras to your home network.
Then set the IP address of the cameras so that they are in the same LAN as the computer. Login the
configuration page of the Camera 1 by IE browser. Enter the IP address of the first IP camera as
192.168.1.10. The default gateway should be set as the LAN IP of the router (192.168.1.100 in this
example). Then configure the IP address of the second IP camera as 192.168.1.20.

Some IP cameras provide a utility for IP configuration. You may refer to the user manual of the
cameras for further details.

* Please refer to http://www.qgqnap.com/ for the supported network camera list.
Configure the camera settings on the NAS

Login the Surveillance Station by the IE browser to configure the IP cameras. Go to ‘Settings’ >
‘Camera Settings’. Enter the IP camera information, for example, name, model, and IP address.

B

Camera Name Brand 1P Address WAHN IP Address

Camera Number: ‘ 1: Camera 1 V|
Camera Model: ‘Ax\s 205 V| | |
Camera Narme: ‘Camera 1 |
1P Address: ‘ | | |
O Por o]

|

WAN TP: (for monitoring from public network) ‘

(If your IP camera is installed behind MAT router, you may input the public IP address (or URL) and the corresponding forwarded
port of the router.)

O port l:l

User Name : ‘ |

Password : ‘ |

Apply ] [ Remaove

Note: All the camera configuration will not take effect unti you click the "Apply™ button.
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Click ‘Test’ on the right to ensure the connection to the IP camera is successful.

L Test ]

If your IP camera supports audio recording, you may enable the option on the ‘Recording Settings’
page. Click ‘Apply’ to save the changes.

Camera Mumber: |2: Camera 2 V|
Video Compression: | Mation JPEG V|
Resolution: | EVGEA V|
Frame Rate: |2EI V|
Quality: | Mormal V|

Enable audio recording on this camera

Estimated Storage Space for Recording: 6780 GB

| Apply

Configure the settings of IP camera 2 following the above steps.
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After you have added the network cameras to the NAS, go to the ‘Live View’ page. The first time
you connect to this page by the IE browser, you have to install the ActiveX control in order to view
the images of IP camera 1 and IP camera 2. You can start to use the monitoring and recording
functions of the Surveillance Station.

To use other functions such as motion detection recording, scheduled recording, and video playback,

see the online help.

E_ Surveillanceon

Netw 3COl

Settings Live View Playback

"Camera 1

3.0.0{0326T)
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Configure your NAT router (for remote monitoring over the Internet)
To view the monitoring video and connect to the NAS remotely, you need to change the network
settings by forwarding different ports to the corresponding LAN IP on your NAT router.

0 3
Camera 1 Camera 2

LAN IP:192.168.1.10 LAM IP:192.168.1.20 LAM IP:192.1658.1.60
Port: 31 Fort: 82 Port: 2000

OMNAP
MAS

PC

Internet )jv
DSL/Cable  NAT router

modem LAN IP:192.168.1.100 LAN IP:192.168.1.32

Change the port settings of the NAS and the IP cameras
The default HTTP port of NAS is 8080. In this example, the port is changed to 8000. Therefore, you
have to connect to the NAS via http://NAS IP:8000 after applying the settings.

Then login the network settings page of the IP cameras. Change the HTTP port of IP camera 1 from
80 to 81. Then change the port of IP camera 2 from 80 to 82.

Next, login the Surveillance Station. Go to ‘Settings’ > ‘Camera Settings’. Enter the port numbers of
IP camera 1 and IP camera 2 as 192.168.1.10 port 81 and 192.168.1.20 port 82 respectively. Enter
the login name and the password for both IP cameras.

Besides, enter the WAN IP address (or your domain address on the public network, for example,
MyNAS.dyndns.org) and the port on the WAN for the connection from the Internet. After finishing

the settings, click ‘Test’ to verify the connection.
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Carmera Number: 1: Camera 1 A
Camera Model: iPUXICS 100311013 A
Camera Name: Camera 1
1P Address: 192.168.1.10
Port 81
. .
WAN IP: (for monitoring from public network) myMNAS.dyndns.aorg

(If your IP camera is installed behind MAT router, you may input the public IP address (or URL) and the corresponding forwarded
port of the router.)

Port a1

User Mame : administrator

Password : ssenee
Apply ] [ Remove

Note: Al the camera configuration will not take effect until you click the "Apply" button.

Go to the configuration page of your router and configure the port forwarding as below:
e Forward port 8000 to the LAN IP of the NAS: 192.168.1.60

e Forward port 81 to the LAN IP of IP camera 1: 192.168.1.10

e Forward port 82 to the LAN IP of IP camera 2: 192.168.1.20

Note: When you change the port settings, make sure remote access is allowed. For example, if
you office network blocks the port 8000, you will not be able to connect to your NAS from the
office.

After you have configured the port forwarding and the router settings, you can start to use the

Surveillance Station for remote monitoring over the Internet.
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Connect to the snapshots and video recordings of Surveillance Station

All the snapshots are saved in ‘My Documents’ > ‘Snapshot’ (Windows XP) in your computer. If you
are using Windows 7 or Vista, the default directory is ‘Documents’ > ‘Snapshot’.

& Snapshot

i File Edit View Favorites  Tools  Help -ﬁ’
@ Back ~ | L@ p Search H—" Falders --
Address | _:\Documents and Settingsiuseriiy DocumentsiSnapshak V| =te]

Marme =~ Size  Type

File and Folder Tasks ¥ | B Camera 1 2008-05-30-17-05-12.jpg 66KE ACDSes 9.0 PEG L.
EE Camera 2 2008-05-30-16-42-01.jpg 208 KB ACDSes 9.0 JPEG L.,
Other Places
Details
Lo 1l ] >
272 KE ' My Computer

The video recordings will be saved in \\NASIP\Qrecordings or \\NASIP\Recordings. The general
recordings are saved in the folder ‘record_nvr’ and the alarm recordings are saved in the folder

‘record_nvr_alarm’.
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7.5.5 iTunes Service

General

The MP3 files on the Qmultimedia/ Multimedia folder of the NAS can be shared to iTunes by this
service. All the computers with iTunes installed on LAN are able to find, browse, and play the shared
music files on the NAS.

To use the iTunes service, make sure you have installed the iTunes program on your computer.
Enable this service. Then upload the music files to the Qmultimedia/ Multimedia folder of the NAS.

iTunes Service €
GENER AL

iTunes Service

After iTunes service is enahled, all iTunes clients in the same subnet can play the music files in the "Multimedia” folder on the
SEIVEr.

i{Enable iTunes Service

Orasgward required; eesee
Fleaze selectthe label encoding of the music files. Selectthe correct encading to display the label infarmation carrectly.

Fleaze select Englizh for non-Asian languages.

Label encoding: Chinese-Traditional [

Password required: To allow the users to connect to the data only by entering the correct password,
select this option and enter the password.
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Smart Playlist

Click ‘Smart Playlist’ to enter the smart playlist page. You can define the playlist rules to categorize
the songs into different playlists. If there is no song that matches the rules on the playlist, the
iTunes client will not show the playlist. For detailed operation, refer to the online help.

iTunes Service a
| || SMART PLAYLIST

Smart playlist - Add
Hame:Lisa Cno

“album Title % contains % ‘LizaOno

CANCEL ] [ APPLY ]

Locate the service in iTunes

Connect your PC and Turbo NAS to the same LAN and start iTunes on your PC. You should see an
entry (your NAS name generally) shown under 'SHARED' on the left panel of iTunes interface. Click
the NAS name and it will bring up a list of all the music files stored under Qmultimedia (or
Multimedia) share folder and they are ready for playing right away.

File Edit Controlk Wiew Store  Advanced Help iTunes (=) [ x]

«

LIBRARY Name Alburn
n Music @ Winter Wonderland 2:59  Lisa Ono Boas Festas Jazz &
E Mavies @ Depois Do Matal 2:55 Lisa Ono Eioas Festas Jazz ]
[ Let Ik Snow! Let Ik Snow! Let IES... 348 Lisa Ono Boas Festas Jazz
& T Shows @ Caroling Caroling 356 Lisa Ono EBioas Festas Jazz
O Podcasts # Jingle Bell Rack, 2120 Lisa Ono Boas Festas Jazz
W Radio # White Christmas (Noite de Matal) 3148 Lisa Ono Boas Festas Jazz
# Paz Azul (Erahms Lullaby) 339 Lisa Ono Eioas Festas Jazz
STORE # Ave Maria 356 Lisa Ono Eioas Festas Jazz
=S S @ The Christmas Song 341 Lisa Ono EBioas Festas Jazz
SHARED ™ Boas Festas 444 Lisa Ono EBoas Festas Jazz
# Um Anjo Do Céu 528 Lisa Ono Boas Festas Jazz
@ Inthe Wee Small Hours of the Ma... 4:37  Lisa Ono Boas Festas Jazz
VPLAYLISTS @ Silent Night 1:01  Lisa Ono Eoas Festas Jazz
@ Patty Shuffle # 01 Beautiful YWoman,mp3 mo7 Color your soul Other
@ a0's Music # 02 Salesman.mp3 394
@ Music Yideos @ 03 Fill This Might mp3 4117
B My Top Rated & 04 Cry Ou.t Loud.mp3 ) 4:19
@ 05 I Will Give You Everything.mp3 4:00
[0 Recently Added # 06 Come Alive mp3 450 | |
@ Recently Flayed W07 ST mp3 3145
@ Top 25 Most Played @ 08 Be My Love (English Ver.), (Ho... 4133
@ 03 £ mp3 4:43
# 10 Colar Your Soul.mp3 4:50 N~
. mechlass ron 4 b |
INSIOE THE STORE
22 | Gorz
[&1g|o
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Click the triangle icon next to the NAS name. The smart playlists defined earlier will be shown. The
songs are categorized accordingly. You can start to use iTunes to play the music on your NAS.

File Edit Controls Yiew Store Advanced Help iTunes
LIBRARY Manme Time  Arkist | Album | Genre
ﬁ Music 1 & Winter Wonderland 2:59  Lisa Ono Boas Festas Jazz
E Mavies Z # Depois Do Matal 2:595  Lisa Ono Eoas Festas Jazz
8 o Let It Snow! Let IE Snow! Let TE S, 48 Lisa Cno Boas Festas Jazz
= T Shows 4 @ Caroling Caroling 356 Lisa Ono Boas Festas Jazz
(@ Podcasts 5 @ Jingle Bell Rock 2120 Lisa Ono Boas Festas Jazz
"’f" Radio [ & White Christmas (Noite de Matal) 348 Lisa Ono Boas Festas Jazz
7 # Paz Azul (Brahms Lullaby) 339 Lisa Ono Boas Festas Jazz
S g @ Ave Maria 56 Lisa Cno Boas Festas Jazz
[E MiLtes Sttt 9 # The Christmas Song 341 Lisa Ono Boas Festas Jazz
SHARED 10 [ Boas Festas 4:44  Lisa Ono Boas Festas Jazz
v E MASACEaCE e 11 & Um Anjo Do Céu 9:28 Lisa Ono Eoas Festas Jazz
. 12 # Inthe Wee Small Hours of the Mo.., 4137 Lisa Ono Boas Festas Jazz
& colat your soul . ) -
E 1ams 13 # Silent Might 1:01  Lisa Cno Boas Festas Jazz

Note: You can download the latest iTunes software from official Apple website http://www.apple.

com/.

© 2010 QNAP Systems, Inc. All Rights Reserved.



Server Administration 239

7.5.6

UPnP Media Server

The NAS is built-in with TwonkyMedia, DLNA compatible UPnP media server. Enable this function and
the NAS will share particular music, photos, or video files to the DLNA network. You can use DLNA
compatible digital media players to play the multimedia files on the NAS on your TV or acoustic

sound system.

To use UPnP Media Server, enable this function and click the following link (http://NAS IP:9000/) to
enter the configuration page of the UPnP Media Server.

UPnP Media Server (

UPnP Media Server

[ after enahbling this service, click the following link to enter UPnP Media Server configuration page.

http:r10.8.12.46:9000f

Click the link http://NAS IP:9000/. Go to ‘TwonkyMedia Settings’ > ‘Basic Setup’ to configure the

basic server settings.

The contents on the Qmultimedia or Multimedia folder of the NAS will be shared to the digital media
players by default. You can go to ‘Basic Setup’ > ‘Sharing’ > ‘Content Locations’ to change the share
folder or add more share folders.

After configuring the settings, you can upload MP3, photos, or video files to the specified share
folders on the NAS.

Note: If you upload multimedia files to the default share folder but the files are not shown on
Media Player, click ‘Rescan content directories’ or ‘Restart server’ on the Media Server

configuration page.

For the information of setting up the UPnP media server of the NAS for media playing, see here363\.

About UPnP and DLNA

Universal Plug and Play (UPnP) is a set of computer network protocols promulgated by the UPnP
Forum. The purpose of UPnP is to allow the devices to connect seamlessly and to simplify the
implementation of the networks at home and in the corporate environment. UPnP achieves this by
defining and publishing UPnP device control protocols built upon open, Internet-based communication
standards.

The term UPnP is gleaned from Plug-and-play, a technology for dynamically attaching devices to a

computer directly.
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The Digital Living Network Alliance (DLNA) is an alliance of a number of consumer electronics, mobile
and personal computer manufacturers. Its aim is to establish a home network in which the
electronic devices from all companies are compatible with each other under an open standard. The
alliance also tries to promote the idea of digital home by establishing DLNA certification standard. All
DLNA certified products connected to the home network can be connected to seamlessly to enable
the consumers to enjoy the digital life conveniently.
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7.5.7 MySQL Server

Note: To use this feature on the TS-x39/509/809 series, please update the system firmware with
the image file enclosed in the product CD or download the latest system firmware from http://

www.gnap.com/.

You can enable MySQL Server as the website database.

Enable TCP/IP Networking

You can enable this option to configure MySQL server of the NAS as a database server of another
web server in remote site through Internet connection. When you disable this option, your MySQL
server will only be configured as local database server for the web server of the NAS.

After enabling remote connection, assign a port for the remote connection service of MySQL server.
The default port is 3306.

After the first-time installation of the NAS, a folder phpMyAdmin is created in the Qweb/ Web
network folder. You can enter http://NAS IP/phpMyAdmin/ in the web browser to enter the
phpMyAdmin page and manage the MySQL database.

Note:

e Do not delete the phpMyAdmin folder. You can rename this folder but the link on the MySQL
server page will not be updated. To connect to the renamed folder, you can enter the link
http://NAS IP/renamed folder in the web browser.

e The phpMyAdmin folder is created after the first-time installation. When you update the

firmware, the folder remains unchanged.
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Database Maintenance

¢ Reset root password: Execute this function to reset the password of MySQL root as ‘admin’.
e Re-initialize database: Execute this function to delete all the data on MySQL database.

For the information of hosting a phpBB forum on the NAS, see here[373,

MySQL Server €

MySOL Server

You can enahble MySQL server as the website database.

Enable this option to allow remate connection of MySGQL sener,
O] Enable TCRIP Metwarking
Port Mumber: 3306

Hote: You can install the phphyAdmin package to manage your MySQL server. To install the phphyAdmin, please click here.

Database Maintenance

You can resetthe database password or re-initialize the database.

[ RESET ROOT PASSWORD ][ RE-INITIALIZE DATABASE ]
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7.5.8 QPKG Plugins

You can install the QPKG packages to add more functions to the NAS. Click ‘GET QPKG'.

QPKG Plugins 2
(o)

OPKG INSTALLED

OPKG installed
Mo installed package found. To install a package, please follow the steps helow:
1. Click [GET QPKG] to see the latest available QPKGs, download and unzip it ta your PC.

2. Goto"INSTALLATION", brovwse to the location where the unzipped file is, and then click [INSTALL].

Before you install the packages, make sure the files are correct, read the instructions carefully, and
back up all the important data on the NAS. Download the package you want to install on the NAS to

your computer.

QPKG

fyour QMAP MAS

GLPI

IceStation

NZBGet

Tomcat

Asterisk

Java Runtime Environment
XDove

Aja¥plorer

SABnzbd +

Python

WordPress

Joomla

phpMyadmin

MLDonkey

S50TS (Now with Squeezebox Server!)
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Before installing the QPKG package, unzip the downloaded file. To install the QPKG, browse to select
the correct QPKG file and click ‘INSTALL".

| OPKG INSTALLED H INSTALLATION

Install a new OQPKG plugin

Toinstall a package, please follow the steps below:
1. Click [GET QPKGE] to see the latest available GPEGs, download and unzip it to your P,

2. Browse to the location where the unzipped file is, and then click [INSTALL]

IC:IDocur‘nents and Settings\ReiChan\DezktopiJoo {Browse..:

[ INSTALL

After uploading the QPKG packages, the details are shown. Click the link to connect to the web page

of the installed package and start to configure the settings. To remove the package from the NAS,
click ‘REMOVE'.

QPKG Plugins

QPKG - Joomla

Joomial File Hame: Joomla_1.9.15.qpkd
Installation Date: 2010-05-12
Version: 1.5.15
Installation Path: Ishare/Cweblloomla
Status: --

Weh Page: http:/i10.8.12.46:3000omlar
hitps: i1 0.8.12 468081 Joamlar

Maintainer QMAP Systems, Inc.

CLOSE
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7.6 Backup

External Drive 43

USB One Touch Copy[R4R
Remote Replication25®)
Time Machinepeh

7.6.1 External Drive

You can back up the local drive data to an external storage device. Select to execute instant,

automatic, or scheduled backup, and configure the settings.

e Backup Now: To back up the data to the external storage device immediately.

e Schedule Backup: To back up the data by schedule. You can select the weekday and time to
execute the backup.

o Auto-backup: To execute the backup automatically once the storage device is connected to the
NAS.

Copy Options:

You can select ‘"Copy’ to copy the files from the NAS to the external device. Select'Synchronize’ to
synchronize the data between the NAS and the external storage device. Any differentiated files on
the external device will be deleted.

Note: During data copy or synchronization, identical files on both sides will not be copied. If
there are files in the same name but different in size or modified dates on the NAS and the
external device, the files on the external device will be overwritten.
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External Drive (

Back up to an external storage device

Backup the lacal disk data to an external starage dewice. ¥ou can select instant, automatic, or schedule hackup.

Available shares Shares to back up
MNetwork Recycle Bin 1 Public
Qdowenloadd
Qrnultimedia -»
Crecordings -
Qush
Qweb
rei

Back up to an USBDiskl |+ The drive is ready,

External Storage Free Size/Taotal Size: 1899 B / 1900 MB

Device:

Backup Method: Backup Mo & | Execute backup immediately,

Copy options: Synchronize (% WARNIMNG! Files are copied from the source to the destination, Extra files on the
destination will be deleted, files of the same names will be overwritten by the source. Source
data will rermain unchanged.

Current Backup Mo hackup aperations.

Status:

Last Backup Time:

Last Backup

Result:
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7.6.2 USB One Touch Copy

This feature is not supported by TS-809U-RP.

You can configure the bahaviour of the USB one touch copy button on this page. The following three
functions are available:

Options Description

Copy from the front USB storage to a 1. Create directory: A new directory will be
directory of the internal HDD of the NAS created on the destination and the source
data will be copied to this directory. The
new directory will be named as the backup
date (YYYYMMDD). 1If there are two or
more backups on the same day, the
directory will be named with YYYYMMDD-1,

YYYYMMDD-?2... and so on.

2. Copy: Back up data to the destination
share folder. If the same file exists, the

destination file will be overwritten.

3. Synchronize: Back up data to the
destination share folder and clear the
redundant files. If the same file exists, the

destination file will be overwritten.

Copy to the front USB storage from a 1. Copy: Back up data to the destination
directory of the internal HDD of the NAS share folder. If the same file exists, the

destination file will be overwritten.

2. Synchronize: Back up data to the
destination share folder and clear the
redundant files. If the same file exists, the

destination file will be overwritten.

Disable the one touch copy button Select this option to disable the copy button.
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Note: If there are multiple partitions on the source storage device, a new folder will be created for
each partition on the destination as the backup folder. The backup folder will be hamed with the

backup date and the partition number, YYYYMMDD-1 for partition 1, YYYYMMDD-2 for partition
2... and so on. If the source storage device contains only one partition, the backup folder will be
named as YYYYMMDD only.

USB One Touch Copy !

USE One Touch Copy

Canfigure the function of the LISB ane touch copy button.

O Copy frarm the front USB storage device to the : Qush directory of the internal dizk.

® Copy to the front USB storage device from the  Qush w directory of the internal disk.

Backup method: § * WWARNING! Files are copied from the source to the destination, Extra files on
the destination will be deleted, files of the same names will be averwritten by the source. Source data will remain
unchanged.

O Disable one touch copy hutton

Mote: The USB LED hlinks when data backup to an external device is in process. The SB ane touch copy button will he
dizahled tempaorarily. [fyou press the hutton during the data transfer process, the server will beep thrice to alert you the hutton
iz disabled. Please wait for the backup to finish and the USBE LED to stop flashing, and then use the USHE one touch copy
button again.
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Data copy by front USB port
The NAS supports instant data copy backup from the external USB device to the NAS or the other
way round by the front one touch copy button. To use this function, follow the steps below:
1. Make sure a HDD is installed and formatted on the NAS. The default network share Qusb/ Usb
has been created.
Turn on the NAS.
Configure the behaviour of the Copy button on ‘Backup’ > ‘USB one touch copy’ page.
4. Connect the USB device, for example, digital camera or flash, to the front USB port of the
NAS.

5. Press the Copy button once. The data will be copied according to your settings on the NAS.

Note: Incremental backup is used for this feature. After the first time data backup, the NAS only
copies the changed files since the last backup.

I Caution: Files are copied from the source to the destination. Extra files on the destination
‘-'-J will be deleted; files of the same names will be overwritten by the source. Source data will
remain unchanged.
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7.6.3 Remote Replication

Remote Replication

You can use this option to back up the folders and sub-folders on the NAS to another QNAP NAS or
Rsync server over LAN or the Internet.

The maximum number of remote replication jobs supported is 64. Make sure a network share has
been created before adding a remote replication task.

e Port Number: Specify a port number for remote replication. The default port number is 873.

Note: If this server connects to the Internet through a router, make sure the specified port for
remote replication is opened on the router.

e Enable backup from a remote server to the local host: Select this option to allow the remote
server to back up data to the local host via remote replication.

e Allow remote Rsync server to back up data to NAS: Enable this option to allow a remote Rsync
server to back up the data to the NAS by remote replication.
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Remote Replication e
| REMOTE REPLICATION ||

Remote Replication

By using this function, you can back up the data on the local server to a remote server of the same NAS series, and also allow
hackup from remote server to the local server.

Port Murmber:

[“lEnable hackup from a remote server to the local host

Ol allow remote Reync server to hack up data to NAS

Uger Mame: rsync

Fazsword:  sssss

Current Jobs
© Option i(} Create New Replicating Job i

(O dowMame  [schewle [Sts | acton |
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Follow the steps below to create a remote replication job for backup from the NAS to another QNAP
NAS.

1. Click ‘Create New Replicating Job’ to create a new task.
Current Jobs

I@ Create Mew Replicating Job ]

2. Select the server type and enter the job name.

QNAPR Remote Replication Wizard

TURBDO MAS

This wizard helps you create a remote replication job. Enterthe
name of the remote replication job and click Next.

Server type:  NAS serer v

Remote Replication Job Hame: backup

Step 1 of 7
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3. Enter the IP address or domain name (if any) of the remote server, the port number of the
remote server, the user name and password with write access to the remote server. Click ‘Test’
to check if the connection is successful or not.

Note:

e To use remote replication, enable Microsoft Networking service, make sure the destination
network share and directory have been created, and the user name and password are valid to
login the destination folder.

e The share folder name (network share or directory) is case-sensitive.

Remote Replication

ONARP Remote Destination

TURBO NAS

Hame or IP address of the remote server: 10.8.13.50

Port Humber: ara
User Name: ‘admin
Password: seeesl

Remote Host Testing: TEST

Step 2 of 7 BACK HEXT CANCEL
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4. Enter the destination path. The share folder name (network share or directory) is case-

sensitive.

Remote Replication L

QNAP

TURBDO MNAS

Step 3 of 7

Remote Destination

Destination Path : /TUBlic
{ e.0. 'ShareFolderDirectory )

Remain Capacity : 96.42 GH
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5. Enter the source path. You can select to back up the whole network share and a folder in the

share.
Remote Replication e
ONAP Local Source
TUREBD MNAS
Local Path : /Public
{ e.g. SshareFolderDirectory )
Step 4 of 7

6. Define the replication schedule.

Remote Replication X
QNRAP Replication Schedule
TuREDO MNAS

Select schedule:
() Replicate Mow

1 Daily
2 i oty
£33 Monthly 01 v

Time

Stepaof ¥

© 2010 QNAP Systems, Inc. All Rights Reserved.



256

QNAP Online Software User Manual

Set other options for the remote replication job.

Enable encryption: Select this option to execute encrypted remote replication. Note that you
must turn on 'Allow SSH connection' in 'Network Services > 'Telnet/ SSH' and specify the
same port number for SSH and encrypted remote replication.

Activate file compression: Turn on this option to allow file compression during the data
transfer process. This option is recommended for low bandwidth environment or remote
replication over WAN.

Stop network file services while replicating: Stop all connections to the NAS via Samba
(SMB), AFP, and FTP when remote replication is in process.

Perform incremental replication: When this option is turned on, after the first-time
replication, the NAS will only back up the files that have been changed since the last backup.
The files of the same name, size, and modified time will not be copied again. You are
recommended to turn on this option for the replication job which will be executed for more
than once in order to shorten the backup time.

Delete extra files on remote destination: Select the option to synchronize the source data
with the destination data (one-way synchronization). Extra files on the destination will be
deleted. Source data will remain unchanged.

Handle sparse files efficiently: A sparse file is a type of computer file that contains large
blocks of zero-byte data. Turn on this option may reduce the time required for remote
replication.

Remote Replication 0

(m] == Replication Options

TURBO MAS

] Enable encryption, port number, 22

(Mote; You have to enahle S5H connection on the remaote host,
and use the "admin" account to execute the encrypted
replication job. Besides, the port number must be the same as
the 55H port of the remote host)

Activate file compressian

Stop network file services while replicating

Perfarm incremental replication

Delete extra files on remote destination

Handle sparse files efficiently

Ooooano

B e e T
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8. Then click ‘Finish’. The job will be executed according to your schedule. Note that the job is
recursive. Do not turn off the local NAS and the remote server when remote replication is
running.

Remote Replication ()

QOQNRAP Setup complete

TURBDO MNAS
The remaote replication settings have heen completed. Click FINISH
o exit the YWizard.
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How to create a remote replication job for an entire disk volume?

To back up an entire disk volume by remote replication, create a new share folder (for example,
root) as the root directory which contains all the share folders in the same volume, and specify the
path to '/’. Then create a remote replication job to copy this share folder (root). All the share
folders and sub-folders will be replicated.

Share Folder Property

Share Folder Property

Network Share Hame: root

Disk Yolume: Mirraring Disk Walume: Drive 12 »
Hide Network Drive: (O vas & g @

Lock file oplocks): @ ves O Na
[Path: | 1
Comment {optional): i

[ Enable write-only access on FTP connection '@'

o (emssane] o]
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Amazon S3

Amazon S3 (Simple Storage Service) is an online storage web service offered by AWS (Amazon Web
Services). It provides a simple web services interface that can be used to store and retrieve the
data from anywhere on the web. With Amazon S3, you can upload the data from your NAS to
Amazon S3 or download the data from Amazon S3 to your NAS.

Note that you need to register an AWS account from http://aws.amazon.com/ and pay for the
service. After signing up for an account, you need to create at least one bucket (root folder) on
Amazon S3 by an Amazon S3 application. We recommend the Mozilla Firefox add-on ‘S3Fox’ for

beginners.

Remote Replication e
| || AMAZON 53
Amazon 53

This function allows you to upload the data from the MNAS to Amazon 53, orvice versa.

Mote: Please synchronize the system time with an Internet time server hefare using this function. Ta configure the systerm date
and time, please click here.

Current Jobs

[{} Create Mew Replicating Job ]

Jobh Hame Usage Type Schedule Status Action
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After setting up the Amazon S3 account, follow the steps below to back up the data to or retrieve the
data from Amazon S3 using the NAS.
1. Click ‘Create New Replicating Job’.
2. Enter the remote replication job name.
3. Select the usage type: ‘Upload’ or ‘Download’ and enter other settings. A bucket is the root
directory on Amazon S3. You can test the connection to the remote host testing by clicking
‘TEST’. Other settings are optional.

Remote Replication

bﬁ*ﬁ?ﬁ ‘ Amazon S3
T Usage Type: Upload  ~
—— Access Key: AKIAIZ0ASUDAHNAEY:

Private Key: NSNS EINENNNNERS
Remote Path pre
(BucketDirectory): - INROaUS g%
Remote Host
Testing:

4. Specify the local directory on the NAS for replication.

5. Enter the replication schedule.
6. Click ‘Finish’. The replication job will be executed according to your schedule.
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7.6.4 Time Machine

Time Machine

You can enable Time Machine support to use the NAS as a backup destination of multiple Mac by the
Time Machine feature on OS X.

Time Machine €
TIME MACHINE SUPPORT

Time Machine support

After enahling the Time Machine function |, you can use the MAS as one ofthe Mac 08 X Time Machine hackup destinations.
Enable Time Machine suppart
Cisplay Mame: TMBackup

User Mame: TimeMachine

Password: [ITT11]
Wolume: Mirroring Disk Wolume: Drive 12 % Free Size:103GB
Capacity: 0 C]=]

Hote: vWhen using the Time Machine function, AFP service will he enahled automatically. Rlote that all the Time Machine
users share the same netwark share far this function.
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To use this function, follow the steps below.

Configure the settings on the NAS:
1. Enable Time Machine support.

Time Machine €
TIME MACHINE SUPPORT

Time Machine support

After enahling the Time Machine function , you can use the NAS as one ofthe Mac OS5 X Time Machine hackup destinations.
Enable Time Machine support
Display Mame: ThMBackup

User Mame: TimeMachine

Fassward: TIIY
Yolume: Mirroring Disk Wolume: Drive 12 % Free Size:103GB
Capacity: 0 GH

Mote: YWhen using the Time Machine function, AFFP service will he enabled automatically. ote that all the Time Maching
users share the same network share for this function.

Enter the Time Machine password. The password is empty by default.
Select a volume on the NAS as the backup destination.
Enter the storage capacity that Time Machine backup is allowed to use.

vk LN

Click ‘Apply’ to save the settings.
All the Time Machine users share the same network share for this function.
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Configure the backup settings on Mac:
1. Open Time Machine on your Mac and click ‘Select Backup Disk".
8ann Time Machine
4| Show All al

D

Select Backup Disk...

-
Time Mﬂd‘lne Time Machine keeps copies of everything on your Mac,
including system files, applications, and settings, as well as
your music, pictures, and other important files. Since Time

Machine keeps daily backups, you can revisit your Mac as it
OFF C! ON appeared in the past.

# Show Time Machine status in the menu bar

L
d Click the lock to prevent further changes. @
2. Select the TMBackup on your NAS from the list and click ‘Use for Backup’.

& ™ Backup

on "NASAABBOE"

@ ( Set Up Time Capsule :] ( Cancel ) (-&rfdlm-)
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3. Enter the user name and password to login the QNAP NAS. Then click ‘*Connect’.
Registered user name: TimeMachine

Password: The password you have configured on the NAS. Itis empty by default.

Enter your name and password for the server
“NASAABB18" so that Time Machine can access
it.

Connect as: () Guest
(® Registered User

Name: TimeMachine

Password: esssssss

( cancel ) ( Connect )

4. Upon successful connection, the Time Machine is switched ‘ON’. The available space for backup
is shown and the backup will start in 120 seconds.

i anon Time Machine
o [

Show All Q

Name: TMBackup
NASAABBLS

Available: 168.09 GB of 311.9 GB

Oldest Backup: --

. Select Disk... | Latest Backup: --

Options... | Next Backup: 103 seconds... [x]

Time Machine Time Machine keeps:

= Hourly backups for the past 24 hours
= Daily backups for the past month

= Weekly backups for all previous months
The oldest backups are deleted when your disk becomes full.
aShow Time Machine status in the menu bar
[JD Click the lock to prevent further changes. ®

The first time backup may take more time according to the data size on Mac. To recover the data to
the Mac OS, see the tutorial on http://www.apple.com/.
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Manage Backup

You can manage the existing backup on this page.

Manage Backup

Volume: |RAID 5 Disk Volume: Drive 123 [

ﬂ_ﬂ*

JW MacBook Pro.sparsebundle 37 GB 2010/05/17 20:58:16

Volume: Display Time Machine backup tasks stored in the volume.

Name: The name of the Time Machine backup (the sparse bundle disk image which was created by
Time Machine).

Size: Size of this Time Machine backup.
Date Modified: Last modified date of this Time Machine backup.
Delete: Delete the selected Time Machine backup.
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7.7 External Device

External Storage Device26®)
USB PrinterR6h
UPS Settings[283

7.71 External Storage Device

The NAS supports USB disks and thumb drives for extended storage. Connect the USB device to the
USB port of the NAS, when the device is successfully detected, the details are shown on this page.

It may take tens of seconds for the NAS server to detect the external USB device successfully.

Please wait patiently.

You can format the external drive as FAT32, NTFS, EXT3, or HGS+ (Mac only). Select the option
from the drop-down menu next to 'Format As' and click 'FORMAT NOW'. All the data will be cleared.

External Storage Device O

External Storage Device

USEDisk1 Manufacturer: J5B2.0
Model: Flash Disk
Device Type: JSB 2.0
Total / Free size: 1.86 GBY1.85 GB
File System: FAT
Status: Ready

Format As:  HFS+ b FORMAT HOW

[ REMOYE DISK PARTITION ]

REMOYE DEYICE

Ta rermnaove the hardware device, please click [Remaove device]. When the system does not show the device anymare, yau can
remaove it safely.

Eject:

Mote: Do MOT unplug the device when itis in use to protect the device.
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7.7.2 USB Printer

To provide printer sharing function for the network users, you can simply connect a USB printer to
the USB port of the NAS. The NAS detects the printer automatically. Up to 3 printers are supported.

USB Printer e
USB Printer
_ Manufacturer:
-— Model:
- Status: MNa printer detected

Clean up spool space of printer: | CLEAN NOW

Note:
e Please connect a USB printer to the NAS after the software configuration is completed.
e The NAS does not support multifunction printer.

e For the information of the supported USB printer models, please visit http://www.gnap.com/
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7.7.2.1 Windows XP Users

Method 1

1. Enter \\NAS IP in Windows Explorer.

2. A printer icon is shown as a network share on the server. Double click the icon.
3. Install the printer driver.

Add Printer Wizard

|f wour printer came with
iz hot listed, consult wour

Manufachurer A | Printers A
Agfa — | | SF AGFA-AccuSel v52.3 b
i::l.jasuu S AGFAAcoUSetSF vE2.3

oo ;7_.'_?&5 Fa-tccuSet 500

APS S 5P AGFAACCUSet SO0SF v52.3

AST v | | E¥ AGFA-AccuSet BO0SF v2012.102 hd

By This diver is d!gltallj,.l mgne!j..
Tell me why diver signing iz important

| (1] 4 |[ Cancel ]

4. When finished, you can start to use the network printer service of the NAS.
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Method 2
The following configuration method has been verified on Windows XP only:
1. Open ‘Printers and Faxes'.

2. Delete the existing network printer (if any).

3. Right click the blank area in the Printers and Faxes window. Select ‘Server Properties’.

4. Click the ‘Ports’ tab and delete the ports configured for the previous network printer (if any).
5. Restart your PC.

6. Open Printers and Faxes.

7. Click *‘Add a printer’ and click ‘Next’.

8. Select ‘Local printer attached to this computer’. Click ‘Next'.

9. Click ‘Create a new port’ and select ‘Local Port’ from the drop-down menu. Click ‘Next'.

10. Enter the port name. The format is \\NAS IP\NAS namepr, for example, NAS IP= 192.168.1.1,

NAS name= myNAS, the link is \\192.168.1.1\myNASpr.
11. Install the printer driver.
12. Print a test page.
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7.7.2.2 Windows Vista/ Windows 7 Users

1. On the Run menu, enter \\NAS IP.

.-E Run ‘ ﬁ

Type the name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.

Open: W\192.168.0169 -

@ This task will be created with administrative privileges.

I oK I ’ Cancel ] ’ Browse...

2. Find the network printer icon and double click it.

Nameﬁ Type Comments

Favorite Links

EI Pocuments | Metwork Recycle Bin 1 | Public

E Pictures "4-"4». - 'l_,._r-

B’ Music

% Recently Changed . l | Qdownload . ! | Qmultimedia
I8 Searches — —

Ji Public ! | Qusb ! | Qweb
'y | .
ts-509pr5 Printers
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3. Install the correct printer driver.

Add Printer Wizard

=

i Select the manufacturer and model of your printer. i your printer came with

an installation disk:, click Hawve Disk. i your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer -~ Printers -
HP 3 59 HP 2500C Series Printer L4
IEM 5 hp business inkjet 1000
infotec = hp business inkjet 1200
Konica E UP R sinees Inkist F200/7750 i
KNANICA MINOLTA || il |
ﬁr This driver is digitally signed.
Tell me why driver signing is impartant

Ll

| oK

) (e

4. When finished, print a test page to verify the printer is ready to use.
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7.7.2.3 Mac OS X 10.4

1. On the toolbar, click ‘Go/ Utilities’.

.', Finder File Edit View |[Re8l Window Help
Back |

F Forward 88 ]
- Enclosing Folder
e ’

SnapNDrag = Computer

% Home {+3H
» Network {+ 38K
3 ® iDisk >

Irmware.img

A Applications
[ Utilities

Recent Folders

—

'_*_"1 :| Go to Folder...
Connect to Server...

[ Unilities
‘g,
g --_'_..-
. i L_A
Grapher Imstaller Java
A 4%
Keychain Access Migration Assistant Metinfo Manager
| ]
—

Mevwark Utility ODBC Administrator Printer Setup Utiling
> | ‘
(m - o

System Frofiler Terminal Wodpether Utiliny

1 of 24 selected, 12.53 GB available
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3. Click ‘Add".
r . ¥
aad Printer List (=)
= O X 0
Make Default Add pPelete Utility ColorSync Show Info
Mame A |Status Kind
A

273

© 2010 QNAP Systems, Inc. All Rights Reserved.



274 QNAP Online Software User Manual

4. Press and hold the ‘alt’ key * on the keyboard and click *‘More Printers’ concurrently.

F |
806 Printer Browser =
2 e &
A —
Default Browser IP Printer Search
Printer Name 4 | Connection
AL-C1100-CCBESA Bonjour
Name:
Location:
Print Using: Please select a driver or printer model ==
@ i More Printers... :} | Add
P
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5. In the pop up window:
a. Select'Advanced’*.

b. Select‘Windows Printer with SAMBA’.
c. Enter the printer name.
d. Enter the printer URI, the format is smb://NAS IP/printer name. The printer name is found
on the '‘Device Configuration’ > ‘USB Printer page’.
e. Select ‘Generic’ for Printer Model.
f. Click ‘Add’.
Nee Printer Browser (=
: Advanced I-:-]
v
Device: | Windows Printer via SAMBA 4
Device Name: myprinter
Device URl:  smb:/j192.168.2.11/nastestPR
Printer Model: ' Ceneric |+]
( Cancel ) E—An:l-d%
Location: Mo Selection
Print Using: =
® ( More Printers... ) Add
P

*Note that you must hold and press the ‘alt’ key and click ‘More Printers’ at the same time to view
the Advanced printer settings. Otherwise, this option does not appear.
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6. The printer appears on the printer list. Itis ready to use.

'®00 Printer List (=)

Add
Name A [Status Kind
myprinter Generic PostScript ...

A

Note: The network printer service of the NAS supports Postscript printer on Mac OS only.
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7.7.2.4 Mac OS X 10.5

If you are using Mac OS X 10.5, follow the steps below to configure the printer function of the NAS.
1. Make sure your printer is connected to the NAS and the printer information is displayed

correctly on the ‘USB Printer’ page.

USB Printer

USE Printer

BM-500FR Manufacturer: HewlLett Packard

Model: HF Laserdet 2200

Status: Bergit

Clean up spool space of printer: CLEAN NOW
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2. Go to '‘Network Services’ > ‘Microsoft Networking’. Enter a workgroup name for the NAS. You
will need this information later.

Mebtwork Services == Microsoft Networking Welcome admin | Logout

Microsoft Networking (

| MICROSOFT NETWORKING ||

Microsoft Networking

Enahle file service for Micrasoft netwarking

® standalone Server

Server Description (Optional): MNAS Server

I Wiarkgraup: Workgroup !

) a0 Domain Member (For detailed instructions, please click here)

Server Description (Optional):

Domain MetBIOS Mame:

AD Server Mame:

Domain:

Crganization Unit (Optional):

Dormain Administrator Username:;

Domain Administrator Password:
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3. Go to 'Print & Fax’ on your Mac.

Personal
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces
Hardware
O © W T © @ |m| 4
Bluetooth CDs & DVDs Displays Energy Keyboard & Trackpad Print & Fax Sound
Saver Mouse

4. Click + to add a printer.

Click + to add a

printer or fax No Printer Selected

[+

Default Printer: [ Last Printer Used

2 &

Default Paper Size in Page Setup: [ Ad

EIB Click the lock to prevent further changes. @
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5. Select the NAS workgroup and find the printer name.

- Ll
alanhuang

r‘.

mshome L g gqagmin-laptop P
nas L g gnap-pc >
AT » qnap-peace-test >
gatest L g reipc P
qnap P stevehuang =
gnapcluster [ =

napnet P % ybuntu |4
mrl:gmup I B Y vicky-pc Y

Name: Mo Selection

Location: Mo Selection

LR
L

Print Using: f

| Add |

4

6. Enter the user name and password to login the printer server on the NAS.

Enter your user name and password to access
the print server "pm-509".

Connect as: () Guest
(®) Registered User

Name: |admin

Password:  sesss

M Remember this password in my keychain

[E] ( Cancel ) H
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7. Select the printer driver.

alanhuang = meiji-machook (3 PM-509PR
mshome I ™ pm-509 (2
nas =11 | gadmin-laptop [
v g qnap-pc P
gatest | gnap-peace-test =
qnap > stevehuang P
gnapcluster I~ W that P
qgnapnet P4 ybuntu 3
workgroup B Y vicky-pc Lol
Name: PM-509PR |
Location: | |
Print Using: [ Please select a driver or printer model H

| Add |

¥ Please select a driver or printer model

Auto Select
Ceneric PostScript Printer

Select a driver to use...

Other...
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282 QNAP Online Software User Manual

8. After installing the printer driver correctly, you can start to use the printer.

Printers

E PM-S509PR : PM-509PR
= : idle, Default

[ Share this printer

Location:

Kind: HP Laserjet 2200
Status: Idle, Default

( Open Print Queue... ) ( Options & Supplies... }

Default Printer: | PM-509PR W
L2

Default Paper Size in Page Setup: [ Ad

[Iﬁ Click the lock to prevent further changes. @
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7.7.3 UPS Settings

By enabling the UPS (Uninterruptible Power Supply) support, you can protect your NAS from
abnormal system shutdown caused by power disruption. In the event of a power failure the NAS will
shut down automatically or enter auto-protection mode by probing the power status of the connected
UPS unit.

UPS Settings [

UPS Settings

@ pfter the AC power fails for S minute(s), turn off the server.

O Afterthe AC power fails far 2 minute(s), the system will enter the 'auto-protection' made. When the power
restores, the systern automatically resumes to its previous state.

Protocal Metwork UPS Slave w

IP Address of Metwork LIPS Server: O ~a ~a .a

UPS Information
UPS Brand: -
UPS Model: -
AC Power Status: =
Battery Capacity: --
Estimated Protection Time: --
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Standalone mode - USB

To operate under USB standalone mode, follow the steps below:

1. Plug in the USB cable on the UPS to the NAS.

2. Select the option ‘Enable UPS Support'.

3. Choose between whether the NAS will shut down or enter auto-protection mode after AC
power fails. Specify the time in minutes that the NAS should wait before executing the option
you have selected. After the NAS enters auto-protection mode, the NAS resumes the
previous operation status when the power restores.

4. Click ‘Apply’ to confirm.

Standalone mode - SNMP

To operate under SNMP standalone mode, follow the steps below:

1. Make sure the NAS is connected to the same physical network as the SNMP-based UPS.

2. Select the option ‘Enable UPS Support'.

3. Choose between whether the NAS will shut down or enter auto-protection mode after AC
power fails. Specify the time in minutes that the NAS should wait before executing the option
you have selected. After the NAS enters auto-protection mode, the NAS resumes the
previous operation status when the power restores.

Select 'SNMP’ from the ‘Protocol’ drop down menu.
Enter the IP address of the SNMP-based UPS.
Click ‘Apply’ to confirm.
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Network master mode

A network UPS master is responsible for communicating with network UPS slaves on the same
physical network about critical power status. To set up your NAS with UPS as network master mode,
plug in the USB cable on the UPS to the NAS and follow the steps below:

1. Make sure the NAS is connected to the same physical network as the network UPS slaves.

2. Select the option ‘Enable UPS Support’.

3. Choose between whether the NAS will shut down or enter auto-protection mode after AC
power fails. Specify the time in minutes that the NAS should wait before executing the option
you have selected. After the NAS enters auto-protection mode, the NAS resumes the previous
operation status when the power restores.

4. Click ‘Enable network UPS master’. This option appears only when your NAS is connected to
the UPS by a USB cable.

Enter the 'IP address’ of other network UPS slaves to be notified in the event of power failure.
Click ‘Apply’ to confirm and continue the setup for the NAS systems which operate in network

slave mode below.

Network slave mode

A network UPS slave communicates with network UPS master to receive the UPS status. To set up
your NAS with UPS as network slave mode, follow the steps below:

1. Make sure the NAS is connected to the same physical network as the network UPS master.

2.  Select the option ‘Enable UPS Support’.

3. Choose between whether the NAS will shut down or enter auto-protection mode after AC
power fails. Specify the time in minutes that the NAS should wait before executing the option
you have selected. After the NAS enters auto-protection mode, the NAS resumes the previous
operation status when the power restores.

Select ‘USB slave mode’ from the ‘Protocol’ drop down menu.
Enter the IP address of the network UPS master.
6. Click ‘Apply’ to confirm.

Note: To allow your UPS device to send SNMP alerts to the QNAP NAS in case of power loss, you
may have to enter the IP address of the NAS in the configuration page of the UPS device.
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Behaviour of the UPS feature of the NAS:

In case of power loss and power recovery, the events will be logged in the ‘System Event Logs’.

During a power loss, the NAS will wait for the specified time you enter in the ‘UPS Settings’ before

powering off or entering auto-protection mode.

If the power restores before the end of the waiting time, the NAS will remain in operation and cancel

its power-off or auto-protection action.

Once the power restores:

o If the NAS is in auto-protection mode, it will resume to normal operation.

o If the NAS is powered off, it will remain off.

Difference between auto-protection mode and power-off mode

Mode

Advantage

Disadvantage

Auto-protection mode

The NAS resumes after power

recovery.

If the power outage lasts until the
UPS is turned off, the NAS may
suffer from abnormal shutdown.

Power-off mode

The NAS will be shut down
properly.

The NAS will remain off after the
power recovery. Manual power on
of the server is required.

If the power restores after the NAS has been shut down and before the UPS device is powered off,

you may power on the NAS by Wake on LAN* (if your NAS and UPS device both support Wake on
LAN and Wake on LAN is enabled on the NAS).

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-

410U, and TS-419U.

If the power restores after both the NAS and the UPS have been shut down, the NAS will react
according to the settings in ‘System Administration’ > ‘Power Management'.
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- 5ystem Administration > Power Management Welcome admin | Logout

Power Management €

Restart/ shutdown

Execute systemn restartd shutdown immediately.

[ RESTART ][ SHUTDOWN ]

Configure Wake on LAN
O Enable
@ Dpisable

When the AC power resumes:
& Resume the serverto the previous power-on or power-off status.

O Turn an the server autormatically.

O The server should rernain off,

Set power on/ power off/ restart schedule

[ Enable schedule

Fostpone the restartshutdown schedule when a replication jok is in progress.

“Shutdawn Daily 7 ] +i-
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7.8 System Status

System Information 283
System Service8d
Resource Monitor[298)

7.8.1 System Information

You can view the system information such as CPU usage and memory on this page.

System Information

System Information

Server Name MASBCBCAC
Firmware Yersion 3.3.0 Build 0511T
System Up Time 0 Day 9 Hour 4 Minuteds)

Serial Number -

Port Status

Port No. Port MAC Address Packets Packets Error
Status Received Sent Packets

Ethernet 1 1081246 00:08:8k:8c:be:Ge 4632495  B226069

Ethernet 2 p 1081246 00:08:8k:8c:be:Ad 4558312 B220406 a0

Hardware Information

CPU Usage 242 %
Total Memary 1007.8 B
Free Memory 8211 mB
CPU Temperature a1 22%F
System Temperature 45° M1 3°F
HDD 1 Temperature 38°CHM00°F
HDD 2 Temperature 38°Caa°F
System Fan Speed 1147
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7.8.2 System Service

You can view the current network settings and status of the NAS in this section.

System Service

System Service

Microsoft Networking

Multimedia Station

Enabled @ Enable Multimedia Station &
Server Type Standalone Server Enahle iTunes Service @
Workgroup MAS Enable UPnP Media Server @
Enahle WING server @ Download Station

Enahle Local Master Browser @ Enabled

Enabled @ Enabled @
Apple Zone Mame - Port 20
Unix/Linux NFS register_glohals @

Enahled

Weh File Manager

Enahled

FTP Service

Enabled @

Fort 21

Maximum Connections 30

System Port Management

Fort 20s0

DDHNS Service
Enabled

MySQOL Server

Enabled @

Enable TCPAP Metworking @

Surveillance Station

Enabled @
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7.8.3 Resource Monitor

You can view the CPU usage, disk usage, and bandwidth transfer statistics of the NAS on this page.

CPU Usage: This tab shows the CPU usage of the NAS.

Resource Monitor

| G| I | I
Corel Core 2
100 100
&0 i
30 30
o o i

Memory Usage: This tab shows the memory usage of the NAS by real-time dynamic graph.

| || MEMORY USAGE || Il (| |

on Physical Memory
Total: 1007.80
[l
0
Used 201.09
Size 1]
= Pyailahle 80671
!,,_. Space L]=]
o
Swap Memory
Total: A17.62
[11=]

Uzed Size 332 KB

Available  517.28
space M
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Disk Usage: This tab shows the disk space usage of each disk volume and its share folders.

[ CPU USAGE |[ MEMORY USAGE ||  DISK USAGE | [ BANDWIDTH TRANSFER || PROCESS |

Waolume:

Mirraring Disk Yolume: Drive 12
Total: 144,95 GB

Used Size 42.47 GB

Available space: 102,48 GB

[ root @ 55,10 GB
7 amultimedia : 31,19 GB
[ rei: 10,17 GB

Public : 732,10 MB
M gweb : 18.03 MB
[ Others : -57384728.20 KB
|| Free Space : 102.48 GB

Bandwidth Transfer: This tab provides information about bandwidth transfer of each available LAN
port of the NAS.

( CPU UEAEE] ( MEMORY UEAEE] ( DISK UEAEE] { BANDYWIDTH TRANSFER ] PROCESS

Ethernet 1

So0me
3111MB
Z,EETMB
2,222MB
1.77EMB
1,222MB
g2IMB
444%5

E 8E E BE E B8 E BE E BEE E B B B &8 B BE B 8 B 8 B

2L 8 AR A -~ mAw wow w2 D X I ZF 2 £

®In P out

Ethernet 2

45[“]["'13

3,99 6MB

H111MBE

2,66 TMB

2,222MB

1, 778MB

1,333MB

S29MB

444ME
115
E 8E E BE E B8 E BE E BEE E B B B &8 B BE B 8 B 8 B
B & 8§ = f M 8 S M oA ¥ B 8 K o® & 8§ = M & % B @
- Lal T~ - Lal Lal Lal - Lal Lal

*In Tout
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Process: This tab shows information about the processes running on the NAS.

PROCESS

Process Name Uszers PID CPU Usage temary
sl adimin 11566 17 4% 2900 K
kerypitd acdmin 2397 12.6% oK
top adimin 14485 28% 24 K
bcclient adimin 4667 09% 1088 K
simple_cliert acdmin 17346 0.9% 366 K
init aclmin 1 0 464 K
daemon_mgr admin 1404 1] TTEH
hiot s ap admin 1418 1] S52 K
ovatcodogd: keeping alive ever admin 1576 1] 465 K
modagent acmin 19878 i} F86 K
gamartd acmin 2475 i TO4 K
dhcpod acmin 350 i} 204 K
mDMEResponderPosix acmin 3246 i 24 K
upnpc admin 3374 u] 1304 K
_thittpe_ admin 3537 0 1860 K
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8 NetBak Replicator

NetBak Replicator is a powerful program installed in the user’s system (Windows OS only) for data
backup. You can back up any files or folders on the local PC to the share folders on the NAS over
LAN or WAN.

Main Functions

1. Backup

e Instant Backup
Select the files and folders on the local PC and back up the files to the network share folders
on the NAS immediately.

e File Filter
Select particular file types to be excluded from backup. The NAS will filter all the specified
file types when backing up the data.

e Schedule
Specify a schedule for backing up the data, for example, 12:00 every day or 05:00 every
Saturday.

e Monitor
When this option is enabled, the system will upload all the files or folders to the server
instantly for backup when the files or folders are modified.

2. Restore
Select this option to restore the backup data to the original location of the file or to a new directory.

3. Log
Enable this option to record the events of NetBak Replicator, such as the time when NetBak
Replicator starts and terminates.
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Install NetBak Replicator

1. Run the NAS CD-ROM disc. Select ‘Install NetBak Replicator’.

€ ONAP Turbo NAS

Install QAMAP Finder
Install et
Install Qi

ual and .

Baclk Exit

2. Follow the instructions to install NetBak Replicator.

)

MetBak:,

3. Upon successful installation, a shortcut icon will be shown on the Desktop. Double

click the icon to run NetBak Replicator.
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Use NetBak Replicator

1. Before using NetBak Replicator, login the web administration page of the NAS and go to
‘Access Right Management’ > ‘Share Folders’ to create a share folder for backup. Make sure
the share folder is open for everyone access or you login the share folder with an authorized
account by NetBak Replicator.

2. Run NetBak Replicator. Click \‘.
will be displayed.

All the NAS on the local network and their share folders

=0X)

’:'f. MetBak Replicator

NetBak Replica‘tor

MAS Server: Share Faolder: | &
Backup l Restore l Log l
B 0o O /ety
v MM OO B0 e A
|E: File: Marne | Size | ~
SR ElE ~| (L] savesvauLTs
E g sréw:_a a;xgu LT$ E g Carfig.Msi
anhg.Msi Diocuments and Setti...
¥ DI:l Dacuments and Settings DDHEHDSDFT
¥ DI:l HEROSOFT Dl:lkav B
* H g :':i] D (D mail
#-| 123 Program Files E g :EI?‘E?LE:S
¥ |1 RECYCLER
D (5] spoalerlogs
D [ spoolerdogs D =
D (2 System Yolume [nformation Spstem Yalume Infor...
LICaTemp
+ D 3 Temp
w103 wINDOWS v QQW'NDDWS v
Start ‘ File Filker ‘ Schedule ‘ tanitar ‘ Save Az Defaults
QNAP -
Cl
GNAP SYSTEMS. INC e
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3. When the following window appears, all the NAS on the LAN will appear on the left list. Select

a server and a share folder on the right. NetBak Replicator also supports backup over WAN,

enter the IP address of the NAS for data backup directly and select a share folder. Then click

‘OK’,

Select MAS Servers

X

(¢ WNAS Server it the Mebwark & hare Folder:
10.8.10.100 backup
media
10810230 M etwaork, Recycle Bin 4
108108 Public:
10.8.10.90 [l download
Ermultirmedia
[Arecordings
Guzh
Clvaeh
" Specify MAS |F Addrezs
ak. Cancel
4. Enter the user name and password to login the server.

Connect

Pleasze enter the user name and pazsward to connect to the MNAS

FEMVET,
MAS Server 1081018
Share Falder: backup

X

Uszer Mame:

BT

Paszword:

I atice

Pleaze make sure that the zame uzermame haz been
created on the MAS server with proper access rights and

identical pazsward.

ok

Cancel
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5. You can start the backup procedure upon successful connection to the NAS.

Description of the buttons on NetBak Replicator

Open Configuration: Open a previously saved configuration file of NetBak Replicator.

Save Configuration: Save the current settings on NetBak Replicator. The file will be

ED

named as *.rpr

Select All: Select all the options.
mm| P

L1 || clear All: Unselect all the options.
oo P

% Select My Document: Select all the folders in My Document.

Open NAS Backup Folder: This button allows the users to find out where the files were
@ backed up, and check or manage the archived files manually.

F ) Advanced Backup: Advanced Backup allows the power users to back up a single folder
4% || with more advanced options.
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Backup

Select the files and folders for backup.

"% NetBak Replicator b_q

e —
v

NetBak Replicator . .

w,

MAS Server (1081018 Share Faolder: |I:uau:kup ﬂ S

Backup l Restore l Laog l

FE OO O 4 -
% 55 0o e ;
|E:'\D|:u:uments and Settings File Mame | Size |

[ Administratar

ettings [l Caan sers
= . D .-'f-.dmlnlstrat-:ur [ Default User
=[] (] Application Data

1
[=]
U
()
3

[ e e e o B

+ I:l Start Mer bl

Stark ‘ File Filker ‘ Scheduls ‘ tanitar | Save Az Defaults

A e
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Start
When you have selected the files for backup to the NAS, click ‘Start’. The program will start to copy

the files to the specified share folder on the NAS.

r!'ﬁ MetBak Replicator

r

Copying

3

D FormContest. xmi

=

Frm: C:ADocuments and SettingshWdminiztratorpplication
Data‘\MacromediatDreamweaver
A ConfigurationtenushCache Acceleratorsh, |

Tar WWALMCWI0.8.10.18%backuphResREIDESKETOPDIsk
CiDocumentz and 5 ettingshAdminiztratardpplication

Data'xM au:ru:ul_'nedia"-.Dreamweaver @

Total 17.734 Filefs], 1.081 Folder(s), 14.02 G Eyte(s). Size |
Progress: 72 Fllslsl. 375 M Butel) e

Error; 0 File(z). O Bytels].

[~ Always ignare errars

[T Shutdown computer when finished Cancel

E-{v] B3 Start Menu »

Stark File Eilter

Scheduls | tdonitor | Save Az Defaults

A oz
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File Filter
Click ‘File Filter’ on NetBak Replicator to select file format to be skipped from backup. Then click

‘OK’.

r:'f. HetBak Replicaton

MAS Server:  |PAERLNEE:

Share Folder; |I:ua|:ku|:u j %

Backup l Restare

I I ¥
cll- A V| [ D v |

NetBak Replicq'tor &

e
w B

T

\

Log l

|E:'\D ocuments and Settings

File Mame

SR=T
- a Dacuments and Settings
—-[w] 2 Administratar
+ [ Application Data
[ Desktop
[ Favorites
[ Local Settings
[ My Documents
[ MetHood

+
+
+
+
+

&
s
5
I
=]

a

RIEEIEIEIEIRE

D
I
m
0
@
=

[v](] SendTo
+ [ Start Menu

Start File Eilter Schedule ‘ Monitor | Save bs Defaultz

[

b

[ Admiristr atar

L4l Users

[ Default User

= Cloze
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File Filter

backup operation.

Enter the pattern of the file name to be filkered from

Add ‘ Delete Drefault
g
* 1BW
* NI
Ok Cancel

X)

301
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Schedule

Click ‘Schedule’ on the main page of NetBak Replicator. Then select the option ‘Enable Backup

Schedule’ and select the frequency and time for backup. Click ‘OK’ to confirm.

r:'f. HetBak Replicaton

NetBak Replica,tor

NAS Server: [10.8.10.18 Share Folder: | backup 3

F0X]

Backup l Restare l Log l

00 O A, 7

77 FE OO B0 ]
|E:'\D|:u:uments and Settingz File Mame | Size |

SR=T

[

+ [ Application Data
[ Desktop

[ Favorites

[ Local Settings
[ My Documents
[ MetHood

+
¥
¥
¥
¥

&
s
5
I
=]

a

RIEEIEIEIEIRE

D
I
m
0
@
=

[v](] SendTo
+ [ Start Menu bt

LA Administratar
—-[¥]“3 Documents and Settings a0 Users
—-[w 1 23 Administator [ Default User

Start ‘ File Eilter ‘ Schedule

Monitor Save bs Defaultz

= Cloze
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Backup Schedule

Select the frequency and ime for backup.

[v Enable Backup Schedule

Start Time: 0o 0o —

Frequency
{+ Back up everpday.

" Back up on zelected week day(z).
[ B B

[ [ [

Advanced Scheduled Backup...

k. ‘ Cancel ‘

X)

303
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Monitor

Select a folder for monitoring. When this option is enabled, all the new and modified files on the PC

will be copied to the NAS instantly. Other files will be gray and cannot be selected. Click ‘Monitor’

=
again to stop monitoring. An icon will appear on task bar of Windows when monitoring is in

process.

r:'f. MetBak Replicator

NetBak Repli r
B plicato N

Share Folder: Ibackup

Backup | Resztare | Log |
. o R / -
M OO0 &0 e A
C:ADocuments and Settings File Marme Size
|__—_|..g C: ) Administrator

Ella Documents and Settings &l Users
-] @ Administiator 1D efault User
&-{v]E3 Application D ata
E-{vIER Desktop
i-{v]E3 Favorites

V] E Local Settings
-- E3 My Documents
-- 3 MetHood

[+

[+

[+

[+

-- [ Start Menu |

Start | File Eilter Scheduls

Monitar Save s Defaults

= Cloze

© 2010 QNAP Systems, Inc. All Rights Reserved.



NetBak Replicator 305

Initialize Configuration

Click 'Save As Defaults' to save the current settings of NetBak Replicator as the defaults. When you
login again, the program will load the default settings automatically. You can also select to load the
utility automatically when Windows starts.

r:'f. MetBak Replicator Z||:|[z|

NetBak Replica‘tor

MAS Server (1081018 Share Faolder: |I:uau:kup ﬂ S

Backup l Restore l Laog l

0 B OO O v e
EY g8 oo B ,

|E:'\D|:u:uments and Settings File Mame | Size |

SEETE [ Administratar
- a Documents and Settings LAl Users
= (L Administrator CADefault User
¥ [ &pplication Drata
H ([ Desktop
(L3 Favorites
(L3 Local Settings
3 My Documents
3 MetHood

[

+
+
+
+
+

RIEIEIEIEEIE

+ I:l Start Mer bl

Stark ‘ File Filker ‘ Scheduls ‘ tanitar | Save Az Defaults

A e
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Restore

Follow the steps below to restore the files from the NAS to your PC.

j
a. Click to select the NAS and the share folder (the restore source).
b. Click the ‘Restore’ tab on NetBak Replicator.

c. Select to restore the data to the original path or click =

manually.

d. Select the files and folders to restore.

e. Click ‘Start’.

"% NetBak Replicator

NetBak Replicq_tor ¢

to specify the restore location

CEX

MAS Server (1081018 Share Faolder: |I:uau:kup ﬂ S
Backup Restore l Lag l
* Restore to anginal path
" Restore to selected path ﬂ
|REIDESKTOP || File Mame | Size |
#-| 149 Disk C O [ ¥Documents and Setti.. :
Stark Optians
A e
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Options: Select the behaviour of NetBak Replicator if the restored file exists on the destination and

when an error occurs during the process.

If the restoring file existed, NetBak Replicator will:
e Overwrite all the files

o Ask first

e Skip this file

If an error happens in the process of file restoring, NetBak Replicator will:
e Stop the restoring

e Ask first

e Ignore this error message

Restore Option E

Ovenwrite Option

If the restonng file existed, MetB ak Replicator will:

" Dwenwrte all the files
o+ Ask first
" Skip thiz file

Errar Ophion

If an emor happens in the process of file restoring, MetEak
Reolicator will

" Stop the restoring
f* Aszk firgt

" |gnaore this erar message

Ok Cancel
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Log

a. Save As...: To save all the logs on NetBak Replicator, click this button. All the logs will be

saved as a text file.

b. Clear All: Click this button to clear all the logs.

c. Option: Select the type of logs to be recorded? ‘Record all logs’ or ‘Record error logs only’.

r!'ﬁ MetBak Replicator

NetBak Replicator
-

L]
L

f‘{% For client

&
A

MaS Server: |10.8.10.18 Share Falder: Ihackup ;I ‘|
Backup | Restore Log |

Log Options )
200872424 =
200312424 bratorApplication Data
200812728 * Record all lngs
200872424
2008/12/24 ¢ Record emor logs only
20031 2/24 bratorApplication Data
20081 2/24 bratort A pplication Data
2003127424 bratorApplication Data
200812721 Ok Lancel bratordpplication Data
20081 2/24 bratort A pplication Data
2003127424 - ratorapplication 0ata
20081 2/26 101806 The file "C:ADocumentz and Settingzhadminiztratoryspplication Data
2008 2/2610:18:08  The file "'C:ADocuments and SettingzhddminiztratorApplhication Data
20031 2/26 101308 The file "C:ADocuments and Settingzhdministratorhspplication Data
20081 2/26 101806 The file "C:ADocumentz and Settingzhadminiztratoryspplication Data
2008 2/2610:18:08  The file "'C:ADocuments and SettingzhddminiztratorApplhication Data
200841 2/26 101806 The file "C:ADocuments and Setinossédministratoraoolication Data ™
£ il >

Save Az . | Clear All | Optians |
A g
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9 Active Directory

Active Directory is a Microsoft directory used in Windows environments to centrally store, share, and
manage the information and resources on your network. Itis a hierarchical data centre which
centrally holds the information of the users, user groups, and the computers for secure access
management.

The NAS supports Active Directory (AD). By joining the NAS to the Active Directory, all the user
accounts of the AD server will be imported to the NAS automatically. The AD users can use the
same set of user name and password to login the NAS

Joining the QNAP NAS to Windows Server 2003/ 2008 Active Directory

If you are using Active Directory with Windows Server 2008 R2, you must update the NAS firmware
to V3.2.0 or above to join the NAS to the AD.

Follow the steps below to join the QNAP NAS to the Windows Active Directory.

1. Login the NAS as an administrator. Go to ‘System Administration” > ‘General Settings’ > ‘Date
and Time’. Set the date and time of the NAS, which must be consistent with the time of the AD
server. The maximum time difference allowed is 5 minutes.

© 2010 QNAP Systems, Inc. All Rights Reserved.



310 QNAP Online Software User Manual

2. Go to ‘System Administration” > ‘Network’ > ‘TCP/IP’. Set the IP of the primary DNS server as
the IP of the Active Directory server that contains the DNS service. It must be the IP of the DNS

server that is used for your Active Directory. If you use an external DNS server, you will not be
able to join the domain.

Welcome admin | Logout

I ALILFESS

Interface DHCP  IP Address Subnet Mask MAC Address Speed MTU Link Edit

Ethernet 1+2 Yes 10.8.12.46 255.255.254.0 10,8121 00:08:98:8C:BCEC 100Mbps 1500 @

Default Gateway
Lize the settings from:

Port Trunking

Poart Trunking provides netwark l0ad balancing and fault tolerance by combining two Ethernet interfaces into ane to increase the handwidth
heyand the lirmits of any ane single interface atthe same time offers the redundancy for higher availability when both interfaces are
connected to the same switch that supports Por Trunking'.

Enable Metwork Part Trunking

Select the porttrunking mode from below. Please nate that incompatible mode settings might cause the netwoark interface to hang ar
affectthe overall performance. Far mare information, please click here.

- Balance-rr (Round-Robin v
DNS Server:
| Frimary DNS Server: 10 i.a = 1

Secondary OMS Server; 10 8 =
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3. Go to ‘Network Services’ > ‘Microsoft Networking’. Enable AD Domain Member, and enter the

AD domain information.

etwork Services Microsoft Networking Welcome admin | Logout

Microsoft Networking (
| MICROSOFT NETWORKING ||

Microsoft Networking

Enable file service for Microsoft netwarking
O standalone Server

Setver Description (Optional): MAS Server

Warkgroup: MAS

@ AD Domain Member {For detailed instructions, please click herg)

Setver Description (Optional): MY SErver
Daomain MNetBIOS Name: OMAP-TEST
AD Server Marne: nodel
Domain: ‘gnap-test,com

Qrganization Unit (Optional):

Diornain Administrator Usernarme:  administrator

Domain Administrator Password:, eeesssssss

Note:
e Enter a fully qualified AD domain name, for example, gnap-test.com
e The AD user entered here must have the administrator access right to the AD domain.

o WINS Support: If you are using a WINS server on your network and your workstation is
configured to use that WINS server for name resolution, you must set up your WINS server IP
on the NAS (use the specified WINS server).
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Windows 2003

You may check the AD server name and AD domain name in ‘System Properties’.
System Properties

Computer Name | Hardwarel .ﬁ.dvancedl Hemntel

Full cornputer name:
Diornair: gnap-test.com

T o rename thiz computer or change its

warkgroup, click Change. b

k. I Cancel Spply

a. In Windows 2003 servers, the AD server name is ‘nodel’ NOT ‘nodel.gnap-test.com’.

b. The domain name remains the same.
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Windows Server 2008

You may check the AD server name and domain name in ‘Control Panel’ > ‘System’.

2 System (=] E3
P —— m—
(i J [® = ControlPanel = System » @& [0}
Fie Edt Vew Tooks Hep
[
Tasks View basic information sbout your computer
) Device Manage Wirdows edkion
) Remote selting: Wirsdores S venE Dt atenter
W Advanced syshem settings Copyright ) 2007 Microsolt Corporation. &l rights reserved. 1[ .
Servce Pack | ufu
—— :
Cpshem
Procesion: Inbek(R) CorsTM)Z Quad CPU  QESDD o 2.400GHZ 2,49 Gk
Messory (FaaM): 100 5B
a Syshem type: bt Operatirg System
sy, domasin, snd workgroup settings
Comgauter nare: nodet | o Charges settmgs
b‘ Full computer name: rexde ] . gnap-best .com
Computier description:
IDioamisin: gnap-test . oom I
Wincows activation
W T 53 dayis) to activabe. Acthiate Windows now
See alvo
Wirsdowrs Lipsdate

This is your AD server name.
This is your domain name.

Note:

o After joining the NAS to the Active Directory, the local NAS users who have access right to the
AD server should use ‘NASname\username’ to login; the AD users should use their own user
names to login the AD server.

e The local NAS users and the AD users (with username as domain name + username) are
allowed to login the NAS (firmware version 3.2.0 and above) via AFP, FTP, Web File Manager,
and WebDAV. However, if the firmware version of the NAS is earlier than 3.2.0, only the local
NAS users are allowed to login the NAS by Web File Manager and WebDAV.

e For TS-109/209/409/509 series NAS, if the AD domain is based on Windows 2008 Server, the
NAS firmware must be updated to version 2.1.2 or later.
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Windows 7

If you are using a Windows 7 PC which is not a member of an Active Directory, while your NAS is an
AD domain member and its firmware version is earlier than v3.2.0, change your PC settings as
shown below to allow your PC to connect to the NAS.

a. Go to ‘Control Panel’ > ‘Administrative Tools’.

” B

_%‘ v Control Panel » All Control Panel Items »
—

Adjust your computer's settings

P;':'-.Ctitlﬂ Center ] Administrative Tools

%ﬂ BitLocker Drive Encryption Kl Color Management

b. Click ‘Local Security Policy’.

( ESE] =)
®v| <« All Control Panel ltems » Administrative Tools - | +y | | Search Administrative Tools 0o |
Organize * [m5] Open Burn ==~ [l @

-~

Y% Favorites Mame Date modified Type Size

é]- Component Services 14/07/2009 12:46 Shortcut 2KB
7 Libraries 2 Computer Management 14/07/20009 12:41 Shortcut 2KB

Data Sources (ODBC) 14/07/2009 12:41 Shortcut 2 KB
L= Computer @ Event Viewer 14/07/2009 12:42 Shortcut 2 KB

@l, iSCSI Initiator 14/07/2009 12:41 Shortcut 2KB
€l Network ||@ Local Security Palicy 13/11/2009 17:31 Shortcut 2KB
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c. Go to ‘Local Policies’ > ‘Security Options’. Select ‘Network security: LAN Manager authentication
level’.

i ™
T Local Security Policy lilﬂlg
File Action View Help

e | 2[00 XE 2| HE

i Security Settings Policy - Security Setting *

> =5 Account FIIJ|ICIES 12s) Network security: Configure encryption types allowed for Ke... Mot Defined
| g Local Policies

— - - 12s) Network security: Do not store LAN Manager hash value on ... Enabled
> g Audit Policy

= User Rights Assi " lois| Netwark security: Force logoff when logon hours expire Disabled
H ser Rights Assignmen

= - - [ Network security: LAN Manager authentication level Mot Defined i
|| [ g Security Options . . — . - — I
| T Wrdews Firemallorth Advanced Secl| 4 MNetwerk security: LDAP client signing requirements Megotiate signing |
i =] Metwork List Manager Policies 15s] Netwerk security: Minimum session security for NTLM S5P ... Require 128-bit encrypti... |
: + [ Public Key Policies 12s] Netwerk security: Minimum session security for NTLM S5P ... Require 128-bit encrypti... |
(| . [7] Software Restriction Policies 12s] Network security: Restrict NTLM: Add remote server excepti... Mot Defined
(|
|| © [ Application Cantrol Policies 15s) Network security: Restrict NTLM: Add server exceptions int... Mot Defined
I| © & 1P Security Policies on Local Compute)| L Netwark security: Restrict NTLM: Audit Incoming NTLM Tra... Nt Defined
|| © [ Advanced Audit Policy Configuration|| [ Network security: Restrict NTLM: Audit NTLM authenticatio.. Not Defined
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d. Select the ‘Local Security Setting’ tab, and select ‘Send LM & NTLMv2 - use NTLMv2 session
security if negotiated’ from the list. Then click ‘OK".

-

.
Metwork security: LAN Manager authentication level Properties &lﬂ

Local Securty Setting | E:plair1|

j' Metwork securty: LAM Manager authentication level
¥

[Send LM & MTLM - use NTLMvZ session security if negotiated -

i Maodifying this setting may affect compatibility with clierts, services, |
1 /1 and applications. .
For more information, see Metwork security: LAN Manager
authentication level. (GE23659)

ok (Conn ] (o
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Verify the settings

To verify that the NAS has been joined to the Active Directory successfully, go to 'Access Right
Management' > 'Users' and 'User Groups'. A list of users and user groups will be shown on the

'Domain Users' and 'Domain Groups' lists respectively.

If you have created new users or user groups in the domain, you can click the reload button next to
'Domain Users' drop-down menu in 'Access Right Management' > 'Users' or 'Domain Groups' drop-

down menu in 'Access Right Management' > 'User Groups'. This will reload the user and user group
lists from the Active Directory to the NAS. The user permission settings will be synchronized in real

time with the domain controller.

Home == Access Right Management =2 Users Welcome admin | Logout

Q. [ & Import Users || € Create a Mew User || & Create Multiple Users |
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NAS Maintenance

Restart/ Shut down Server[3H

Reset Administrator Password and Network Settings[32h
Disk Failure or Malfunction[323

Power Outage or Abnormal Shutdown[323

Abnormal System Software Operation[323

System Temperature Protection[324
Troubleshooting-Abnormal RAID Operation[325
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10.1 Restart/ Shut down Server

Follow the steps below to restart or shut down the NAS.
1. Login the NAS as an administrator. Go to ‘System Administration’ > ‘Power Management'.
2. Click ‘Restart’ to reboot the server or ‘Shut Down’ to turn off the server.

You can also press the power button for 1.5 seconds* to turn off the NAS. To force shut down the
NAS, press the power button for more than 5 seconds. The server beeps once and shuts down
immediately.

*To turn off TS-1091/1I, TS-109 Pro I/1I, TS-209 I/1I, TS-209 Pro I/II, TS-409/ TS-409 Pro/ TS-
409U, press the power button for 4 seconds.

Home > System Administration - = Power Management Welcome admin | Logout

Power Management (

Restart/ Shutdown

Execute system restart’ shutdown immediately,

[ RESTART ][ SHUTDOWN ]

Configure Wake on LAN
O Enable
® Disable

When the AC power resumes:
& Resume the server o the previous power-on or power-off status.
O Turm on the server autoratically.

O The server should remain off,

Set power on/ power off/ restart schedule

O Enable schedule

FPostpone the restartishutdown schedule when a replication job is in progress.

- Shutdown Daily 7 0 +io
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You can use the Finder to restart or shut down the server. You must have an administrator account

to perform this action.

OMNAP Finder

Servers Conneck  Settings WEsEES Help

Map Metwark Drive

| Shuk down Server |

Remote Wake Up (Wake On LAN)
Search Metwork Camera

Ipdate Firmware

Marne | I er Type | MAC Address |
HACYBETEDFY 1 C-300 00-08-98-67-BO-F

I ] 119

MHASACEERD 1 408 0o-0a8-98
RASHPI014 1 3] 00-08-9B-60-34-FB
5L 1 3 00-E0-4C-77-11-AB
WinStor 10Tz FETEEETTTTYS- 201 00-08-98-AC-97-1D
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10.2 Reset Administrator Password and Network Settings

Note: To reset the NAS by the reset button, the option ‘Enable configuration reset switch’ in
‘System Administration’” > ‘Hardware’ must be activated.

Hardware (

Hardware

Enable canfiguration reset switch |

Enahle hard disk standby mode (if no access within: 30 minutes  » : Status LED will be off)

Enahle light signal alertwhen the free size of disk is less than the value: 3072 MB
[ Enable write cache (for EXT4)

Buzzer Control

Enahle alarm buzzer
System operations (booting, firmware upgrade)

System events (Error and warming alerf)

Smart Fan Configuration

Fan Raotation Speed Settings: iSet fan rotation speed manualy v

® Low speed
O medium speed
O High speed
System Basic system reset Advanced system reset
(1 beep) (2 beeps)
All NAS models Press the reset button for 3 sec Press the reset button for 10 sec

© 2010 QNAP Systems, Inc. All Rights Reserved.



322

QNAP Online Software User Manual

Basic system reset (3 sec)

When you press the reset button for 3 seconds, a beep sound will be heard. The following settings

will be reset to default:

System administration password: admin

TCP/ IP configuration: Obtain IP address settings automatically via DHCP

TCP/ IP configuration: Disable Jumbo Frame

TCP/ IP configuration: If Port trunking is enabled (dual LAN models only), the port trunking mode
will be reset to ‘Active Backup (Failover)’.

System port: 8080 (system service port)

Security level: Low (Allow all connections)

LCD panel password: (blank)*

*This feature is only provided by TS-439 Pro, TS-439 Pro II, TS-459 Pro, TS-509 Pro, TS-639 Pro,
TS-659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

Advanced system reset (10 sec)

When you press the reset button for 10 seconds, you will hear two beeps at the third and the tenth

seconds. The NAS will reset all the system settings to default as it does by the web-based system

reset in ‘Administration’ > ‘Restore to Factory Default’ except all the data are reserved. The settings

such as the users, user groups, and the network share folders you previously created will be

cleared. To retrieve the old data after the advanced system reset, you may create the same

network share folders on the NAS and the data will be accessible again.
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10.3 Disk Failure or Malfunction

When you encounter HDD malfunction or failure, do the following:
1. Record the malfunction status or error messages shown in Event Logs.
2. Stop using the failed NAS and turn off the server.
3. Contact the technical support.

Caution:

The NAS must be repaired by professional technicians, do not try to repair the server

yourself.

Please back up any important files or folders to avoid potential data loss due to HDD damage.

10.4 Power Outage or Abnormal Shutdown

In case of power outage or improper shutdown of the NAS, the NAS will resume to the state before it
is shut down. If the NAS does not function properly after the restart, do the following:

1. If the system configuration is lost, configure the NAS again.

2. In the NAS does not function properly and re-configuration does not work, contact the technical

support.

10.5 Abnormal System Software Operation

When the system software does not operate properly, the NAS automatically restarts to resume
normal operation. If you find the NAS restarts repetitively, contact the technical support

immediately.

© 2010 QNAP Systems, Inc. All Rights Reserved.



324 QNAP Online Software User Manual

10.6 System Temperature Protection

The NAS shuts down automatically for hardware protection when any of the following criteria is met:
e The system temperature exceeds 70°C (158°F)

e The CPU temperature exceeds 85°C (185°F)

e The HDD temperature exceeds 65°C (149°F)*

* Note that when the temperature of any HDD on the NAS exceeds 65°C (149°F), the NAS waits for
the standby time (configured in ‘System Administration” > ‘Hardware’) and another 10 minutes and
will shut down automatically. For example, if you have configured the NAS to enter the standby
mode after idling for 5 minutes, the NAS shuts down automatically when the temperature of any HDD
exceeds 65°C (149°F) continuously after 15 (5+10) minutes.
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10.7

Troubleshooting-Abnormal RAID Operation

If the RAID configuration of your NAS is found abnormal or there are error messages, please try the
following solutions:

Note: You must back up the important data on the NAS first to avoid any potential data loss.

1. Check that the RAID rebuilding has failed:
a. LED: The Status LED of NAS flashes in red.
b. On the ‘Disk Management’ > ‘Volume Management’ page, the status of the disk volume

configuration is ‘In degraded mode’.

2. Find out the HDD that causes the RAID rebuilding failure.

You can go to ‘System Administration’ > ‘System Logs’ page to search for the following error
message and find out which HDD causes the error.

Error occurred while accessing Drive X.

Drive X has been removed.

X refers to the number of hard drive slot.

3. Troubleshooting

After plugging in the new HDD (for example, HDD 1), drive rebuilding will start. If the drive
configuration fails again due to read/write error of the HDD in the rebuilding process, identify which
HDD causes the error and follow the steps below to solve the problems.

Situation 1: The error is caused by the newly plugged in HDD.
If the newly plugged in HDD (for example, HDD 1) causes the rebuilding error, please unplug HDD 1
and plug in another new HDD to start RAID rebuilding.

Situation 2: The error is caused by an existing HDD (for example, HDD 2) in the RAID configuration.
If the RAID configuration is RAID 1, you can do either one of the following:

a. Back up the HDD data to another storage device. Then reinstall and set up the NAS.

b. Format the newly plugged in HDD (for example, HDD 1) as a single drive. Then back up the
data on the NAS to this drive (HDD 1) via Web File Manager. Unplug the HDD with errors (for
example, HDD 2). After that, insert a new HDD to NAS to replace the fault drive, and execute
RAID 1 migration.
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When the RAID configuration is RAID 5 or 6: The RAID configuration is changed to degraded mode
(read-only). Itis recommended that you back up the data and run system installation and

configuration again.

Caution: When plugging in or unplugging a HDD, please strictly adhere to the following rules
to avoid abnormal system operation or data damage.
1. Plug in only one HDD to NAS or unplug only one HDD from NAS at one time.
2. After plugging in or unplugging a HDD, wait for about ten seconds or longer until you
hear two beeps from the NAS. Then unplug or plug in the next HDD.
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11 Use the LCD Panel

This feature is only provided by TS-439 Pro, TS-439 Pro II, TS-459 Pro, TS-509 Pro, TS-639 Pro, TS-
659 Pro, SS-839 Pro, TS-859 Pro, TS-809 Pro, and TS-809U-RP.

You can use the LCD panel to perform disk configuration and view the system information.

When the NAS has started up, you will be able to view the server name and IP address:

For the first time installation, the LCD panel shows the number of HDD detected and the IP address.
You may select to configure the HDD.

Number of HDD Default disk i i . . .
Available disk configuration options*
detected configuration
1 Single Single
2 RAID 1 Single -> JBOD ->RAID 0 -> RAID 1
3 RAID 5 Single -> JBOD -> RAID 0 -> RAID 5
4 or above RAID 5 Single ->JBOD -> RAID 0 -> RAID 5 -> RAID 6

*Press the ‘Select’ button to choose the option, and press the ‘Enter’ button to confirm.
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For example, when you turn on the NAS with 5 HDD installed, the LCD panel shows:

You can press the ‘Select’ button to browse more options, for example, RAID 6.
Press the ‘Enter’ button and the following message shows. Press the ‘Select’ button to select ‘Yes’ to
confirm.

Slvle el el L

When you execute RAID 1, RAID 5, or RAID 6 configuration, the system will initialize the HDD,
create the RAID device, format the RAID device, and mount it as a volume on the NAS. The
progress will be shown on the LCD panel. When it reaches 100%, you can connect to the RAID
volume, for example, create share folders and upload files to the folders on the NAS. In the
meantime, to make sure the stripes and blocks in all the RAID component devices are ready, the
NAS will execute RAID synchronization and the progress will be shown on ‘Disk Management’ >
‘Volume Management’ page. The synchronization rate is around 30-60 MB/s (vary by HDD models,
system resource usage, etc.)

Note: If a member drive of the RAID configuration was lost during the synchronization, the RAID
device will enter degraded mode. The volume data is still accessible. If you add a new member
drive to the device, it will start to rebuild. You can check the status on the ‘Volume Management’
page.
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To encrypt the disk volume*, select ‘Yes’ when the LCD panel shows <Encrypt Volume?>. The
default encryption password is ‘admin’. To change the password, login the web-based administration
interface of the NAS with an administrator account and change the settings in ‘Device Configuration’
> ‘Disk volume Encryption Management'.

Elrlelr g el fedmlel ]

Clvlell el

When the configuration is finished, the server name and IP address will be shown. If the NAS fails to

create the disk volume, the following message will be shown.

*This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-
410U, and TS-419U.

The data encryption functions may not be available in accordance to the legislative restrictions of
some countries.
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View system information by the LCD panel

When the LCD panel shows the server name and IP address, you may press the ‘Enter’ button to

enter the Main Menu. The Main Menu consists of the following items:

1. TCP/IP
Physical disk
Volume
System
Shut down
Reboot
Password
Back

@O Nk wWN

TCP/ IP

In TCP/ IP, you can view the following options:
LAN IP Address

2. LAN Subnet Mask
3. LAN Gateway

4. LAN PRI. DNS

5. LAN SEC. DNS

6.

Enter Network Settings

e Network Settings - DHCP

e Network Settings - Static IP*
e Network Settings - BACK

7. Back to Main Menu

* In Network Settings - Static IP, you can configure the IP address, subnet mask,

gateway, and DNS of LAN 1 and LAN 2.
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Physical disk

In Physical disk, you can view the following options:
1. Disk Info
2. Back to Main Menu

The disk info shows the temperature and the capacity of the HDD.

ol x ] Tl ] fs]ol]e

Volume

This section shows the HDD configuration of the NAS. The first line shows the RAID configuration
and storage capacity; the second line shows the member drive number of the configuration.

flapersl TE L PlElelel

If there is more than one volume, press the ‘Select’ button to view the information. The following

table shows the description of the LCD messages for RAID 5 configuration.

LCD Display Drive configuration
RAID5+S RAID5+spare

RAIDS5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding

RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 is unmounted
RAID 5 (X) RAID 5 non-activated
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System

This section shows the system temperature and the rotation speed of the system fan.

lefe] [rlelmel | fsfofelel ||
slvie] rleme] | Js]slelel |

S{pe] [Flafel: e sl rielul |

Shut down

Use this option to turn off the NAS. Press the ‘Select’ button to select ‘Yes’. Then press the ‘Enter’
button to confirm.

Reboot

Use this option to restart the NAS. Press the ‘Select’ button to select ‘Yes’. Then press the ‘Enter’
button to confirm.

Password

The default password of the LCD panel is blank. Enter this option to change the password of the LCD
panel. Select'Yes’ to continue.

EEEEREOCNE0CONNED

You may enter a password of maximum 8 numeric characters (0-9). When the cursor moves to

‘OK’, press the ‘Enter’ button. Verify the password to confirm the changes.

Back

Select this option to return to the main menu.
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System Messages

When the NAS encounters system error, an error message will be shown on the LCD panel. Press

the ‘Enter’ button to view the message. Press the ‘Enter’ button again to view the next message.

Sivfelefelmt Jefelepelet] 1]

System Message

Description

Sys. Fan Failed

The system fan failed

Sys. Overheat

The system overheat

HDD Overheat

The HDD overheat

CPU Overheat

The CPU overheat

Network Lost

Both LAN 1 and LAN 2 are disconnected in Failover or Load-balancing

mode
LAN1 Lost LAN 1 is disconnected
LAN2 Lost LAN 2 is disconnected
HDD Failure The HDD fails
Voll Full The volume is full

HDD Ejected

The HDD is ejected

Voll Degraded

The volume is in degraded mode

Voll Unmounted

The volume is unmounted

Voll Nonactivate

The volume is not activated
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Connect to QNAP NAS from the Internet

Register DDNS and set port forwarding on the NAS

To connect to your NAS at home or office from the Internet, you can enter the IP address of the NAS
in a web browser providing that a fixed public IP is assigned to the NAS. However, most users may
have installed their NAS behind an NAT router and they are using a dynamic IP for Internet
connection. Itis inconvenient to memorize an IP address such as 202.193.126.45 and to inform
every user of the IP address whenever a new one is assigned by the ISP. You can register a free
DDNS account and set up the information on your NAS so that the users can connect to the NAS with
an easy-to-remember host name that you specify.

DDNS usage scenario

DDNE Service ﬁ
Frowvider b,

[\_'th'

Internet

6 D

___,l' Remote computer

Ui;;r' ; Roufter WAN IP: 202.1.2.3
QNAP NAS

LAMIP: 192.168.1.3

1. The user connects to the NAS by the URL http://gnapgnap.dyndns.org.
2. The NAS detects the WAN IP has changed and the DDNS client sends the WAN IP to the DDNS

service provider.
3. The DDNS service provider receives the information and assigns the new IP to the DDNS host

name (gnapgnap.dyndns.org).
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Register a free DDNS account

To register a DDNS account, refer to the steps below. We will be using the DDNS service provided
by DynDNS (http://www.dyndns.com/) in this example. QNAP NAS currently supports the following
DDNS providers:

http://www.dyndns.com/

http://update.ods.org/

http://www.dhs.org/

http://www.dyns.cx/

http://www.3322.0rg/

http://www.no-ip.com/

Visit http://www.dyndns.com/ and click ‘Create Account’ to register an account.

(Y DynDNS | o J(Eogh)

pop—
About Sarvicis Apcount Support PMirws

PUT SOME SPRING Mew to DynDNS?
IN Yﬂlllt SERVER Take & tour and soe what we do
DynDNS now alfers Virual Servers DS Services
DS For shatic amd dymseic 1P sddress
MailHop Services
. = Ersure rebable emal debery
-—

= omamic etwork Services Inc. Releases Maikiop 2.0

Resources Services Support About DynDiNg
What ks DNS? DS Hosting 24/7 Premier Support Compary Facts
DS Toolks Frea Dynamic DS 84S Lipdate AP Technologies
Homa Solutions Ermall Ralay Update Clants ONS Inc, Jobs
Bussiregs Solitions Dormain Mames Updater for Windows Contacts

©1939-2008 Creruemic beberork Soveionn, Ing, - Lega boley - Conteck
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Complete the form to create your free account.
Create Your DynDNS Account

Pleass complets the form to create your free DyrDNS Account.

User Information

Username: qnapgnap

Email Addre<s: 'mq“wmm | Umanm s 1 B0l B0 b e el b S s R vl ey g vided
Confirm Email Address: IS anop com
Password: '..-- | Teimar patiwvord el bh ba moes than § dhoarscten ot Corvodt e tha Tafve o6y uemaTe,

Oz vt chaitn b patswend thit i & covmeireds wed, or (i tharveria b oy guaited.
Confirm Password: eses|

About You [optional)

Prowiding this nformation will hidp us & battir undérstand our customins, and tailer future offir ngs more acourately 1O your
neads. Tharks for your halp!

How did you hear about — = Wir_;ﬂmvwmmmurm.mwm
(5
Details:

After you have created an account, a confirmation mail will be sent to your email address.

Account Created

Your account, enayqnag, has boen created, Directions for activating your account have been sent 1o your email address:
I T cOrmplat regisiration, pledco follow e drectons you redehe within 48 hours,

You should receive the confirmation emall within b few minutes, Plesse make certain that your spam filering allows messeges from

suppsor tiibchmcdees com 10 b dalivered, If you have not receved this email within an hour o $0, request & password riset, Following
the rstructions in the password reset email will also confirm your rew account

Tharks for uing DyriDNG!
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After confirming the registration, login the DDNS service.
Login

Account Login

Username: |gnapgnap |Password: sessse “ Lagin I

The account summary is shown.

() DynDNS e

Matresan - HeSwd - ko Dot

Aot Sorvices Accoart Support Harws
R Scant | Account Summary for qnapgnap
i - My Services illing Account Settings
Aot T Tl g, modify, purchine, and 5 Vpdate your biling Upcdate your @mail address, sat
Bllng - o latn yoLF By S = Pl rakan, domplets & K proferendes, s dalats piur
purchan, ard varw Fedues. attount,
o My Cart
L1100 ek P e Shopoing Cart hange Email Address
i Tored Sorvicis dciten Servieey Chonge Paseword
Soarch =] Cecder Moy Change Saffiame
g sl Soreiges] Contact Mnger
S Sereery Eer Servirey bipirgLit
s AR o o ] Guip B SoTirs s Services
[ekaibogs Cuthon e Sy Expirations Erefererces
b bwenrk Monfioring Chorkir ACCOLING
S5 Cortficates
EsgLrsiee DHE
=T v
Eremisr Supeory
Contact Support
[HS Service Lival Aoyesimind
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Go to ‘Services’ > ‘Dynamic DNS'.

() DynDNS Botrersewr
About Account Support Maws

[ Services
kot cffer da (rs), high qualsy do
W offor you tuperion damain name tervices 1 qualsy damain
g ErriOhES - whry you shoukd chescen
Domain Rogetraton PR, wirld-c L e ] Bervici, wils red e Gohon, v reteork L m
Rescheeokeay Crvmsie « beetured e curtan
e mrcrtoemg. A of our seeved mekacky free technical support by o-mail or L L]
o whine you spa: o a highly rarsd enginedr rater than a ¢l cénter
HMuaikop Services o o serigt aff of & sereee,
Habwork Monitorirg
DS Services
Spr iy S
UL Forwirding
pr‘rq @ @
F m“t A i n _— A
e
Custom DHS Recuslye DS Secondory DHS
A free DS service for those | Our dynamic and static DS Erssure DS resokution for A0 refiabiley 1 your awr
with dyramic 1P sddrevees. manasgament ool for your your DS quer ies. ST Vi .
awn daman

Click ‘Get Started’ to create a host.

Dynamic DNS

Cryriamiz DG (DONG) alirws you 0 eréate 5 hastnama that ponts o your dymamic 1P or static 1P Get Started
address or URL. We abo provide an update mechanizm which makes the hastname woek with your

dynamic 1P acdress. We continue to offer this service free to the Internat community a3 we Manage Hosts

b done 5o for nearly 10 years, |

Capabilities and Features

= Gat five (5) hostnames in 83 avallsble domains for free.

& Craats wikdcard CHANME * pourhast shahe. ovg for poerfost dhedhs. org,

& Forward web requests or mark host offine for maintenance or downtime,

« Configure MX records for flexible mail routing.

* Update host using gdos update clients for a wide variety of platforms,

= Madify DS TTL valees for fast propagation or relisble static [P caching.

* Delver your ONS records to S DNS servers in 5 tier-1 datacenters around the globe.
» ey vohume up B 640,000 queress/manth

Cur free Industry-leading e-mall support & ready 1o halp you setup your dynamic o static DNS 50 you can host a website,
rarmately conmect 1o your maching, and run & mail server, We ako offer other premium features with our Acoount Uparads servica,
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Enter the settings to create a new host.

Tip: The 'IP Address’ refers to your current WAN IP. You may check the information from http://
www.ip-lookup.net/. In most of the cases, it is useful for you to know your public IP address when
you are behind an NAT router.

Add New Hostname 1 Host Services

hiote: You currently don't have Account Upgrades in your account. You cannot use some of our Host Service features. Flease consider
baryirey Arcount uporada that make this form full-functional and will add several other feateres, Loaen Mord..,

Hostname: gnapgnep . | homelinue net = .

doesatexist com *
dogsnipmstong
Service Type: (5 Host with [P addresy doMexistcom

donaastnat
O wethco Redrect domexistarg

O Offine Hosame | durdng org
chyTi=GrS BUESO T a
chymaliagcom
dynalias.net
- chyrialias. ang
IP Address: chynclas bt

s gnjto detected 1P & 4 o dne inig
TTL vaks i 60 m‘h

chymidng by
dyndnsws

endofintgmeatnet
endotinemetong

Mail Routing: [ es, ket me configur] endoftheiniemet org

Wildcard:  []es, allas "*.hosing

fpaccess cc
asme-host org W
| Creste Host |
A new host is created.
Host Services il Mg Hostnarms - Host Updats Logs
Hostname gnapgnen dyndrs ofg created.
Hostname Service Details Last Undated
gnaponan dymdie org Host 210856313 Sep. 05, 2008 353 AM
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Login your QNAP NAS and go to ‘System Administration” > ‘Network’ > ‘DDNS’. Enter the DDNS
settings. Schedule the NAS to update the DDNS record periodically.

Check the External IP Address Automatically: Turn on this option if your NAS is located behind a
gateway. The NAS checks the external (WAN) IP automatically and if the IP address is changed, the
NAS will inform the DDNS provider automatically to ensure it can be connected by the host name.

=] Oveniew
4 3 Systam Administration
& General Settings
i&) Network
3 Haraware
- SECUrity
% Netification

M Power Management
& Network Recycla Bin
£}, Backup System Sefting

5 System Logs
W Firmware Update

& Restore to Factory D'E'TL

) Disk Managemant

) Access Right Managemer

» [ Wetwork Services
Nation

* Function Search

Home > > System Administration >> Network

Network
DDNS

DONS Service

After anabling DDNS Sendca, you can connact 1o this sansar by domain nama.
# Enable Dynamic DMNS Sendce

Seled DDNS server. www. dyndns.com v

Enter the account information you registered with the DDME provider

Ugar Narma: 1
Password: srnsRssEes

Host Mame: anapgnap.dyndns.org
W Check the Extemal IP Address Automatically |1 howr

Cumant WaN IP; —

After you have finished the settings, you can connect to the NAS using the host name (gnapgnap.
dyndns.org).
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Port Forwarding

If your NAS is located behind an NAT router, you need to open the ports of some services on the
NAT router and forward these ports to the fixed LAN IP of the NAS so that you can connect to the
services correctly from the Internet. This function is available on most routers in the market and is
often known as ‘Port Forwarding’, ‘NAT Server’, or ‘Virtual Server’. For example, to connect to the
administration interface of NAS series, you need to open port 8080.

Current open service ports on QNAP NAS

NAS Services Default Port

Web-based system management 8080 (All models, TS-101/201 with firmware
v2.3.0 or later)

Web-based system management 6000 (TS-100/101/201 firmware prior to
v2.1.1)

FTP 21

Passive FTP 55536-56559

Web Server 80

Download Station (BitTorrent download) 6881-6999

Remote replication (Rsync) 873

Telnet 13131

SSH 22

SSL 443

SMTP 25

Samba 445

MySQL 3306

TwonkyMedia 9000

© 2010 QNAP Systems, Inc. All Rights Reserved.



342 QNAP Online Software User Manual

13 Set SMS and Email Alert

QNAP NAS supports SMS and email alert to inform the users of system error or warning. SMS is the
abbreviation of Short Message Service which is known for the mobile text message service. By
subscribing with the SMS service providers you are able to set up QNAP NAS to send SMS to the
designated mobile phones in the event of system warning or errors. This demonstration shows you
how to set up both the SMS and email alert on your NAS. See below for the usage diagram.
*TS-109/ 209/ 409/ 409U series only support email alert.
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Sign up and set up an SMS service account

Clickatell will be used in this example. Go to Clickatell website http://www.clickatell.com/login.php.
Under ‘New Customers’ select ‘Clickatell Central (API)".

New Customers

If you do not already have an account, take a moment to create one. You will benefit from:

A user-friendly administration interface

Free registration and no license fees

247 Service & Support

Web based account accessible from anywhere
Multiple payment options

L B

Product Selection:

P i

| Please Select Product ||
Clickatell Cantral (API)
‘Communicater |
Meszsenger-Pro

Clickatell Affiliates
Clickatell Whelesale
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Fill out your personal information then click ‘Continue’. Make sure you have carefully read the
Terms and Conditions of the SMS service provider and that you agree to all the terms and
regulations.

Fﬂmplele our simple registrations process below to test our gateway and obtain your free test credits.

* Indicates all fields that are required.

Step 1 of 4 - Select Product

Select ong of the products below which you would lke 1o register for:

@ Clickatell Central ‘@ ) communicator @

Step 2 of 4 - Account Setup

Select a country specific or nternational account type, based on your requirements for SMS traffic delivery destinations

International Coverage Account: o Local Coverage Account: 7]
= P = — =
- 9 INTERMATIOMNAL L3 E— USA £ == UK € - — S
* Create Username: gnap Security Code: | 4B8LH :
‘Creale Fassword sssesees *Enter Security Code: 463UH

Step 3 of 4 - Personal Information

*First Name: SMS * Country: Taiwan -
* Last Name: Tester * Mobile Number: 886 987654321
* Emai Address: mail@gnap.com (0. sample@domain.com)

Personal Use Only [

*Company. Parsonal Use

Emails sent to me must be in @ Text format or ©0 HTML format
[0 | would ike to receive: Clickatel News, Balance Notifications, Promotions

& + accept Clickatels Terms and Condiions

CONTINUE
Security & Privacy @
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Upon successful registration you should receive an email containing the account activation link. You
may now check your inbox to complete your account activation. By following the activation link you
will be brought to the login screen as the image show below. Enter the password and click ‘Login’.

My Account Login

Customer Login

Existing Clickatell account holders can select their product and login below. Mote, username &
password are CASE sensitive.

Select Product: Clickatell Central (API)

Username: gnap <a;
ClientiD: CAHG05 '
Faszword: sesssses Lost password?

| Login

Next you will need to verify your mobile number by entering an activation code sent by Clickatell
after you enter your mobile phone number and click ‘'SEND ACTIVATION CODE'.

» Verify your Mobile Number
 For security reasons you are required to verify your mobile number in order to make your first credit purchase and send
' non-test SMS messages

é"l’wr activation code will be sent ko] 856987654321 I SEND ACTIWATION CODE

+ H this is not your number, please retype your mobile number in the box sbove and dick the ~ Send Activation Code™ bution

, Enter your activation code here: VERIFY NOW
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While still logged in with Clickatell, go to ‘Manage my Products’ and select ‘HTTP from ‘My
Connections’ dropdown menu.
¥

Cantral Home My Setings Manage my Products Billing | Message Repons Help
e e———— —————————————————————————————————

Manage my Products Test Message in Message Box

My Connections Pliease Nobe that Clickatel pre-populates all tes? credits with a slandard test message, Once you have purchased
Converters Chciated credits, the test message will be removed and you will be able to send personaized lext messages.
Two-Way Messaging

Application Forms Y By Sus Credus |

Two-Way Messaging
SA Shorcods MO My Connections:
Namibsa Shortcode
UsA Shortcods
USA Shortcode MFS
UK Shorteode
Canada Shortcode
Clickatell ICM

b quick owerview of each connection type. Also take a look at 8 comparison of Chckalell
o BUDRONRG MESEAGH Dvpes

ppular connaction, HTTP & one of the smplsr fonms of MI"‘I"‘I.I-I'IEII:I'II? o the Chekatel AP R is
HTTRnternet Post. Add connection

Set up the ‘HTTP API’ by entering the minimum required information, the ‘Name’, ‘Dial Prefix’, and
‘Callback Type’ as the image shown below. Click ‘Submit’ once done.

HTTP APY

This product provides an interface between your applcations and the Messaging Gateway. i is a bwer kevel connectivity
option, but offers the most functionalty and flexibiity for the Developer and Syslems integrator. VWith the AP you can set
up abkeri-based SMS delvery from your server, delver information to your mobie sakes staff and keep in contact with your
customers. This product is intended for machine-generated to User messaging.

Add HTTP AP1 - Bold fems Required

Name: TS-639-Pro]

P Lock Down:

Dial Prefoc: | Tawan (828) -

comst e

Calback Urt

Calback Username:

Calback Password:

HOTE: submission of this form will delete any session_id currently vabd for this apd_id. Any applcation using this
session_id will have to re-authenticate.
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You should now obtain an ‘API ID’ that is required before using the SMS service. Write this down
somewhere as we will need it for the setup in the NAS administration in the next step.

Hame Type APLID ~ Dialing Code
T -Pr HTTP 2176048 886 Taiwan
1101 0f1

Up to this point you have completed the account registration and mobile number verifications with
Clickatell and have successfully obtained an ‘API ID’. You may now proceed to the next step.
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Set the SMSC settings and SMS alert on the NAS

Go to ‘System Administration’ > *Notification’ > ‘Configure SMSC server’ and enter the information
we got from the previous step to configure the SMSC server.

ETne—
= Overview
43 System Acministration Notification 2
% General Seftings
4 Network CONFIGURE SMSC SERVER
B Haroware
= Securily Configure SMSC Server
W Power Management You can configure the SMSC settings to send instant system alens via the SMS sendce provided by
5. Network Recyde Bin Ing SMS provider
,ﬂj Backup System Settings SMS Senvice Provider  Chckatel w | hitpowww clickatell.com
ke s_ﬁmm oo [¥] Enable SSL Connedtion
W Firmware Update
& system Reset SEL Port: 443
» [ Disk Management SMS ServerLogin Name:  qnap
b ) Access Right Management SMS Server Login Password: eessssss
i [ Metwork Serdces SMS Server API_ID : 3176048
[ Applications
I [ Backup

v (2] External Device APPLY
= [ System Status
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Next go to ‘System Administration’ > *Notification” > ‘Alert Notification” and enter your mobile

number.
Aheme | [Home >> System Adminntraton > > Motication | Wekome admin | Logout | Englen g
5 Owendew . )
453 System Adminisiraion Notification e
&8 General Setings
“_HIWI! COMFIGURE SMTP SERVIR CONE DGLRE SRS -,--:','-"l BALERT ROTIFICATION
B varoware
. Alert Notification
:’“ﬁm When a system event occurs, an alert email/SMS will be sent automatically.
cwor Management
Send SyS1em Sior alen by
3, Metwark Recydes Bin
&8 £ Systam Semngs Send system waming alef by Mo alert =
% System Logs

W Firmware Update
& Syslem Resat
(] Disk Management
(£ Accass Right Management
] Hetwork Serdces
£ Applicabons
I Backup
> (2] External Devece
[ System Stalus

E-mall notification Settings

E-mail address 1. my@mal.com
E-mall address 2

| SEMD A TEST E-MAIL |

Hole: The SMTP sener musl b conBgurad first Bar akerl mail delivery

SMS Notilfication Settings
Country Code: | Tawan (+805) -]

Cell Phone Mo, 1: «886 WHI |

Cell Phane Mo, - +886

| sEMD A TEST Sms MESSAGE |

Nole. You must configure e SMEC servel 10 De alle 10 Send SMS noEalon properly.

Congratulations! Itis all set up and now you may want to test if your have configure the SMS
notification properly by clicking ‘SEND A TEST SMS MESSAGE’. If nothing goes wrong you should be

able to receive it in less

than 10 seconds.
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Set the SMTP server and email alert

Go to ‘System Administration” > *Notification” > ‘Configure SMTP server’ and enter a valid SMTP
information. We will use Gmail as the SMTP service provider in this example.

W R

T Owerview
# (3 Sysbem Administralion
&8 General Semngs
daad Hetwrk
B Hardware

Security
(]
Power Managament

5. Hetwork Recyde Bin
£ Backup System Seftings
% SralemLogs
\J Firrrrecare Updabe
& System Resal
] Digk Management
-] Access Right Managemant
] Natwork Sensoes
- Apphcabions
] Backup
] Exdemnal Device
) Sysbem Stahus

Motification
DOMFIGURE SMTP SERVER

Confgiire SMTP Server

SUTP Sefver:  smitp.grmad. com
PortMumbaer 587
SEnoer mygrak@gral.com
+ Enatde SMTP Authenlicalion
User Name:  mygrmab@gmal com
Password.  sesssess
¥ Use 350/ TLS secure connection

of any unexpected events.

APRLY |

Next go to ‘System Administration” > ‘Notification’ > ‘Alert Notification’ and enter your email address
and specify whether you want to receive system warning alerts too besides the system error alerts.
You can test if the email sending process works by clicking ‘SEND A TEST E-MAIL'.

Now no matter if you are out at work or away from home you will still be notified of any NAS error
and warning right away by either an SMS sent to your mobile or an email and be able to act in case
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14

14.1

Online RAID Capacity Expansion & Online RAID Level
Migration

Online RAID Capacity Expansion5h
Online RAID Level Migration[35sh

Online RAID Capacity Expansion

Scenario
You bought four 250GB HDD for initial setup of TS-509 Pro and configured RAID 5 disk configuration
with the four HDD.

A half year later, the data size of the department has largely increased to 1.5TB. In other words,
the storage capacity of the NAS is running out of use. At the same time, the price of 1TB hard drives

has dropped to a large extent.

STEPZ ~ STEPS,

~ e ~
$TEP 1. Replace the drive 1,2, 3, 4 _ STER 4 T
. a———
STEP T=8 L
Expand
Eha W icdurna
e S

Logical Wolume T50GE
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Operation procedure

In ‘Disk Management’ > ‘RAID Management’, select the disk volume for expansion and click ‘EXPAND

CAPACITY".
111 Mg u Home s Dk Hanagomest = > LALD Hanagoment
X Owwerbrn
» (] Srstem Agministation RAID Management 7
ik Uanagman
This fuscion enables Capacaty , BAID ¢ migiaiion of 5pare deve conlgurabion with T ongnal dive data resereed

Hobe: Llaie siure you hawve resd H'rr insfnadlions camdally and you fslly undersiand e comed operaton procadun before using this funchion

Currest Disk Volume Configeranon

EEWUN.  Volume Total Size Bitmap Siatus DhrsCripition
] I
Thi cpsralions] you can ene-oui
@ vl Disk - Expand cagacity
[ Access Right Uanagement |f FAID S Degk volume: Devw 121485 | ¥ ssch Vs Ready - Agd hard deve
50 Mutwort Sunices - Configurn spare drive

=] Applcations I —,e
£ Baciup EXFAND CAPALITY [_il:u[:-mmmm. || mcRATE || COMPIGURE SPARE DEIVE || DESABLE BSTMAP || RECOVER
) Extwrnal Drrsice

) Eyslem Status For getaiad nginicond, please

Click ‘Change’ for the first HDD to be replaced. Follow the instructions to proceed.

RAID Management - Expand capacity o

Select the drive to add

Expand capacity

sk Model Capacity Status Description
\ .

Drive 1 WDC WD2500AAKS-00VYA12.0 23289GB Ready You can replace this drive.
| .

Drwve 2 WOC WO2S00ARKS-00VYAI20 23280 GB Reaty Change | You can replace this anve.
o3 | WOC WDZE00AAKS-00VYATZ O 23289 GB Reaty You can replace this drive.
| . —

Drive 4 WDC WDZ500AAKS-DOVYATZ 0 2xsace Ready [ Change | You can replace this drive,
| | .

Drive & WOC WDZ500AAKS-00VYAIZ.0 23280 GB Reaty Change | You can replace this dnve.

Target Disk Volume: RAID & Disk Volume: Dme 12345

EXPAND CAPACITY | | BACK |

Tip: After replacing the HDD, the description field shows the message ‘You can replace this drive’.
This means you can replace the HDD to a larger one or skip this step if the HDD have been replaced
already.

. Caution: When the hard drive synchronization is in process, do NOT turn off the NAS or
-:) plug in or unplug the hard disk drives.
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When the description displays ‘Please remove this drive’, remove the hard drive from the NAS. Wait
for the NAS to beep twice after removing the hard drive.

RAID Management - Expand capacity iz

Seled e dive o add

Expand capacity
Disk  Model Capacity Status Description
Dt 1 WG WD2500AAKS-00VYA12 0 2328968 Ready
3 WD A2 212 89G8 Rﬂd]r Mo operalion can be executed on this .

drive of Bhé driv iS5 busy

e Mo operation can be exdcuted on this
Drive 3 WODC WD2S00AAKS-00VYATIZ.0 2328968 Ready de; thi deive i bu;!r :
e — Neo operalion can be exacubed on this
Drive & WDC WD2S00AAKS-00VYATZ.0 2328968 Ready deve or the drive |5 busy -
e e OARK 120 237 89GH mﬂ}’ Mo operabon can be exedubed on this

drive of the drivé |5 busy

Target Disk Volume: RAID 5 Disk Volume: Drive 12345

EXPAND CAPACITY | | BACK |

When the description displays ‘Please insert the new drive’, plug in the new HDD to the drive slot.

RAID Management - Expand capacity L
Soloct the deive to 304

Disk ' Model Capacity Status Description

I Drivve: 1 |= - Mo Disk Iﬁamalnsanmnnwm I
De2  WDCWD2S00AAKS-00VYATZO 23289GB Ready i s g

g OF T dive §5 Dusy
i .

| Ho operation can be axscubed on this
Zoicls WDC WDZ500AAKS-00VYA1Z 0 2328068 Ready dive o the diive Is busy -

I " Mo aperation can be exaculed on this
Dirive 4 WDC WOZ500AAKS-00VYAIZ 0 23289GB Ready drive of e deive IS Busy .
] o 5 WO WOZEO0AAKS-O0VYATZ 0 217 B0GB R“ﬂﬁ' Mo operation can be execuied on fhis -

drive of the drive is busy

Target Disk Volume: RAID 5 Disk Volume: Dime 2345

EXFAHD CAPACITY BACK l'
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After plugging in the HDD, wait for the NAS to beep. The system starts rebuilding.

Status Description
o Mo operation can be executed on this
M
%« Rebuilding... (0%) drive ar the drive is busy
g e pent oy 0% Mo operation can be executed on this
=195l drive or the drive is busy .
e Mo operation can be executed on this

2 = Rebuilding... (0%)
3 Rebuilding... (0%)

2= Rebuilding... (0%)

drive ar the drive is busy
Mo operation can be executed on this
drive or the drive is busy
Mo operation can be executed on this

drive or the drive is busy ;i

After rebuilding finishes, repeat the steps above to replace other HDD.

RAID Management - Expand capacity

Select the drive 19 24

T

Bt e ——— e
"omee 1 Hitachi HD5T21010KLA330 GKAD 831.51G8
o2 WDC WD2S00AAKS-00VYATZ0 23289GB
| Drive3 | WDC WD25004AKS-00VYA12 0 23285GB
et WDC WDZS00AMKS-00VYATZ0 s3<-8iGa
(o5 | WDG WD2500A8KS-00VYA12 0 232.89GB

Target Disk Volume: RAID 5 Disk Volurme: Dive 12345

Status

Descriplion

Ready
Ready
Ready
Ready

Ready

Change | You can replace this drive.

ol Can replace this dive.

Change | You can replace this drive.
Change | You can replace this drive.
Change | You can replace this drive.

EXPAND CAPACITY | | BACK
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After changing the HDD and rebuilding completes, you can click ‘EXPAND CAPACITY' to execute
RAID expansion.

RAID Management (2

This funcion enatles capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved
Mote- Make sure you have read the instructions carefullly and you fully understand the comed operation procedure before using this funciion

Current Disk Volume Configuration

Volume . Total Size Bitmap Status Description
ko il :
. The ooeration(s) vou can executi:
||* RADS5DiskVolume: Drive 12345 | 9139668  Yes Resarl o capacty

=

EXPAND CAPACITY | ADD HARD DRIVE MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER

L= =

For detailed ingtructions, please click hoere,

Click ‘OK’ to proceed.

The NAS beeps and starts to expand the capacity.

RAID Management - Expand capacity 0
Select the drive 1o add

|'m | Model Capacity Status Description

I ':-“"."'“ - Hitachi HDST21010KLAZ30 GRAD 831.51 GB Ready £ Processing

I Drive 2 I Hitachl HDS721010KLAZ30 GKAD 931,51 G8 Rgady ¥ Processing..

I Diree 3 o Hitachi HD5721010KLAT30 GRAD 931.51 GB Ready %t Processing

[ Dmve s Hitachi HDST21010KLAZI0 GRAD 431,51 GB Ready 2 Processing.

I DM | H#tachi HDSTZ1010KLAI30 GRAD E RN ] Ready % Processing

Target Disk Volume: RAID 5 Disk Volume: Dive 12345 You can expand the diskwolume capacity bo approximabely 3726 GE

EXPAND CAPACITY BACK
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The process may take from hours to tens of hours to finish depending on the drive size. Please wait
patiently for the process to finish. Do NOT turn off the power of NAS.

Current Disk Volume Configuratssn: Physical Disks

Disk Modiel Capacity Status Ead Blocks SMART

| Scan  Information
| Dirive 1 Hitachi HD5721010KLA330 GKAQ 9315168 Ready [ SCANNOW |  GooD
(Dow2 | Fiachl HOS721010KLAB30 GKAD 9315168 Ready | SCANNOW |  GOOD
ore Hitachi HDS721010KLA330 GKAO 93151 G8 Reay [ scaNnow |  GooD
T o 007210 ML 4520 R 9315168 Ready [ SCANNOW |  GoOD
R e T e 9315168 Reasy [ scammow |  Goop

Currgnt D45k Volume Configuratson: Logical Volumes

Volume Fibe System Total Site Free Site Status
5 e EXT3 3726.04 GB | 3315.35 GB Ready T

After RAID expansion has finished, the new capacity is shown and the status is ‘Ready’. You can
start to use the larger capacity. (In the example you have 3.7TB logical volume)

RAID Management =

This unclion enables capacty expansion, RAID configuralion migration of spare drive configuralion with the orgingl drive data resened,
Mote: Make sure you hiave read the instructions carefully and you fully understand the correct operation procedure before using this function,

Current Disk Volume Configuration

Veolume " Total Size Bitmap  Status  Description

’ e gy

The operationis) vou can execule:
- Expand capacity

|# RADSDiskVolume:Drive 12345 || 372604 GB  Yes Ready

E EXPAND CAPACITY l ADD HARD DRIVE MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER

For detailed instrucions, please click hara.

Tip: If the description still shows ‘You can replace this hard drive’ and the status of the drive volume
says ‘Ready’, it means the RAID volume is still expandable.
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14.2

Online RAID Level Migration

During the initial setup of TS-509 Pro, you bought a 1TB HDD and configured it as single disk. TS-
509 Pro is used as a file server for data sharing among the departments.

After a half year, more and more important data are saved on TS-509 Pro. There is a rising concern
for hard drive damage and data loss. Therefore, you planned to upgrade the disk configuration to
RAID 5.

Using online RAID level migration, you can install one HDD for setting up TS-509 Pro and upgrade
the RAID level in the future. The migration process can be done without turning off the server. All
the data will be retained.

You can do the following with online RAID level migration:

e Migrate the systeom from single disk to RAID 1, RAID 5, or RAID 6
e Migrate the system from RAID 1 to RAID 5 or RAID 6

e Migrate the system from RAID 5 with 3 HDD to RAID 6

STEP 1. STEP 2. STEP 3.~ 5TEP 5.

~
Migration
Single Disk Add New Disks Single Disk to RAIDS 3TB
(RAID 5)

You need to:
e Prepare the HDD of the same or larger capacity as an existing drive in the RAID configuration.
e Execute RAID level migration (migrate the system from single disk mode to RAID 5 with 4 HDD).
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Go to 'Disk Management’ > ‘Volume Management’. The current disk volume configuration displayed
on the page is single disk (the capacity is 1TB).

Current Disk Volume Configuration: Physical Disks

Dirive 1 Hitachi HOST21010KLAZ30 GKAD 931.51GB Ready SCAN HOW | GOOD
|
Dirive 2 = - Mo Disk SCAN NOW -
[
Drive 3 - - Mo Disk SCAN HOW -
Drive 4 - = Mo Digk SCAN HOW -
I

Drive 5 - - Mo Disk SCAN NOW —

Current Disk Volume Configuration: Logical Volumes
Volume  File System ' Total Size Free Size Status
' Single Disk Drive 1 EXT3 93151 GE 524,68 GB Ready

| FORMAT MOW || CHECK HOW || REMOVE NOW

© 2010 QNAP Systems, Inc. All Rights Reserved.



Online RAID Capacity Expansion & Online RAID Level Migration

359

Plug in the new 1TB HDDs to drive slots 2, 3, 4 and 5 of NAS. The NAS will detect the new HDDs.

The status of the new HDDs is ‘Unmounted’.

¥ urrent Disk Volume Configuration: Physical Disks

Dirtve 1 Hitachi HD5T21010KLA330 GRAD

9315168 Ready

Dirive 2 Hitachi HDST21010KLA3I30 GKAD

915168 Ready

[somrow]  coon

Current Disk Valume Configuration: Logical Velumes

Dirive 3 Hitachi HDS5721010KLA330 GKAD 931.51 GB Ready
Diriwe 4 Hitachi HDS721010KLA330 GKAD 931.51 GB Ready SCAN HOW GOOD
Drive 5 Hitachi HDST21010KLAI30 GKAD 91,5168 Ready

| scanwow |  GooD

Volume File System Total Size Free Size Status
Single Disk: Drive 1 EXT3 93151GB 524,68 GB Ready
| FORMAT MOW | [ CHECK MOW || REMOVE HOW |
[ EXT3 - Unrraunted

[ FORMAT MOW | | (%tkmw]q:nmvsm j

Unmounted

[ Format Now | [~ check wow ||| REMOVE How |

| single Disk: Drive 4 " EXT3 = Unmounted
| FormaT Mow || cHECK rmrjl REMOVE HOW |
‘Single Disk: Drive 5 EXT3 - Unrmouribed

[ FORMAT NOW | [ CHECK MOW ]!:mz NOW |
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Go to 'Disk Management’ > '‘RAID Management’, select the drive configuration for migration and click
‘Migrate’.

RAID Management

This funcion enatles capacity aspansion, RAID condigurabin migrabion or 3pang drve conliguration with the caginal dve data
L2 -

Mok Mais Sre you s read Bie instruchions caredully and jou fully understand e comec operaban prockdurs Baln using this

Tolal Size BAmap  Stalus Description
N The operation{s) pou can dxecyte;
91542 GB Raady ~ Liorate

[ Apphcanons Sangle Disk Die 2 a s Unmourted :;-;:xnnblmmdmﬁsm
[ Baskug
[ Extarncl Divice () Gingle Disk: Drive 3 - Unmourded g;;:ﬁﬂ'lhﬂnﬂﬂﬁhlm
(1 System Status

17 Bingle Diskc Drive 4 s X g;i#i:mﬂmnmmuw Ihis v

H alion b execuled fon this drive
(_Sangle Disk: Drive § Urmmsedecd aﬁﬁm can 5
EXPAND CAPROITY ADD HARD DRIVE ] | COWFIGURE SPARE DRIVE BITHAP RECOVER
Foor deladed manaSons, please ook hie,

©ONAP, A8 Rights Resstd o Z
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Select one or more available drives and the migration method. The drive capacity after migration is
shown. Click ‘Migrate’.

RAID Management - Migrate a

Select the drive to add

Disk Model Capacity Staus
Dirive 2 WOD1000FYPS-01ZKB02.0 93151 CB Ready
Drive 3 WD1000FYPS-01ZKEB02.0 931.51GB Ready
Dirive 4 WO0D0FYPS-01ZKB02.0 931.51CB Ready
Qv 5 WOA0FYPS-01ZKB02.0 931.51GB Ready

Single Disk Volue -> RAID 1 Mirroding Disk Volurma
@ Single Disk Volume -> RAID 5 Disk Volume
9 Single Disk Volume -> RAID 6 Disk Vielume

Target Disk Volume: Single Disk: Orve 4 The drive configuration is abaut to be configured as RAIDM Disk Volume, The

capacity is approximately 3726 GB
MIGRATE | |} Back |

Note that all the data on the selected HDD will be cleared. Click ‘OK’ to confirm.
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When migration is in process, the required time and total drive capacity after migration are shown in

the description field.

Current Disk Volume Confliguration: Physical Disks

Drive1  Hitachi HD5721010KLA330 GKAD e Ready [ SCANNOW |  GoOD
e Hitachi HDS721010KLA330 GKAD 93151G8 Ready GOOD
I Dirive 3 Hitachi HD5721010KLA330 GKAD 93151 GB Ready SCAM HOW GOOD
ey Hitachi HDS721010KLA330 GKAD 931518 Ready GOOD
oves Hitachi MD5721010KLA330 GKAO 9315168 Ready GOOD

Volume File System Total Size Free Size Status
Single Disk Drive 1 EXT3 831.51G8 524.68 GB Ready [
| FORMAT NOW || CHECK MOW || REMOVE MOW
& = - Unmounted
| FORMAT HOW || CHECK NOW ]L REMOVE NOW
h’ﬂumtm 3 EXT3 = - Unmounted
[ FormaT wow | [~ cieck wow ||| REMOVE Now
Ma Disk Drive 4 EXT3 - - Unmounted
[ FORMAT MOW || CHECK NOW ]L REMOVE NOW
|'singte Disk Orve 5 3 - - unmounea
[ FoRMAT How || cHECK NOW ]rmnmrE NOW
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The NAS will enter ‘Read only’ mode when migration is in process during 11%-49% to assure the
data of the RAID configuration will be consistent after RAID migration completes.

After migration completes, the new drive configuration is shown (RAID 5 now) and the status is
Ready. You can start to use the new drive configuration.

RAID Management 0
This function enables capacity expansion, RAID configuraion migration or spare drive configuration with the original drive dala
reserved
Hote: Make sure you have read the instrections carefully and you fully understand he comed operation procedure before using this
function

Current Disk Volume Configuration

Volume Total Size Bitmap Status Description
I ke NS . i |

! Single Disk Drive 1 91542 B - 4 Migraing._. (2%) Mo operation can be execulad for his drive

configuration

EXPAND CAPACITY ADD HARD DRIVE MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER

For defalled instructions, please click here

The process may take from hours to tens of hours to finish depending on the HDD size. You can
connect to the web page of the NAS to check the status later.
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Use Online RAID Capacity Expansion and Online RAID Level Migration

Scenario
You had a tight schedule to set up the file server and FTP server. However, you had only one 250GB
HDD. Therefore, you set up the TS-509 Pro with the single disk configuration.

The original plan was to set up a 3TB RAID 5 network data centre with TS-509 Pro.

You now planned to upgrade the disk configuration of TS-509 Pro to RAID 5 and expand the total
storage capacity to 3TB with all the original data retained after the HDD are purchased.

RAID Level Migration (Single to RAID 5) RAID Capacity Expansion (T50GB to 3TB)
N e

| o O
S - O+ =

TEFL

=

ol 4 iy Mlerd Qo

Execute online RAID level migration to migrate the system from single disk to RAID 5. The total
storage capacity will be 750GB, RAID 5 (with one 250GB HDD and three 1TB HDD, the disk usage
will be 250GB*4 for RAID 5.). You can refer to the previous step for the operation procedure.

Execute online RAID capacity expansion to replace the 250GB HDD with a new 1TB HDD, and then
expand the logical volume from 750GB to 3TB of RAID 5. You can refer to the previous step for the
operation procedure.
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15 Set up UPnP Media Server for Media Playing

This section shows you how to set up the UPnP media server on QNAP NAS to share the multimedia
files to the media player on the local network and play them in your home entertainment system.

LAMT92.168.18 & Madia Player

g YN, E

f
C Internet L i 4
E_ Rt “qa_i"" [~
=, ,F\L__,f"-) 2?&':3:“‘? NAT routéf~..,, NAS
LAN 19216811 l-..LM|9?1H134
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Enable UPnP Media Server
Go to ‘Applications’ > ‘UPnP Media Server’ and select the option ‘Enabled UPnP Media Server’ and
click ‘Apply’. The UPnP Media Server function is now ready.

IRV —

T Cvendew )
> £ System Adminisiralion UPnP Media Server e
# [ Disk Managemisnt I

@ ] Access Right Management UPnP Media Server
[ Network Senices
253 Applications [¥] Enable UPKP Media Sm'ﬂT
(@ Web File Manager [ after enabling this senice, dick the foliowing link to enter UPnP Media Server

corfigurabon page
hitp 192 168.1.3:9000.

» () External Device
= [ Systemn Stabus
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Set up TwonkyMedia Server

The TwonkyMedia version shown in this example is 4.4.2. The actual version the NAS supports may
vary from time to time without notice.

Point your browser to ‘http://NAS 1P:9000/’, you will enter TwonkyMedia configuration page. You
can specify the locations of the contents you would like to share in your home network under the
‘Content Locations’. Simply type in the path to the contents on your QNAP NAS (default folder is
Qmultimedia or Multimedia). In the example, we added an extra share /Qdownload.

MediaServer

| Savechanges | [ Cancel | [ Rescan content dimciones |
Coserd | oo
A ] omusmedia Ml corient oes v
" Exteml apolicasons B [Medawnioad Al sorfent hpes
| i Pr———
! e 2 T
gy [ S — ]
, e ree Diresctories whene fa server shall 3580 for content Each deeciony can ke i 08000k rd typa. Tra dlfs
Mg ellansdus Bl corsen BERS, ENanng (3 Do fmporenly disassed by uncheiang e directey
fuppare |
¢ Troubleshooting P i it miltnibe s 1
' EAQ
This. 0p80A SpRCIEE T8 IESlEn bahuaor of the senvar. I ot 10 0, SUBOMabe FeScant Bie SEabled A ponive valus
[ T —— DEtvREn FESLENG Of CORBERG BFECIiE S IR InUEs -1 BRaBIEE T Sarar b walth 0PN JHacinnes Sullmabeaty
000 2008 Al ik Frlodd 07 o BE S
BN nghby reaarved
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For ease of browsing if you have a large amount of media contents, you can configure the navigation
tree for your photos, videos, and music. You can sort your media contents on the TV easily.

MediaServer

yiviedia Conl

Gave Changes | | Cancel |

: aly Mairre Ty ABC
R = — Pichm s woids 12 Abum o -
A = Pichim e wode Cate Yiar - =
" Exwmal sooicabong
: Hutik res
i Pichm e mode 3 Feilder
b Yido ke Pichime mode &
b eEpceltaneous
Eupport |
¥ Troiibleshoolng bk ar = 5
b EAQ An picthurd R ik Wil up 10§ nodes may be Spacified
Rirvigalicen tng And th noche type hire 10 B8 spcifled
B TorrdryWuisns SmbH
2003 3008
LU I e T |
Hardsgation Tres Setup: Costom -
Thaew is T choics of seleckng diferant pre-configured navegalion rees or defining & Cusiomised e Sl

When you have completed the configuration, make sure you have clicked the button ‘Save Changes’
to save the settings.

You can now move the MP3, images, and videos to the Qmultimedia or Multimedia folder or any
custom folders you added via Windows mapped drives or FTP to the NAS for your media player.
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Set up the connection of media player

About physical wiring

We use a high definition (HD) media player with QNAP NAS is this example. The media player is
used to receive the streamed multimedia file sent by your UPnP media server on the NAS, then
transcode these files to your TV or Hi-Fi system. Because of the limited cable length of these
interfaces, normally you have to place your media player near your TV and Hi-Fi system.

About TCP/IP settings

Connect your media player to the LAN at your home and set to acquire the IP address by DHCP.
(Most of the media players are defined as DHCP client, which obtains an IP address automatically
from the network.)
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Connect the video and audio output of the media player to your TV

The media player may provide different video and audio interfaces, such as Composite video/audio
output, S-Video for video output, S/PDIF digital audio, or HDMI interface which can carry both video
and audio signals.

Example 1 (Buffalo LinkTheater)
In this example, the video out and audio out cables are connected to the TV. You can also connect
audio out to your stereo acoustic system.

&
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Turn on the TV that is connected to the media player, you can select the options available by the
remote control of the media player. The media player will find the NAS on the network. The NAS
name will be displayed on the screen.

Link Theater oo
1 o MNa ol
s w My TS-100
| ’

172.17.26.49

You will find the photos, video, and music shared by the specified folder on the NAS. You can use
the remote control of the media player to select and play the files.
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Example 2 (ZyXEL's DMA-1000W)
ZyXEL DMA-1000W is one of the models which are based on SigmaDesigns’ platform.

If your TV provides an HDMI interface, both audio and video signals can be carried by the single
cable. Simply connect your media player to your TV by an HDMI cable.
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If your TV does not provide an HDMI interface, you can connect an S-Video cable to your TV for
video output, and connect Composite left/right audio interface for audio output. If you look for
higher quality of music playing, you can use an S/PDIF cable to connect the media player to your Hi-
Fi system.

Turn on and switch your TV to the correct interface (HDMI or S-Video). Use the remote control of
the media player to enter the ‘Server’ page, the media player detects the NAS automatically. You
can now play the multimedia files or listen to the Internet radio from the NAS.

& SERVER

Ll L o]

WSOOEL MAME

S GELECT 8 ENTER & RACK
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16

Host a Forum with phpBB on QNAP NAS

This section shows you how to host a forum with the popular open source forum software phpBB on

QNAP NAS.

Activate the web server and MySQL database server

Login the administration page of the NAS and go to ‘Network Services’ > ‘Web Server’. Select the

option ‘Enable Web serv

e —
] Oveniew
) Systemn Administration

) Dask Managemen
) Actess Right Managemient

:
ool Mtwiorking

o frole Hetwariing
{ s sendce
i1 KTP Senace
il #1/ SSH
3 sSMUF Semin
[ e Server

A
[

4 Metwork Sendce Discovery
) Applications
2 Badup
) Extemnal Devica
) System Stalus

er’ and click ‘Apply’.

Home > > Hetwork Services == Web Server

Wekcome admn | Logo

Web Server

Web Server

walbs e

[# Enable Web Server B

Pof Humber B0
register_globals:

On & Oof

php.ini Maintenanoe

phip. ind Maimenance

Afler enabling Tis serdce, click he lollowing link o enber 1o Wab Senver

7

After enabling this funclion, you can upload the webpage files to "Oweb” nebwork share o publish your

Engist_i

AFPLY

Thee file piypuni i e system configuration file of Web Senver. Alter enabling this lunclon, you can
e, upload or restore this e, it |5 recommended to use e system defaul sefting
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Next go to ‘Applications’ > *‘MySQL Server’ and select both ‘Enable MySQL Server’ and ‘Enable TCP/
IP Networking’ then click ‘Apply’.

T Owerviw

) Systern Administration MySQL Server 2
=) Disk Managemend

) Access Right Management MySOL Server

It SErces

¥iou can enable MyS0OL server 35 e website database
¥ Enatle MySOL Server
Enable this opion 1o allow connection of MyS0L ser

[& €nasie TcPae Hetworting]
PofHumber. 3306 |

Mole: You can install the pholyAdmin package to manage your MyS0OL server. To
phpMyAdmin, please click hare

Database Mamtenance

You can resel hie database passwond of re-iniialize ihe database

RESET ROOT PASSWORD I RE-MITIALIZE DATABASE |
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Create a database for phpBB3 in phpMyAdmin

Prior to installing phpBB3, create a new database for it and we will use phpMyAdmin to create the

database so install phpMyAdmin QPKG if you do not have it running on your NAS yet. Once installed

point your browser to http://NAS-IP/phpMyAdmin/ and enter the user name and password to login

(default user name and password is root/admin). You can also select your preferred language.

phpM

Welcome to phpMyAdmin

Language

English

Login @

lsername

Passward

—clear view

root

!ll-lullul

Once in, enter the database name ‘phpbb3’ in the field says ‘Create new database’ and choose a

default encoding language you prefer (UTF-8 for best compatibility) then click ‘Create’. Then,

proceed to the next step.

My 5QL 127.0.0.1

Create

A MySOL connection collation: utfd_unicode_ci

o
phpbb3 || utfé_unicode_ci
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Start the phpBB3 web-based installation

Download the phpbb3 source archive from http://www.phpbb.com/downloads/olympus.php and
download the [Full Package] one and unzip it to your Qweb or Web share folder.

[ Full Package ]

Contains entire phpBB2 source and
english language files.

Best suited for new installations.
EE Download phpBE 2.0.5 (zip)

SZel £ L HaR
md3sum: €3c4ec3fl435e518cfbBaSdaci543aby

fE Download phpBB 3.0.5 (bz2)

Size: 1.43 MiB
md3Isum: 724b8£f%e2390d5ccfed7lofebi0d165

Point your browser to *http://NAS-IP/phpBB3’ and you should see the phpBB3 web-based installation
page like below. Click ‘INSTALL’ tab to start.

ot ] Installation Panel

NN e
Select language: Brikiah Eﬂglrlh 3 @

OVERVIEW || BISTALL |f CONVERT

-1

* Introduction Introduction
License Welcome to phpBBa3!
Support

phpBB™ is the most widely used open source bulletin board solution in the world.
phpBB3 is the latest nstallment in a package ine started in 2000, Like its predecessors,
phpBB3 i feature-rich, user-fmendly, and fully supported by the phpBB Team. phpBB3
greatly mmproves on what made phpBB2 popular, and adds commonly requested features
that were not present in prevous versions. We hl:lDF." it exceeds your expectations.

This installation system will guide you through installing phpBB3, updating to the latest
version of phpBB3 from past releases, as well as converting to phpBB832 from a different
discussion board system (inchuding phpBB2). For more information, we encourage you to
read the installation guide.

To read the phpBB3 license or leam about obtaining support and our stance on it, please
select the respective options from the side menu. To continue, please select the
appropnate tab above.
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Click ‘Proceed to next step’.

._/“fJJH = Installation Panel
Select language: | British English (v | [Change]|
* Introduction Welcome to Installation
Requirements With this option, it is possible to install phpBE3 onto your server.
Database settings

In grder to proceed, you will need your database settings. If you do not know your

AT database settings, please contact your host and ask for them. You will not be able to
Canfiguration file continue without them. You need:

e » The Database Type - the database you will be using.
Create database tables » The Database server hostname or DSN - the address of the database server.
Final stage = The Database server port - the port of the database server (most of the bme

this is not needed).

= The Database name - the name of the database on the server.

= The Database username and Database password - the logn data to access the
database.

Note: f you are mstalling using SQLite, you should enter tha full path to your database
file in thie DSN held and leave the usermname and password hields blank. For secunty
reasons, you should make sure that the database file is not stored in a location
accessible from the web.

phpBB3 supports the following databases:

® MySQL 3.23 or abova (MySQU suppartad)
* PostgreSQL 7.3+
* SQLite 2.8.2+
» Firabird 2.0+
* MS SOL Server 2000 or above (directly or via ODBC)
* Orache
Only those databases supported on your server will be di%

[Proceed to next step| |

© 2010 QNAP Systems, Inc. All Rights Reserved.



Host a Forum with phpBB on QNAP NAS 379

The installation compatibility page will be shown. In most of the cases your current web server
should be compatible with the requirements so click ‘Start install’ to go the next step.

Fill up the fields with your MySQL information including the host name, database name, database

username, and database password then click ‘Proceed to next step’ to continue.

g =
-~ -~ -~ F .

w U U o Installation Panel

CVERVIEW ~ INSTALL | CONVERT

¥ Intreduction Database configuration
* Reguirements
*Database settings Database type: MySCL E
Admanistrator details Database server hostname or DSHN; 127.0.0.1
Configuration file SN for Data So me and is
Advanced sethings
Create database tables Database server port:
Leawe this Mank unless you know the
Firal stage server operales on 8 non-standard port.
Database name: phpbb3
Database username: oot
Database password: LLLLL]
Prefix for tables in database: phipbb_

|Proceed to nest ﬂep! /
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You should see ‘Successful connection’ if your MySQL server is running and the database ‘phpbb3’
we created earlier is present. Click ‘Proceed to next step’.

4 Fe, PER
™~ ™ ™ e o )
gt U M g V' Mo’ Installation Panel

OVERVIEW INSTALL CONVERT

¥ Introduction

» Reguirements

Database connection

»Database setlings Test connection: Successful connection

Administrator details

Configuration file

Advanced settings iz L

Create database tables

Final stage

Specify the phpBB3 administrator username and password as well as a valid email address. Once
done, click ‘Proceed to next step’.

¥ = =

:J [ :.-u:-:-:-f Installation Panel

OVERVIEW = INSTALL

¥ Introduction
¥ Requirements
* Database settings

L Administrator
details

Configuration file
Advanced seitings
Creats databaze tablas

Final stage

CONVERT

Administrator configuration

Default board language:
Administrator username:

Pleaze antér 8 usarname bétwaen 3 and
20 characters in length.

Administrator password:

Plagss ahldér § password bétwaan & snd
30 characters in length.

Confirm administrator password:
Contact e-mail address:

Confirm contact e-mail:

Bntesh Enghsh :EI

iadmin
| BEERREEE

iadminﬁmﬁumm.mm

ladmm# miyfonum.cam ]

ijead to next sMpl

<«

© 2010 QNAP Systems, Inc. All Rights Reserved.



Host a Forum with phpBB on QNAP NAS 381

You should see ‘Tests passed’ and click ‘Proceed to next step’.

(! = = —..a r 4 )
b U [’ Nt Nt Installation Panel

OVERVIEW INSTALL &= CONVERT

~ Introducticn Administrator details
¥ Requirgments

 Database settings Check sdminictratar sattings: Tests passed

, Administrator /
details

Configuration file [Pmued to next neg]

Advanced settings

Create database tables

Final stags

phpBB3 writes all the settings information to a configuration file (config.php) at this stage. Click
‘Proceed to next step’.

- -~ -~ E 4
—_ —_

I @O Installation Panel

= =

OVERVIEW | MISTALL | CONVERT

* Introduction The configuration fle has been written. You may now proceed AR
* Requirements mstallation.

~ Database Settin

"]

IPruuud to mext slapl

¥ Administrabor details

*Canfiguration file
Advanced settings
Create database tables

Final stage
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o - -
o T

praind i ! e e

CRERAEW III-TALI..[ CONVERT

Specify advanced settings if you wish then click ‘Proceed to next step’.

Installation Panel

= Jisnduction The settings on this page are only recessary bo set i wou know that you reguire
» Baruiramants apmetheng different from the default. IF vou are unsure, just proceed to the nest pags,

* Dwtsbace sattings

= Efmanrie detais

* Configuraton Me

> Adwanced seliings
Crests dacsbhace tables

Final singe

E-mail zettings

Al L BErabled = Casalslad
w-maily weil ba

maik: T owves & Mo
have o send
Al wip & namad zanaes ingteas of the

S “riEs" oUW

Authentication method for SHTP: PLAIM |:_|
Oy csad i & coamassipaswand & e,

BER vOuT DroiGer if pou Se an s
wekich mathod o cmm

SMTP uysername;
Omy anier @ caamama ¥ your SNTP
FEIVET PR il

SMTP password:
ey gnber & passwand f pous SHIP
FANSET MEJINTES it

Sarver IRL settings

Coshie soture: T peabied ™ Digaiied
H e B FuTiing e BSL st s

o wiva Jawos ar Jisavled. Hedag

i angfslad snd Ao fusiidg @ 5L mt

resul in sevver evTors SuTing redivacts

Farie server URL seflsmgs: T oveg T g
IF £ o ynr Sk Soer cadings deinag’

Farw weill b s’ iy Favowe of tha

Sutamanoiy JeidrTisad values

Saresr protocok LT
Thes 15 cbad &5 Ve SEPwar Brofoc

192.168.1.3

Sawrwer port: B
Thar port pour «
usualy 20, oaly chaape
Script patic FphpBEa

The patfi wfiere (ADEE & fnoated ralalive
fo the dommin same, a.p. peghEL

Poemmad by ghplf € 2008, J00Z. TS, 3007 phpll Gmup

as thase settings can be altered fram tha Admnistration Control Pansel Latar.
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phpBB3 creates all the database tables and populates some initial data at this stage. Click ‘Proceed

to next step’.

| ]
[

P

- ==

e M W e, N N

= -

OVERVIEW | INSTALL |

* Introduction

¥ Raguiréments

* Database settngs

* Administrator detadls
* Configuration file

* Advanced sathings

Create database
tables

Final stage

Installation Panel

CONVERT

The database tables used by phpBE 2.0 have been created
initial data. Proceed to the next screen to finish installing

opulated with some
.

|mma&ta et mn[

Now there is one more thing you need to do is that you have to delete the installation folder located

under the phpBB3 folder. Once deleted you can click ‘Login’ to enter the administration page of

phpBB3.

¥
-

Ty Ty

- - + 4

et U U o N

OVERVIEW | INSTALL

¥ Introduction

¥ Requirements

¥ Database settings

v Administrator details

¥ Configuration file

¥ Advanced settings

v Craste databazs tables

# Final stage

N

Installation Panel

CONVERT

Congratulations!

You have now successfully installed phpBB 3.0.5. From here, you have two options as to
what to do with your newly installed phpBB83:

Convert an existing board to phpBB3

The phpBB Unified Convertor Framework supports the conversion of phpBB 2.0.x and
other board systems to phpBE3. If you have an existing board that you wish to convert,
please proceed on to the convertor.

Go live with your phpBB3!

Clicking the button below will take you to your Administration Control Panel (ACP). Take
some time to examine the options available to you. Remember that help is available
online via the Documentation and the support forums, see the README for further
wifarmation.

Please now delete, move or rename the install directory before you use your board.
If this directory is still present, enly the Administration Control Panel (ACP) will be

accessible,
-

FPowered by phpB8 © 2000, 2002, 2003, 2007 phpBB E!n:lu;‘
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This is the phpBB3 Administration Control Panel where you can perform all administrative tasks.

i A

it

Administration Control Panel

Admis index + Boand ndes

=
==

FORMY | POSTIG  WERSANDGAOUP)  PERMEIEONS  FTYLES  MAWTEMANCE  FYSTEM

Marage grouEe
Mg fonime
Mogeraion g

S bl
FHP nformation

BOARD CTHIFITRAMATIGR
ATAchITENT e
Bcard asttnga
Bicard fusturas
Rantee Camngs

Privale messape
sathirge

Fre settings
Sgtature setlings

Usar rageirsbon
SIS

“haual comfirmakon
settings

WCLEREIT OO CATION
Aagthenhcshon

E-mal semngs
latber semings

EAVER CONFHARA TN
Copke SAmNQE
Serwer settings
Sacurity seitinga
Lowd mattings

Searh cemngs

Welcome to phpBB

Thark o Tar dhoosing phpBB as your beard sobkion, This soraen will give vou & guidk
crgrview of all the vanious statistice of your board, The bnke o the lelt hand sade of
this screan alow you o control ewery aspct of your board axpenance. Eadh page will
hae instruchions on how to use the tools.

Board statistics
c ETATISTIC
Kumbe: of posta: 1 Fosla per day: 1
Rusrber of 1S 1 Topics per day: 1
HWumber of uwera: 1 Wsery par day: |
sl @ sstrchments par dayi ann
Tus Jun 30, TH0E 4:14 . ]

Boerd dartesd o Avaler dredery @is: yies

3 S of posted °
Cistabazs gora: TEI6I KB ik ; fryine
Cistabase ssrvar: HyS 5.0.87-log GIip CoMprEEEGn; (4123
Boerd wersion: 308 Crphar aflad-menla: -]
Resynchronise or resst stabistios

Respt most usars aver onlins

Remut board's start date
Ramynchroniss siatistics
Flecalcuiates the 1otal Fumikes of posts

tnpacs, users mnd hles

fesynchronise post counts

Qinky mwphneg posts wil i taken ik
eoraidaration. Prunad monts il not b
counied

[Run =]
Hzwynchronise dofted topics M"E
Firgh urars ol 1ogeds s then
Enrrecty marks boEes et bave sesn
ary mctivity derng the past sie mosths,

[Riirs saee]

Purgs the cache

Purpa all cxche relsted tema, tho
bl udes any cached termplats Tles o
s,

Logged administrator actions

This gives an oweriew of the Last fve adsons camed cut by board admnistraters. A ful
oopy of the log can be viewed from the appropriste menw fem or folowrsg the: ik
sz,

= Viaw Sdmrestrabor g

152.164.13 T Jun 30, 2005 dita om Enstalbed phpBB 3,005

Inactive users

This is 2 izt of the last 10 regstered users who have machve acoourks, & hull st is
Swailalle from the Sopropriste menu ibes of by Folowrg B ek Below fram whes
s pan achuste. delete nr remind (ke mending an s-ll tiees smees f wnin wish.
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This is the front page of your freshly installed phpBB3 forum. Start sending out forum invitations to
establish your online community.

ourdomain.com
phpBB Lhmmuﬂ, !

reating ™ communities ibe your forum d search

¢ Board index
@User Control Panel (0 new messages) * View your posts FAQ ﬂlﬂember: (!)Lognut[ admin ]
It is currently Tue Jun 30, 2009 4:17 pm Last visit was: Tue Jun 30, 2009 4:14 pm

[ Moderator Control Panel ]

View unanswered posts = View new posts = View active topics Mark forums read
YOUR FIRST CATEGORY TOPICS  POSTS LAST POST
e Your first forum 1 1 by admin G
Description of your first forum. Tue Jun 30, 2009 4:14 pm

WHO 15 ONLINE

In total there are 2 users online :: 1 registered, 0 hidden and 1 guest (based on users active over the past 5 minutes)
Most users ever onling was 2 on Tue Jun 30, 2009 4:17 pm

Registered users: admin
Legend: Administrators, Global moderators

STATISTICS

Total posts 1 » Total topics 1 # Total members 1 » Qur newest member admin

&3 Board index The team = Delete all board cookies = All imes are UTC

Powered by phpB8& & 2000, 2002, 2003, 2007 phpBE Group
Administration Contral Panel
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GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to
share and change the works. By contrast, the GNU General Public License is intended to guarantee
your freedom to share and change all versions of a program--to make sure it remains free software
for all its users. We, the Free Software Foundation, use the GNU General Public License for most of
our software; it applies also to any other work released this way by its authors. You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and
charge for them if you wish), that you receive source code or can get it if you want it, that you can
change the software or use pieces of it in new free programs, and that you know you can do these
things.

To protect your rights, we need to prevent others from denying you these rights or asking you to
surrender the rights. Therefore, you have certain responsibilities if you distribute copies of the
software, or if you modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass
on to the recipients the same freedoms that you received. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the
software, and (2) offer you this License giving you legal permission to copy, distribute and/or modify
it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for
this free software. For both users' and authors' sake, the GPL requires that modified versions be
marked as changed, so that their problems will not be attributed erroneously to authors of previous
versions.

Some devices are designed to deny users access to install or run modified versions of the software
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inside them, although the manufacturer can do so. This is fundamentally incompatible with the aim of
protecting users' freedom to change the software. The systematic pattern of such abuse occurs in
the area of products for individuals to use, which is precisely where it is most unacceptable.
Therefore, we have designed this version of the GPL to prohibit the practice for those products. If
such problems arise substantially in other domains, we stand ready to extend this provision to those
domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents
to restrict development and use of software on general-purpose computers, but in those that do, we
wish to avoid the special danger that patents applied to a free program could make it effectively
proprietary. To prevent this, the GPL assures that patents cannot be used to render the program

non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
0. Definitions.
'This License' refers to version 3 of the GNU General Public License.

'Copyright' also means copyright-like laws that apply to other kinds of works, such as semiconductor
masks.

'The Program' refers to any copyrightable work licensed under this License. Each licensee is

addressed as 'you'. 'Licensees' and 'recipients' may be individuals or organizations.

To 'modify' a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
'modified version' of the earlier work or a work 'based on' the earlier work.

A 'covered work' means either the unmodified Program or a work based on the Program.

To 'propagate' a work means to do anything with it that, without permission, would make you directly
or secondarily liable for infringement under applicable copyright law, except executing it on a
computer or modifying a private copy. Propagation includes copying, distribution (with or without
modification), making available to the public, and in some countries other activities as well.

To 'convey' a work means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy, is not

conveying.

An interactive user interface displays 'Appropriate Legal Notices' to the extent that it includes a
convenient and prominently visible feature that (1) displays an appropriate copyright notice, and (2)
tells the user that there is no warranty for the work (except to the extent that warranties are
provided), that licensees may convey the work under this License, and how to view a copy of this
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License. If the interface presents a list of user commands or options, such as a menu, a prominent
item in the list meets this criterion.

1. Source Code.
The 'source code' for a work means the preferred form of the work for making modifications to it.

'Object code' means any non-source form of a work.

A 'Standard Interface' means an interface that either is an official standard defined by a recognized
standards body, or, in the case of interfaces specified for a particular programming language, one
that is widely used among developers working in that language.

The 'System Libraries' of an executable work include anything, other than the work as a whole, that
(a) is included in the normal form of packaging a Major Component, but which is not part of that
Major Component, and (b) serves only to enable use of the work with that Major Component, or to
implement a Standard Interface for which an implementation is available to the public in source code
form. A 'Major Component’, in this context, means a major essential component (kernel, window
system, and so on) of the specific operating system (if any) on which the executable work runs, or a
compiler used to produce the work, or an object code interpreter used to run it.

The 'Corresponding Source' for a work in object code form means all the source code needed to
generate, install, and (for an executable work) run the object code and to modify the work, including
scripts to control those activities. However, it does not include the work's System Libraries, or
general-purpose tools or generally available free programs which are used unmodified in performing
those activities but which are not part of the work. For example, Corresponding Source includes
interface definition files associated with source files for the work, and the source code for shared
libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of

the work.

The Corresponding Source need not include anything that users can regenerate automatically from
other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from running a covered work is covered by
this License only if the output, given its content, constitutes a covered work. This License
acknowledges your rights of fair use or other equivalent, as provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long
as your license otherwise remains in force. You may convey covered works to others for the sole
purpose of having them make modifications exclusively for you, or provide you with facilities for
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running those works, provided that you comply with the terms of this License in conveying all
material for which you do not control copyright. Those thus making or running the covered works for
you must do so exclusively on your behalf, under your direction and control, on terms that prohibit
them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below.
Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.
No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996,

or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights under this
License with respect to the covered work, and you disclaim any intention to limit operation or
modification of the work as a means of enforcing, against the work's users, your or third parties'
legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice; keep intact all notices stating that this License and any non-permissive terms added in accord
with section 7 apply to the code; keep intact all notices of the absence of any warranty; and give all
recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or
warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program,
in the form of source code under the terms of section 4, provided that you also meet all of these

conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any
conditions added under section 7. This requirement modifies the requirement in section 4 to 'keep
intact all notices'.

c) You must license the entire work, as a whole, under this License to anyone who comes into
possession of a copy. This License will therefore apply, along with any applicable section 7 additional
terms, to the whole of the work, and all its parts, regardless of how they are packaged. This License
gives no permission to license the work in any other way, but it does not invalidate such permission
if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however,
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if the Program has interactive interfaces that do not display Appropriate Legal Notices, your work
need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by their
nature extensions of the covered work, and which are not combined with it such as to form a larger
program, in or on a volume of a storage or distribution medium, is called an 'aggregate’ if the
compilation and its resulting copyright are not used to limit the access or legal rights of the
compilation's users beyond what the individual works permit. Inclusion of a covered work in an
aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License, in
one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution
medium), accompanied by the Corresponding Source fixed on a durable physical medium
customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution
medium), accompanied by a written offer, valid for at least three years and valid for as long as you
offer spare parts or customer support for that product model, to give anyone who possesses the
object code either (1) a copy of the Corresponding Source for all the software in the product that is
covered by this License, on a durable physical medium customarily used for software interchange,
for a price no more than your reasonable cost of physically performing this conveying of source, or
(2) access to copy the Corresponding Source from a network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially, and only if
you received the object code with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and
offer equivalent access to the Corresponding Source in the same way through the same place at no
further charge. You need not require recipients to copy the Corresponding Source along with the
object code. If the place to copy the object code is a network server, the Corresponding Source may
be on a different server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to find the
Corresponding Source. Regardless of what server hosts the Corresponding Source, you remain
obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers where
the object code and Corresponding Source of the work are being offered to the general public at no
charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding
Source as a System Library, need not be included in conveying the object code work.

A 'User Product' is either (1) a 'consumer product', which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed or sold
for incorporation into a dwelling. In determining whether a product is a consumer product, doubtful
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cases shall be resolved in favor of coverage. For a particular product received by a particular user,
'normally used' refers to a typical or common use of that class of product, regardless of the status of
the particular user or of the way in which the particular user actually uses, or expects or is expected
to use, the product. A product is a consumer product regardless of whether the product has
substantial commercial, industrial or non-consumer uses, unless such uses represent the only
significant mode of use of the product.

'Installation Information' for a User Product means any methods, procedures, authorization keys, or
other information required to install and execute modified versions of a covered work in that User
Product from a modified version of its Corresponding Source. The information must suffice to ensure
that the continued functioning of the modified object code is in no case prevented or interfered with
solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User
Product, and the conveying occurs as part of a transaction in which the right of possession and use
of the User Product is transferred to the recipient in perpetuity or for a fixed term (regardless of how
the transaction is characterized), the Corresponding Source conveyed under this section must be
accompanied by the Installation Information. But this requirement does not apply if neither you nor
any third party retains the ability to install modified object code on the User Product (for example,
the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to
provide support service, warranty, or updates for a work that has been modified or installed by the
recipient, or for the User Product in which it has been modified or installed. Access to a network may
be denied when the modification itself materially and adversely affects the operation of the network
or violates the rules and protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section
must be in a format that is publicly documented (and with an implementation available to the public
in source code form), and must require no special password or key for unpacking, reading or

copying.

7. Additional Terms.

'Additional permissions' are terms that supplement the terms of this License by making exceptions
from one or more of its conditions. Additional permissions that are applicable to the entire Program
shall be treated as though they were included in this License, to the extent that they are valid under
applicable law. If additional permissions apply only to part of the Program, that part may be used
separately under those permissions, but the entire Program remains governed by this License
without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to require
their own removal in certain cases when you modify the work.) You may place additional
permissions on material, added by you to a covered work, for which you have or can give
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appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you
may (if authorized by the copyright holders of that material) supplement the terms of this License
with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this
License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material
or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of
such material be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or
service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the
material (or modified versions of it) with contractual assumptions of liability to the recipient, for any
liability that these contractual assumptions directly impose on those licensors and authors.

All other non-permissive additional terms are considered 'further restrictions' within the meaning of
section 10. If the Program as you received it, or any part of it, contains a notice stating that it is
governed by this License along with a term that is a further restriction, you may remove that term. If
a license document contains a further restriction but permits relicensing or conveying under this
License, you may add to a covered work material governed by the terms of that license document,
provided that the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice indicating where
to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written
license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it is void, and will automatically terminate your rights
under this License (including any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifies you of the violation by some reasonable means, this is the first time you have
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received notice of violation of this License (for any work) from that copyright holder, and you cure
the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, you do not qualify to receive new licenses for the same material under
section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using peer-to-peer
transmission to receive a copy likewise does not require acceptance. However, nothing other than
this License grants you permission to propagate or modify any covered work. These actions infringe
copyright if you do not accept this License. Therefore, by modifying or propagating a covered work,
you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are not
responsible for enforcing compliance by third parties with this License.

An 'entity transaction' is a transaction transferring control of an organization, or substantially all
assets of one, or subdividing an organization, or merging organizations. If propagation of a covered
work results from an entity transaction, each party to that transaction who receives a copy of the
work also receives whatever licenses to the work the party's predecessor in interest had or could
give under the previous paragraph, plus a right to possession of the Corresponding Source of the
work from the predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under
this License. For example, you may not impose a license fee, royalty, or other charge for exercise of
rights granted under this License, and you may not initiate litigation (including a cross-claim or
counterclaim in a lawsuit) alleging that any patent claim is infringed by making, using, selling,
offering for sale, or importing the Program or any portion of it.

11. Patents.
A 'contributor' is a copyright holder who authorizes use under this License of the Program or a work
on which the Program is based. The work thus licensed is called the contributor's 'contributor

version'.

A contributor's 'essential patent claims' are all patent claims owned or controlled by the contributor,
whether already acquired or hereafter acquired, that would be infringed by some manner, permitted
by this License, of making, using, or selling its contributor version, but do not include claims that
would be infringed only as a consequence of further modification of the contributor version. For
purposes of this definition, 'control' includes the right to grant patent sublicenses in a manner
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consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the
contributor's essential patent claims, to make, use, sell, offer for sale, import and otherwise run,
modify and propagate the contents of its contributor version.

In the following three paragraphs, a 'patent license' is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent
or covenant not to sue for patent infringement). To 'grant' such a patent license to a party means to
make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this License,
through a publicly available network server or other readily accessible means, then you must either
(1) cause the Corresponding Source to be so available, or (2) arrange to deprive yourself of the
benefit of the patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients. 'Knowingly
relying' means you have actual knowledge that, but for the patent license, your conveying the
covered work in a country, or your recipient's use of the covered work in a country, would infringe
one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate
by procuring conveyance of, a covered work, and grant a patent license to some of the parties
receiving the covered work authorizing them to use, propagate, modify or convey a specific copy of
the covered work, then the patent license you grant is automatically extended to all recipients of the
covered work and works based on it.

A patent license is 'discriminatory' if it does not include within the scope of its coverage, prohibits the
exercise of, or is conditioned on the non-exercise of one or more of the rights that are specifically
granted under this License. You may not convey a covered work if you are a party to an
arrangement with a third party that is in the business of distributing software, under which you make
payment to the third party based on the extent of your activity of conveying the work, and under
which the third party grants, to any of the parties who would receive the covered work from you, a
discriminatory patent license (a) in connection with copies of the covered work conveyed by you (or
copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent
license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other
defenses to infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.
If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License. If you
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cannot convey a covered work so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not convey it at all. For
example, if you agree to terms that obligate you to collect a royalty for further conveying from those
to whom you convey the Program, the only way you could satisfy both those terms and this License
would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any
covered work with a work licensed under version 3 of the GNU Affero General Public License into a
single combined work, and to convey the resulting work. The terms of this License will continue to
apply to the part which is the covered work, but the special requirements of the GNU Affero General
Public License, section 13, concerning interaction through a network will apply to the combination as
such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License 'or any later version' applies to it, you have the
option of following the terms and conditions either of that numbered version or of any later version
published by the Free Software Foundation. If the Program does not specify a version number of the
GNU General Public License, you may choose any version ever published by the Free Software
Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy's public statement of acceptance of a version permanently
authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow a
later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM 'AS IS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.
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IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal
effect according to their terms, reviewing courts shall apply local law that most closely approximates
an absolute waiver of all civil liability in connection with the Program, unless a warranty or

assumption of liability accompanies a copy of the Program in return for a fee.

END OF TERMS AND CONDITIONS
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